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il G #Esession, ‘Effi T —HZIHIEMISE. Session
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TLSES 1 EBIRTS

o SEfr ER—HASZE, BHIE

— Session identifier, T W72, HkSesreE, HREr
H— NSRS

— Peer certificate(A] L NULL), %75 F1X.509 v3ilE 5

— Compression method, 1% 2 A 2K s 2 2504 1 7%

— Cipher spec, Ry, $8 & X 1= LM T
HMACHIEIEE, PLREIERIA R4

— Master secret, =55, 2 MRS A < [AIFL = 1148
TN ?ﬂ)ﬁ)

— Isreusable, Fric & T Aax1l nl DI R 414610 —
AN IR IE R
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Server and client random, %/ fIARSS 28 A M EZEBEKFZ TR
Server write MAC secret, 55 as/ERILEIRNT, HTMACIz 5 1) % ]
Client write MAC secret , 27 fERIEZHER, HT-MAC2 & 1% 4
Server write key, HrZ5#s I 2040 14, DL AR i s 00 11 25 R
Client write key, %/ 0% 5udim 1380, DL AR 55 2 Ml 25 55040 1) 5% A
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e OpenSSL, SEB TSSL(2,3), TLS(1.0)

SSLIZIR

— Openssl —— a command line tool.
— sSl(3) —— the OpenSSL SSL/TLS library.

— crypto(3)—— the OpenSSL Crypto library.
— URL.: http://www.openssl.org

SSLeay

— http://www?2.psy.uqg.edu.au/~ftp/Crypto/

Microsoft Win2k SSL implementation

Microsoft Certificate
Services

.

Others

( S5L/TLS 55P ’

Y

!

W

Base RSA Enhanced
C5P R5A CSP

Diffie-Hel man/Dss CSP

Third Party CSPs,
for example

Smart Car

CsP
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e 1. Friewall

o 2. SSL/TLS

e 3. IPSec/VPN

e 4. IDS

)
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|IPSec

o 2K Z e

- ke BUIHEGAIE). SoRetERI{REE
~ ke X TR A
T BLEFRHBERE, T L[R2
o BLSTHLLE Bl oK s 25 1
— R EMPVALE B I B e PEH TR A

o IPSecZIETFE X H—HZEIPTHNE
— ‘EAEIPALIX — 2% A 1P O 25 $R AR 3
— IPvAT & — T AT SRR S, ZEIPVE T — IR A A S

3 (0 I 4%
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InternetZ= £ M 1E

T —

o P4 E——IP ZAHE(IPSec)
o fE¥iJZ—— SSL/TLS

E——S/MIME, PGP, PEM, SET,

Ker

neros,SHT TP,SSH
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o HZXHEAE X 5 B SEVE R A BB
o SR> IMENEIE ) SE R E LS PR R
FIRL

o HTIPHBIE R B AFEC B DL R TR IPHE
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o |PSecH%

IPSech iy

ELAN. WANR Internet_E 138 113

72

— DX IP AR E R Internet BLi%E . (Secure VPN)
— I8 it Internet I ZE FE U i)
— 5815k 4@ Lextranet Sintranetl) H i

— P TR A K e

_Eﬁﬁlizs_f A2 IPRET A =

. IPSecEl’J_'

AR . R AT PASE 55 BT A1 208

T2

R
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IPSecH iy

I 192.168.3.0

192.168.5.0

o g O
T B 7

7 g

VPN

202.102.108.0

e
i
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IPSeciz B AR 55

|

Rtz ek, HERSGUEFIFE
Wzethidl, TEZRSITHANER, FRtZEk
2 Bl T AT ART I 25 3541

o |PSecfEIPE:

AH | ESPUIXINZ%) |ESP(In&+4£ %)
U ] V v v
T B Rt V v
™ S \{§ | \/ \/
JE 4 T 4R \ \ \
Wl v \
£ REE ERLEE \ \
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IPSecHI N &

— AH: Authentication Header
— ESP: Encapsulating Security Payload

. iR T (Key Management)
— SA(Security Association)
— ISAKMPE X T % $HE BHE AL

o IKEZE H A 1E 20 € - IPSec )& $H 42 # 1 i3L
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SA(Security Association)

S

— SAR: RIEF FBLNE PN IPSec 22 42 2 [R] ) — ) aj H
PR S ERE, 2SR e N E R — 4] M
WIEFA RN Z 25 ESHES

- A

1l

ASAERATT ], BTl XFF— X A,

T EMNSA

+ GASATBI =N B HORFFIR
— SPI(Security Parameters Index)
— Hrthkp
— 2 PPNFRIR
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>\ TCP Session

External

Internal Network

Network
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%8 5 T A AN %E

Encrypted tunnels
carrying 1P traftic

Corporate
Network

Corporate
Network
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II)Q

AHR RIS =

IPv4

e

d—authenticated except for mutable fields—

IPv4

(VAR -~ N,
authenticated except for mutable
fields in the new IP header

e

IPv4
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|[PSec Authentication Header

_H Bit: 0 8 16 31
) Payload Length RESERVED

Security Parameters Index (SP1)

Sequence Number

Authentication Data (variable)

e Next Header: F—-3L 255!

e Payload Length: AHK B (3247 54 AT

« SPI: HR#RiRSA

 Sequence Number: FHeEE 6o B2 o

 Authentication Data: RJZEK R, &S0 X /INER
ICVELE MAC
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AHALIE 72

%- H & fL

- FIPkZ G, 78 L E s 2 Hy
o NIFEE
— FEICVEE MAC

o X & HZEBIE(Outbound Packet )HJALEE, o1&
AH

— EESA
T
— IMHICV(Integrity Check Value)
o NAEDFE: IPRTPERDEL AHE S ERBMEER
VANSS
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AHAL IR 1T 72 (£5)

‘. | h» TR B (Inbound Packet ) AbEE

— 43 L
- HHkSA
o WcHi: HAnIPHiIE. AHPRY. SPI
— R AT (R Ak, S0 EI )
o i — MBI B RAG P55 1K) T
— ICVAG £
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mE ESP(Encapsulating Security Payload)

RULRBThRE, A PARASAIEIRSS

. J%Hﬁ%f%{ﬁﬂm FEARATINE 5 BEER—
wHIPALT, ESPHINEESPLY EHIE R

o INEFEEVEFANIESEEHSATR E
o WHMMEI: Rz FEIE R
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ESPRAMIRINTEE
I ] ZINUE I Z R
: 2y e A ,
OrigIP | ESP TCP Data ESP trlr | ESP auth
Hdr hdr
(1) 15l
4 2NN A
] 2N IR 2
New IP| ESP |Orig IP | TCP Data ESP trir| ESP
Hdr | hdr hdr auth

(2) BEE AR
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Hi

IPSec ESP#& =%

8 16 24 32

Security Parameters Index (SPI)

Sequence Number

Payload Data (variable)

Padding (0-255 bytes)

Pad Length |Next Header

Authentication Data (variable)
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ESPALIE 1T 3%

L

« ESPLEASL
o N EHIEFNIEFEIE H SAH E
o XMT&HFZERE(Outbound Packet )HJ4bHE
- A SA
- I
o BIREDERETE, JXFpayload datalsH
AN]SR e [ AN ]
o 181105 25 1 padding 2 4
o hnaEHask
— A
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ESPALIE 1T 3%

" X T 2 )AL (Inbound Packet )] AbFE
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AHFRESPRYHEILH &

S

Transport Tunnel
1. [IP1][AH][upper] 4. [1P2][AH][IP1][upper]
2. [IP1][ESP][upper] 5. [IP2][ESP][IP1][upper]
3. [IP1][AH][ESP][upper] 6. [IP2][ESP][IP1][AH][upper]

o X Hlupperis b E M EHE
o IPLfRJERAIIPL
o IP2¥rEZEZ Pk
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|PSec®7 $H & IE

 ISAKMP: Internet Security Association and Key
Management Protocol

— RFC 2408
AN IR A B HE

 IKE: The Internet Key Exchange
— FETISAKMPAHEZE
— 454 T Oakley MISKEME [35 4 %8 FH AT i AR
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o FHARRITRK
— Tl ESA
o ffiE By, FHHATH
— S5, B )AL
o HEZRE1Y
— EI0 B O DA UE RN 28 A A 4 1 B s i F
— EX T EARN)HEE S
— € X T FME B2 Hlpayload 4 #4)
— AL T LR A 1A A H ps Y

HO
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S

1. B3I}

— XUJ7 (B AnISAKMP Servers) i i e 4 LA (1) 38 17

A Bt B T

T ISAKMP SA

— IESAKE I F-0k97 i Tl ) protocol SAF P i I A%

« 2. FEII}

LAt 22 = 1 FISA (T IPSec SA)

— XA BT LR £ NSA
— UESATREAR R 22 4 U T A R sl 1 L

e
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LR —2247 4k

— BB B IS AT L PR 2 AN i B
FrLL, X SRV 2 AN SAEENLAE [FFEFTISAKMP SAKL Al 1
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IKEFRJLAES

PFS: Perfect Forward Secrecy

— —H AR, R B 5 P IR B
Phase

— [AISAKMPH ffjphase

 Group

— Diffie-Hellman® 22 #1544

Mode

— Sk HOakleyH i€ X

- T EHT IR

— V4 mode
« Main Mode, Aggressive Mode ] J-phase 1
 Quick ModeH J-phase 2

« New Group ModeJHj7Ephase 1.2 )5, AHBRHIT i 7 E — 8

U2
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IPSecFAIKE /&5

"- IPSecfE W% |Z IRt 2 AR5

— X T A AHAIESP
o IKEFRAL T ZHATH I RE
— FHISAKMPEEAEFIHESE . DL K Oakley F1SKEME 1% 4HAS
S 55
T 3T SAHE P BB 97 1% BT R
24 & BN Internetn 7
o —LBPH M
— IPSec K 4
o MBI, SEURMER R IER 22t
o HHMAERIR, MHELet TR
— SEEL SR
— Witi: DOS, MWZZEZ NI 2 ERIWMLTI55
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o LB R

— bincIsSco%:
HEHBEIERSE

— BaLinux. S FTUNIXRRAS
|PV6sZIR

—EBV/PNE A4,
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VPNZLf5l—LinkSys

| E——
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VPNZEEH—LinkSys

[Turmel 1 (a test) x| (Select Tunnel entry)

This Tunnel: # Enable ¢ Disable
Tunnel Name: |a test
Local Secure IR EESINEA I >0 FCF NN (U ERR [
Group: Mask: 255.255.255.|EI
Remote Secure [ ECaaiiid 0 {>HS (AU AU (RN
Group: Mask: 255 , |85 | 288 |, |0
Remote Securi
Gatewa'?:r [TP 4ddr. =] IP: |o .o .o (
Encryption: « DES @ 3DES ¢ Disable
Authentication: cMDS5 & SHA ¢ Disable
Key Management: [futo. (TKE) =
¥ PFS (Perfect Forward Secrecy)
Pre-shared i by
Key: (Ox756969658709757975)
Key Lifetime:  |3600 Sec.
Status: Disconnected

Apply | Cancel | Help | - 120




VPN3Ef5l—LinkSys

Advanced Settings for Selected IPSec Tunnel

Tunnel 1

Fhase 1.
Operation mode . & Main mode

T Aggressive mode T Lsername:

Froposal 1:
Encryption . |DES =
Authentication :| SHA v
Group ITEE—bit vI
Key Lifetime |EEEDD seconds
(Mote: Following three additional proposals are also proposed in Main mode:

DESMDS/768, 3DES/SHAMDZE and 3DESMDSA024.)
Fhase 2
Froposal :

Encryption:  3DES

Aluthentication SHA

FFS: O

Group m

Key Lifetime W seconds 121



e 1. Friewall

o 2. SSL/TLS

» 3. IPSec/VPN

e 4, 1DS
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E%%%%é?@ IDS 72 A X %% 51 =X
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AN R G (Intrusion Detection

System) TAEEETIFENLN G RS H ) g
e b, JESER U SR RN v AL
KRARATHER, RNELGHIEX
ZEREPIT AAE R ZZ LS, M
A 2NP7 1EB . PR B H B .
NZ A{“J%éﬁf/ﬁﬁ__zibﬁ?)ﬂ H ORI

RN Z TN, TP kEZE, /K
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s IDSE5f NIRRT EHTE

[ ]

Core Switch

DMZ

S — 3!

Core Switch Internal Ro

[ ]

Core Switch

-Internal Network——
L

uter _
Internal Firewall

|

IDS

Web Server

External Firew%

Border Router

External
Network
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M1984$§U1986$ TRV B B Dorothy Denning#!
SRI/CSLEJPeter Neumannfiff 53 i 7 —ANSEBF A A KM

REHR, B4 HIDES (ANBHRMEFRL) .

19904~ NIRRT RS & e 52

TNSM (Network Security Monitor) . iZ&%5

ELRR AU A B v B SRR

ML, AR F 2R G e S

j_

AN K . X
F, MM REZEBES 2RKIL. T. Heberlein®: A 7 & H

5K

THR—m, B

BIERE: ETMWEEIDSHET ENLHIIDS.

PN 2
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NI R B 57 2

o BT E (RN TE)

— SEERIAEERY (Anomaly Detection ): 1 56 5 45 1E 1
VENIZBAG WFRFIE CHP 3R , B PSS IE
AT A KR B I R A A RN

— AR (Misuse Detection): W& 3E IE # #-4F
AT ARFAE, EESIAHOCIRFAE A, =4 I ) B
KRGAT NS P RIE AR, RS\ A X Fh
ITHARANR -

o WMRARGEIRHKIEFIESIE X ANE, BN

1 (false positive) ;

o WRRGER BRI L IERIARAT N, FROY

% (false negative).
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o SnortzZs

— 1247 F#&¢snort-1 9 1.exeR[i A

e Snortff

— 7EMT AT NN c\snort —v, mUAILE RS L EORA
MLEEE AL IPFITCP. UDP.  ICMP3LfZ R Wi R &

| FEFE COWINMNT L System 32 cnnd.exe

G Seg: BxSAZ26E6E Ack: @x3BBC435AR Win:=: @xx800068 TcpLen:z 24
TCP Options €12> => MES: 1468

===t =F=F=F=F=t=F=F=F=F=F=F=F=F=Ft=Ft=F=F=F=F=F=F=F=F=F=F=F=F=F=F=F=F =4 =4 =4

B4-03—23:22:24 _7229922 1922 _ 168 182 1414 =-2215 —> 162 _.185_2682_160@8:8888
TCP TTL:=128 TOS:8x8 ID-17Y884 IpLen:t28 DgmLen:4@
e s Deg: BxIABC435AR Ack: Bx5826@6F Win: BxFAFA TcpLen: ZA

===t =F=F=F=F=t=F=F=F=F=F=F=F=F=Ft=Ft=F=F=F=F=F=F=F=F=F=F=F=F=F=F=F=F =4 =4 =4

B4-A3—23:=22:24 _Y274@068 192 _168 _.182 111 :=2215 —> 162 _1685%_.282_16898:=-8888
TCP TTL:=128 TOS:8x8 ID-17Y8A5 IpLen:t28 DgmLen:287
w3 Peesess Seg: BxIABC435AR Ack: Bx5826@6F Win: BxFAFA TcpLen:z: ZA

===ttt =trt=t ===t === ===t =t === =t ===t === === === == =4

B4-A3—23:=22:24 _Y26132 162 _185 _2802 _ 188880868 —> 192 _168_182 _111:=2215
TCP TTL:=61 TOS:8x8 ID:-68492 IpLen:t2@ DgmLen:-8%93
e P Seg:z BxHSH2Z6623 Ack: Bx3IWBC4451 Win: HxB3IZC TcpLen:= ZA
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s |CMP.rules

alert icmp $SEXTERNAL_NET any -> $SHOME_NET any (msg:"ICMP ISS
Pinger''; content:"'[495353504e475251|";itype:8;depth:32; reference:arachnids,158;
classtype:attempted-recon; sid:465; rev:1;)

alerticmp SEXTERNAL_NET any -> $HOME_NET any (msg:"ICMP L3retriever
Ping"; content: "TABCDEFGHIJKLMNOPQRSTUVWABCDEFGHI"; itype: 8;

icode: 0; depth: 32; reference:arachnids,311; classtype:attempted-recon; sid:466;
rev:1;)

alert icmp $SEXTERNAL_NET any -> $HOME_NET any (msg:"'ICMP Large
ICMP Packet™; dsize: >800; reference:arachnids,246; classtype:bad-unknown;
sid:499; rev:3;) N
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