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o 1@#3% '@#3%N" '@#I%NN& '@HIWNN&* *F**

« @@@ 000000 00000000 0007 007 007007

e 0246 111 123 1234 12345 123456 1234567

e 12345678 123456789 1la2b3c 1p203i 1g2w3e

e 1gw23e 1sanjose 2004 2222 369 4444 Arunner
e 54321 654321 777 7777 888888 911 99999999

e al2345 alb2c3 alb2c3d4 aaa aaaaaa abby
abc

« abcl23 abcd abcdl234 abcde abcdef abcdefg
e access access action active adam adg

e adm admin Admin adminl23 adminl23456

e administrator Administrator administratorl123
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e administratorl23456 administratorpasswd
adminpasswd adminpwd asdf asdfg asdfgh

o asdfjkl asdfjkl; bill bin daemon doc fgh free
« freedom fuck fuckyou god guest hacker job
« kim love loveyou Ip morris mp3 mypass

e mypassl23 mypc mypcl23 newpass nice

e nobody parol pass passwd Passwd password
« Password pentium pizza planet playboy ppp
e pwl23 pwd gwerty root rose sex sexy shit
e shotgun so0s spirit spring sprite SSSSSS

e« storm super superman support sys telecom
e temp test testl testl23 upload warez XxxX

e XXXX Yytrewq zxcvb zxcvbnm
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> B FIMA CHu bk (4841)
v i i ARPRAEITMAC 5 IPHLHE ) 3 #1
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v'Packet socket

v BPF

<Windows-

R=pseih

H,
VISR
v'WinPcap

)

TIXENFE
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Packet socket

1II_______

S EIRZ(promiscuous)Ez

v Hioctl)BR AT Uik E

SRR FIUNIXEE Linux i A 7] e AN [A]
MR EEIR, Ak L
VT H—/-socket(E & @itopenT F— 1Mk #)
vilitioctl() B #E setsockopt ()i B AN TEZ4FR =,
i/l
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BPF (Berkeley Packet Filter)
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<-BSDIIALVE

v BPFRE—IMZOSHAM, E—idigss,
v Network Tap, WA NEEL

v’ Kernel Buffer, frfrdigasitidkiIZdEa
v User buffer, P& ERNEFEEZTX

<-BPF2—Ph b 48

v TEZOE, TR,
v HRE, RAEDHOSKIF(EERE LBSDEIERS)

—-;\

<Libpcap(— .

HEREWIRES

VA

)X FFBPF

v Libpcap2H PP &R — NI T H
v Libpcap L PR ARG LR
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BPF#A | i bpcap

Applications

User code User code
Calls to libpcap Calls to libpcap
User code
User
user-buffer user-buffer2
Level ry f Direct access
Libpcap Library to the BPF
(usually included
during compilation)
Kernel l Kernel
Buffersi Buffers2
b !I Hold buffer b
Kernel Storr: buffer Store buffer Other
Level T T protocol
. stacks
filter! fiterz

/ Wt Filter
N L

Network Tap

Network Interface Card (NIC) driver

S S ——

Network Fackets



*F | ibpcap
<P AT REIE AR
> REMILKIAPIHED, CEE
> RN T:
SR

AR A

v zZa i
v R

<SR ENLE], BPF

< http://www.tcpdump.org/pcap.htm
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7] A% R SR B 5 B 2 B
vVEWiIndows A FEIEIERGEFE FH AR
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> AN [E]sniffers

vWinPcapz2— 1T EEZRIMELTH, EL
libpcap KWindows kx4~
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WinPcap
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$-WinPcap B8 FE =14

v E—REEEHRNPF(Netgroup Packet Filter), &—/-&

IR RENRE P . ERIDI R R IERTEE, FFt
X LB R B AB AR S ] P SR, XA TR

BT —ERIERGRA KA

v 8B AMEHpacket.dlAwin32E S 4L T — N A 3LH)
B0, NRRAFBWindows 2ZEEE B i N Az E

FH P B, Packet.dllf T iX A

Packet.dlIFJFER ] LLBITIEEARN HJ%&ZIKE’JWlndows—

&L, MEEtHFEHEE

vV B = EER Wpceap dIB A K THEIER S

TYEMSEE. fhER R

- WH

jras A
b:%
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User code User code User code
User code
Calls to WinPoap] [Calls to WinPoap IMonitorng
T T F 1. Direct
access to
Applications
User LEer-buffert user-buffer? the NPF
Level
2. Packet.dll
wpcag.dll wpcag.dll wpcapldll calls
| ] [ 3
l / packet.dll
Karmnel Kernzal
Buffer1 Buffer2 Statistical
angine
Kernel T Other
[ (i
Level filtert filter filtera pg'ﬁ'fflgl
Network Netgroup
NMIC Driver (NDIS 3.0 or higher)
MNetwork

WinPcapFANPF

Fackets
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Windows BY [ 48 45 44

B —a

< NDIS(Network Driver Interface Specification, M%&

WEh#E D)k T M2 IkE) 5 KRR M R Z a3 E AL
o, UAES EREBBZERTE

< NPF1EA — % L IR 3

o TSR

O i+ Bl EE

| #tw zEw T80 ||e» A PSR B (2| BN
A | Exh | i [E=T EEEER
- e . ndistapi  Bemote hecess HDIS T... #03EzhiERF EEET W
%%ﬁ%;fﬂ@fﬂj j ndiswan Remote Access HDIS ¥... #53EEhEERF EHEET
@ IFER ndproxy KIS Proxy ¥ L=z FH=T
E@ EiEER nethiog FetBIOS Interface TR GRIE. FET W
[:' RifEE netht HetBios awer Teopip H L EENE R FHET W
|:| hE{E iR netdetect NetDetect A T g =1k ﬁ'_l
|:| 2HH 3 Hetgroup Facket Filter .
e wifs  Wifs FHESM .. EEET W
e HEER ciE e ++ 0 EoLI0 e jlﬂ
T ] [ B
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WinPcapBY{IL TR
ST — SRR IR
v Slibpcapifzs, BJF1SERIFZUNIXEE T BRI 4%
437 T B R AT SR
v BT IR & F M T A

>R T Slibpcapa AR Ige b, FH

V RAFERE T SRR, BEXTNPFA
%2 IR L RIS 48 S FF

v XTSRRI
v IR T KR E R R R RE
< http://winpcap.polito.it/
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RiEFIEE—Libnet

< FAHLibnetf & IEEIF RIEH &
< xFLibnet
V X HEZMBIERSGTE
v ML TS50 AAPIR S, ThEsiHE
o YA HE (S BERDRE ) BR B
o HuhHE AT R $K
o H PRI R TR A IE R 2
- W ARIERB(IPEMNEERZ)
o —ULERBHRREL, WSS AERENIEL. FHIAREE

23



{EFHLibnetBYE AT IE

|
S HIEA NI
<P 4% 32 4]

<1438 Bl 7 I 209E B
1 EEE A R S A
S RIEFIEE
< A P 45 %
BB BENAF

libnet_init_packet(...);

libnet_open_raw_sock(...);

libnet_build_ip(...);
libnet_build_tcp(...);
libnet_do checksum(...);
libnet_write ip(...);

libnet_close raw sock(...);
libnet_destroy packet(...);
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o LinuxWZzB4itE: IEEEH T, RAEARIIMAC

bk B AR #E bk . ZERZERXT, 4%
FRAHILinux N RS 230 5 i IPHL bk DL 52
ERIER|IPHERR . EIBE, W] PAMAE R AR HhE T
IPHHEE BFICMP ECHOESR, BHLREEIR[E
NMER(EBZEN), BZBEEERZEEI).

e Windows 9x/NT: FEEZEX T, mE— MEEE

KUK BaR, REMACHIERET )\ EEH
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<buttsniffer, netmon, netxray,
sniffer pro, ethereal, analyzer,

windump(tcpdump fjwindowshi 4%) .

<-dsniff,linux_sniffer,snort,tcpdump,
sniffit, ethereal
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Windump

cv D4 ToolsiNetwork securityiwindomp. exe

D:=sTools“sHetwvork securitywindump.exe: listening on \Deuice\NPF_{H4B131?H—EGBC—4I’
751-AB1B-BES4FABEGD3I 3>

23:21:58_148272 IP YIHWNGL.2425% > 2802.182_15%6.1380_.88: P 24132717480:-2413972088C3480>
ack 216974151 win 16161 <DF>

23:-21:58_214676 IPF CAROL.3644 > infosec.pku.edu.cn.8@888: F 225252097:-225252827<8
» ack 1745879527 win 64248 (DF>»

23:21:58.215868 IP infosec.pku.edu.cn.8888 > CAROL.3644: . ack 1 win 33588 <{DF>
23:21:58_215186 IFP infosec.pku.edu.cn.8@808@ > CAROL.36<44: 1:1<@A>» ack 1 win 3358
A <DF>»

23:21:58.215232 1P CAROL.3644 > infosec.pku.edu.cn.8@80@: ack 2 win 64248 <DF>
23:21:58_2547Y7 IP CAROL.3645% > infosec.pku.edu.cn.8@808: 22534782 :-9225348782 <A
? win 64248 <ms=z 1468.nop.nop.sackO0l> <DF>»

23:21:58_255297 IP infosec.pku.edu.cn. 8088 > CAROL.3645: 4A%1 635685 4051635685
CA>» ack 925348783 win 32768 <ms=sz 1468> (DF>

23:21:58.255422 TP CAROL.3645% > infosec.pku.edu.cn.B8888: ack 1 win 64248 <DF>»

23:21:58_.286482 TP CAROL.3645 > infosec.pku.edu.cn.B8@8@: 1:248C247> ack 1 win

64248 CDF>

23:-21:58_288358 IP infosec.pku.edu.cn.8@888 > CAROL.3645: 1:1461<1468> ack 248

win 335880 <(DF>

23:21:58_288437 IP infosec.pku.edu.cn.8@88 > CAROL.3645: 1461 :2314C853> ack 24

8 win 33588 (DF>

23:21:58_.28849?8 IP CAROL.3645 > infosec.pku.edu.cn.8@88: ack 2314 win 64248 <D

F>

23:21:58_444783 IP CAROL.3645% > infosec.pku.edu.cn.8@8808: 248:-248<@> ack 2314 w
in 64248 (DF2>»

23:21:58.445386 IP infosec.pku.edu.cn.8888 > CAROL.3645: ack 249 win 33588 <DF
>

23:21:58.445374 IP infosec.pku.edu.cn.86@88 > CAROL.3645: 2314:2314<8> ack 2479

win 33580 (DF>

23:21:58_44547Y3 IF CAROL.3645% > infosec.pku.edu.cn.8@080: ack 2315 win 64248 Dk
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NAEABITE

W {5 B LRI
(SMTP)

B S HTY (FTP)
B BN A S (HTTP)

BT iR AR SARETDINY
(Telnet)

m 52 745 (DNS)
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Telnet

e

- Telnet?ﬁ%ﬁﬂ@%ﬁe%
<R
%%&%m PINNSOE =
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%EB’J%‘Q]%%B/R 3057
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SMTP

Simple Mail Transfer Protocol(SMTP)

A TCPREAT HJ BB 1 A # & | 43 SR iE A EE

MTA (Message Transfer Agent) 52 R HJ o

PANMTAZ |&]

7] Ak 5

0] 8 B2 A~F

1]
(=
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D?‘
= e

o 1

,NVT ASCIT#HATHEA R, &BF

, AR5 4% ,%SI?D“A%%
47 Ve L.
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CET
-

O 3= Z B
O mail flood
Osending viruses and Trojan
Ousername leak
Ospam

OB i 7t
OAnNti-viruses gateway
Off =R 2=MSMTP 4
O£Vl email AP
Oanti-spam
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[1]
IIIHHHE{[’!

Faclket Details

N

Feneral Information
Ethernet «. 2.0 MAC Header
IFwv4 Header
ICF Header
HITF Client Request

El l [64Z bytel=) of data]

@ POST fegi-binfenter webma:

@ hecept: imagefgif,
@ Referer:
@ Accept—Language. zheon
@ LContent-Type:

@ Accept—Encoding. zzip,

freemail. P63, net
106

@ Connection: Keep—Alive

@ Host:
@ Content-Length:

@ CacheControl: no—cache
- M. 12 s OO TIATT — e e e o=

| b

image,:
http:/ffreemail. !

application,
de:
@ User-hzent: Mozilla/4.0 0

I

L

34
20
[
A
65
14
63
0A
GE
JA
6D
63
65
13
6F
12
GE
30
GE

5. 263RHY

"T1

2E
4D
13
20
74
68
GF
43
6F
20
65
GE
i2
65
6D
69
79
38
714

F

WL

62
69
4%
36
4G
GE
69
GF
6F
65
64
ap
6D
65
714
76
12
3D

3

WL

P
GE
GF
33
65
65
16
GC
[
12
GF
04
639
4
26
65
64
30

65
64
13
2E
GE
63
65
4
63
GE
1
GF
GE
26
16
12
3D
26

1

3B
6F
FE.
GE
67
14
ab
20
65
61
61
10
26
64
65
63
10
65

S K

L HECIIL. EWUVLZIIIOQrFr i

[4.0 (compatible:]
[ BSIE 6.0; ¥indol
[w= NT 5.0)..Host]
[: freemail.263.n]
[et..Content-Leng]
[th: 106..Connect]
[ion: Keep-Alive.]
[.Cache-Control: ]
[no-cache. .Cookie]
[: ?63HAIL=-usernal
[ne-IN . dona ]
[in=262.net....opl
[erator= L]
[select=263.netkd]
[omain=263.netkve]
[rifycookie=&veril
[fyip=kpassvord-ml
[N kenter.x=0&e]
[nter.y=0]

38



INIEBIF: sinaBY

IFv4 Header ————
TCF Header ————-
HITF Client Request ———

[+ @ [849 bytel(=z] of data]

=@ 107

s i m}ﬂmzlﬁuEEf:&P&E 5=ll_i:'_'|.'|.=E

L1R 1]

33
2C
64
JA
20
3D
GE
3B
65
6F
2E
5l
6D
15

L1 N )

64
0
Ih
30
53
3B
74
20
&C
aF
31
63
3D
3D

32
6F
32
63

46
6D
46
14

LIRT]

12
30
2C
JA
20
GC
34
68
12
3D
20
6D
13
0
25
GE
62
12

L1

J4
35
6D
33
53
6F
32
61
63
31
ad
19
13
13
33
61
63
6F

uor

30
2C
61
32
49
67
39
13
GEE
36
4D
GE
3D
FX
41
2E
13
64

LR

33
65
12
3B
44
63
37
13
1
32
3D
15
26
3D
25
63
25
15

B %

LA T I M oFAFAFARAR 0 DAL E T UF |

[3d6210e?c.crrz03]
[.pos:08,=al:05,e]
[du:z03.staz0?.mar]
[:0,zen:zH,age-32;]
[ SINA_USER=: SID]
[=; userinfo_logil
[ntime=1016174297]
[; userinfo_chann]
[el=mail; userinf]
[o_remoteaddr=162]
C.105. N : su-=]
[SinaMail....mynu]
[m=1kuser-kpas=-k]
[u= N & paw-]
[k 1=httpX3AX]
[2FX?Fmail.=sina.c]
[om.cnX¥2Fcegi-binX]
[2Fmail.cgikprodu]
[ct=maill
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i

=3

-

B

e HEEFISMTPIRSE R ks

TtelnetZEZSMTP RS- BL 1) 2554

e, WHPWESA:
OHelo. Malil from-.

OxMN BTl ER, #HE—BFERIME:
From: MAIL FROM: RCPT TO:

Rcpt to.

Data.

Quit
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i

s 4386, FE 1

RS S 3 i
' EEHE#HE%E‘S (SMTE) (3 Yerr 6 op N O LT
||nfnsec.pku.edu.n:n | @ 2007-01-09 20:30
= : : & 2007-01-09 19:58
[] SmTR AR - 28 R EE B JilE & 2007-01-0901:52
HErEn 4 AR 2588 (FOF3) (E): 1 2007-01-08 17:25
T— — +  2007-01-08 07:51
ﬂﬁﬁi [X] & 2007-01-08 02:53
i # 2007-01-07 23:56
[ S5 58 #fi z0O07-01-07 14:07
0 &) ¢ 2007-01-06 20:10
g | SMP HRERHR G BiE... © 2007-01-06 20:09
1 Dupsssreess s W Pt 4 &
! FOP3 fRsSeaimO] (B) 110 A
[ MRS BE R 5 S5L) @) KR,
- = T . EiEfh y
j . #HE. b
B bR
i J— ) [ AsESR
[S(algd, e )|
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ctrl—|I

IHHEE) fRiE E) _ i
AfEE W) 2R G 5???’3@)...1 FH] ) I

| Betuwrn-Fath: <srfdfhtnz@163. com>
8 H-0riginal-To: weijf@infosec. plu edu. cn
Deliwvered—To: weijf@infosec. plu. edu. en
Receiwed: from 163. com (unlmewn [121.34.136.31])
by infosec. plm. edu. en (Fostfix) with ESMTH.id 090TETTFSE
for <weijf@infosec plm. edun enl; Thu, 11 Jan 2007 05:03:13 +0300 (CST)
Receiwed: from LEGEWND-ZHOALEEA[1DZ2. 168. 1. 100] by 1B3. com
with SMTF id 082FCSEF; Thu, 11 Jan 2007 05:07:53 40800
From: =7i3BEZ3127E?1uy3glIb?= <srfdfhtnsR163. com>
Subject: =?GEE3127YET+PrATAE] zvijol=="7=
To: "weiif"” <weiifinfosec. plm. edu. cok
Content-Type: textfplain;
char=zet="zb2312"
Content—Transfer-Encoding: 8bit
Reply—Tao: =zrfdfhtngdiB3. com
Date: Thu, 11 Jan 2007 05:05:09 +0300
I-Friority: 7
T-Mailer: Microsoft Outlook Express B.00. 2300 1106
Meszaze-Td: <Z00TO110210813. 090TETTFSERinfozec. plu. edu. en
E-UIDL: La#!!—#M"1)1Zp" 1 1mC™!

|2

(£
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$telnet 140.0.0.0 19

Trying 140.0.0.0...

Connected to haydn.ntu.edu.tw.

Escape character is '"*]'.

"#$%&'()*+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\|* "abcdefg

1" #$9%8&.'()*+,-./0123456789::<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* abcdefgh
"#$%&' ()*+,-./0123456789::<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* “abcdefghi
HS%&' ()*+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\|* _“abcdefghij
$%&'()*+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\|* “abcdefghijk
%&'()*+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* _“abcdefghijkl
&'()*+,-.10123456789::<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* abcdefghijklm
'()*+,-./0123456789:; <=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* “abcdefghijkimn
()*+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]* “abcdefghijkimno
/\C/\]

Connection closed.
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