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« HEBIR AL (Plaintext), %f‘l’ﬁ&‘%ﬁ%ﬂ%
& DRSS B A B B AR AR A Jn 2
(Encryption), #IN%% K %ﬁﬁj B
(Ciphertext), mMHE%E TR A B TR FE AR A
k2% (Decryption).

o MNZZFEE(Encryption Algorithm): X BH 3C3E4T
T 2% AR s B SR FH B — A R ).

o fRBE L (Decryption Algorithm): X235 SR 2%
Fir % FH B — 2 B ).
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o ETHHNAEY:, HBZBHARRRTR:
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7% (conventional cipher), BRI RBRNEER

PHME, Bl EFR
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BRI B R A R A AR A

> 3!55(]“? BEAEE (asymmetric cipher): & & $H F11#
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N R%/A\%ﬁ (public key), ot B B K DA ST LR
XHRFE] (private key) .




(7

ALY

o FZ IR ORI AL BT

> %M (block cipher): B BH 343 B2

H, AFR—F\MEENE PN,

]

R

by H A2

B e KR, W54 N

1.

DES, IDEA, RC6, Rijndael, S 7R 2 3

il

> M RY (stream cipher): XFRFH 2L . FBHI%
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« ENIGMAZE G 54722 B —N Y iH 3 - Bk B fer = A & A
. Y] EERMALEELRP BCERWER ARG, 5
K E N H BN ERE, B ABIRAE, T
1926 FE TR fEH

o 1933%F, YRR ESINIHEE TR ER ENIGMA” 1E4
15 [E E B R NN EIAREGERE . B4R &. %
&, [FT#HEw. F$"'Hﬁn ENIGMAZ 45X A] FERY, H
R — Tk, ﬂ*ﬂﬂ%lﬂ?fﬁTFﬁéjn%M\ ] )
W0, BRSO, MR, HARIENTTH
BT KA, BUXNSRZETHA

« ENIGMA & EE, i AnEHIZR”
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« 197458 H27H, NBSHIFE —IRMELR IBMIEAT T Hix
LUCIFER, Z&¥:HIBME TIEIMAE1971~197 244
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o 1976%E11H23H, RAIABI R, RERHTIEES
56 B & P BUS P

o 197741 H15H “ FIEINZsr#E" DES IR CAFIPS
PUB 46k 4,47 H 15 H I e84 %K.

e 19804, EEEZRIUHESR (ANSD #[FDESYEANFAAN
5 FH BIAR#E, #X Z ADEA (ANSI X. 392)
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{
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}
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o DESHEEWMEFMEMLAHMRREE, —EHEH—AF
ZHAE T FRARERINF . %7235 53 s 7
Wikk: k16, k15, ..., kl. JEEBEZE—FFER, 5
BN L, BEEYIGRERIFEE S AP LOM
RO. AfaaidileitizH G, H2IL16FR16, HRHit
ITHIR B B, BUoI18 2% 5 3,
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% EDES (Double DES)
|

* C = Exy(Exi(P)) & P = Dy (Dy,(C))

ks K2
F = i
E E -
IR
| €]
i = F
| [ -
;2R

BRI IE
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Triple-DES ) P Ff i 7Y

—

« DES-EEES:
« DES-EDES:

%

« DES-EEEZ2:
« DES-EDEZ2:

o FHEANKE FJ1X216847

:‘/\4\

—

#wH, W =0m# 7k

&
=IMAR

K1=KS3,
K1=KS3,

B, MR I - - I 5

15 A QU

ol gl

o SDESHIFHAMTT LIS K ,=K,8K =K 15 2
o HZETInternetf)MHERHZ|: PGPHIS/MIME
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« DESHISERrZR4HK B A56-bit, HtHRTvHENLK
HEPLEE TS, DESABEHRPUN LA 55 4548
R . S6LLEFEHRISTZEHEN
72,057,594,037,927,936 (Wt E7241242) K.

« 1997F1H28H, EEH RSAHIFEZEAFER
A ZEFELE, AT — 14N “MWEREH
PRER" IR E, &R — IR TBEEHKE N
56 LA FHIDESH I HE L. BHICLL“ The unknown
message is: " 3k, HFEHRIHNBEEFFTIE.
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N Hk k5 AR
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0 2H A B R R AR 2
« HTHEMAECB (electronic codebook mode)
o ZERO 4o EEE (cipher block chaining)
o M mCFB (cipher feedback)
o i R5OFB (output feedback)
« 11##% CTR (counter)
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Time =1
P,

l

DES
Encrypt

K

Cy

(a) Encryvption

Cy

'

Di‘fl::;-'[]t

K

P,
(b) Decryption

Time =2

P,

l

DES
Encrypt

C;

'

Decrypt

P,

20 AR (ECB)

Ex(P;) < P,

K

K

Time=N

Il_\.

l

DES
Encrypt

Cn

'

Decrypt

Il.\.
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B TS SRR

O F B F IR ARV

O AR IF S R R B

R — B SCRBUR, JUBRB SR ?
=23

. ZEeMWIFTECB
o FEA T ERKERT64MLHIRIT
« BRZARGRIFEL SSL. IPSec
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o BlEhrZ MEI—AziY/ERocke Verser K

BEMTIE4A0R, ATt —/ el B B
Bz BRI BHF B GER, XN EYEE)
] DAANE R 5 & F0 T #io

« VerserfB XINitH iy 44 ADESCHALL, BAEE
H MR E o E AR, X, L_Eﬁﬂﬁﬁ”%ﬁ-ﬁféé\

WHR—NEEEWRE. KRR TR ER RS
Z U 9% B ADESCHAL LRI IR H &,
e NS

HaE

L ISR BRI E A .

R

A E
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19974E6 H17H, BIZERSABMRFAAZ JEHIE
140X, DESCHALLIXISEERIZEO6K, Fiz &
ll’”?UT% WA FBR B Sanders & |, i
R E EHAFEEIOMHZ. 16MAEHIPC Hl_E %
IjJi’é.ﬁﬁu T DESK)BE 3 The unknown

Message is: “Strong cryptography makes
the world a safer place”, tR#EVerser )i
=, fhMVerserigU N pk, FLEDZEI—T 3%
TUHI R4 .

58



P e 7S

1 XRFE —IREANAFFF RN 1¥EDES
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P 2 R AT BT b 2 O SR TR . Verser
i XN F—PNRERAEE KU, DES C
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2 X T RINE B T B BRI AR e 7
H HIXIivHR 2800 %Mflijux- AR
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R E LA

&4 (EFF) ffH—&M#
E56/NE 2 WA 3R T 56-bit

e 19994E1 HF

L TFihER S 4S (EFF) @it HEEEM
FHI1007 &HHENEME, 22/ 155 B
7 56-bitIDES .
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« NTEHRZEN

AES

BRI DESHYE, 199744

#1, NIST[E 4

LTINS {[E

o 12 2025 bR T

LH

(Advanced Encryption Standard, AES) .

X AESHIFEAS B K J2

‘ITI

HELL= aDESEH%

s ZHKIA=
Rijno aeléf{

\

JINFERUEAES, F2002%

e

ER/DM=F

v IR VL, &,
ﬁnaﬁ«%ﬂﬁ%ﬁﬁﬁ. » NISTZE20014F
11 H26 H IEsN AR Rijndael 4

5 DES—F%,

SN E AR NS

=5 H26 Hig iIE =\ A

.
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o RijndaelZ#E in% Fix 2 H LA Z i 22K Joan
DaemenfiVincent RijmenFF R &t H. FEK
Wit RN = A

« 1. ReB AP A AR B

o 2. iR

e 3. WILKE, RIFHMENT&, BHEEEH.

Ll
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AESHII#% i %
|

o AESHIZEHKE AR, 1A AN128LLEF. 192
LR E 256 EEE, IR SAHKE LA PIeE A iX
=N KES

o AESHNE. fBEEF, BIESHAEFEZDH
25 JLFR 77—/\#("‘ (State) , AJPAH—1M44T.
NbFI R, Foth, Nbh R4 K
B PL32,

o FHFERITTRET W, WA KEN128LLFFRT,
B 53 21 VI RS N A ARPIRS AR RS
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AESIN# ok

-

128 bk

57 Y BH ST 4L 12 3l o3 i 64 51

F% B4 S00, S10, S20, S30; SO01, S11, S21,

S31;

...... » FIF RS BPRZSRE S A

u|

/800801802803 \
31091191293
S20921922913
\830831832833 Y,
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AESHII#% i %
|

. i"‘ﬁ”%ﬂﬂz FIRER TV AR N, AT AT, Nk,
rfINK &S T2 4 K B D 32

-w%%?fﬁ SHEHEAT (Nr-1) #8483, Nr
Nb. NK#RE.

o BWARBRBFHENUNANFPIFHEELSR: FHEHE, 1T
B FIBEARINEH. g2, 15
21 ) R 285 0 e D Ay 5 ST A R R R
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XFAESIEBEY

—

o AESHENZHIIEREILTERERH], =

FFAE 55 % AN 555 1 .

o MHAERILITER L. Lt %%63\151&\ $R

/\Tzﬁfﬁ&u%ﬂ i AT 7T, BRI

AE
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AL EORLE

,

(1) %48

B HE B B

fe gy 4 1 %Wiﬁ‘%ﬂﬁﬁ—/\{ﬁ I, in/NH P
FEC(N,2)=n(n-1)21%45H, JH P EH KR, S

= 18K

1y

n=100 i, C(100,2)=4,995
n=5000ft, C(5000,2)=12,497,500

(2) #EH
ISR T

LREN R —FEDE, NXAMEERNZEN
= R IRHE B EER R E R

(3) HF ALK&
= 48 INEE IR TC A SEILPUHRAH 75 3K o
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>N T HZE S, Diffie #1 Hellman F
19765 7R [E %Wrﬁm W SR . L
MRHE, BAIMIKRT B HEHEERFH M

(“New Directions in Cryptography”) #—3
AR AATT R AR . XE AR, #AIAA
e B R ) AR

> 1977 FERivest,Shamir & AdlemaniZ ! T RSAA
HEVE
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T P A ) BB I

—

O JinE 55 1 5 B AS [F] B3 8 56 A

@ FIE N HIE N INE F AR 2 EAE T HE L

N AT HY

© HHHIEY, MANEHFEM— 4R LL
M 73— AR

JYE N
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B N4l B SR INAR B
M

F P A B 2R EHN (K, KR)
NHK AT R K LR
ADB: Y=E, . (X)

‘B Drp(Y)= Dkro(Exupn(X))=X




B4 B EINEL

.
4

2%

ADALL: Y=E,.(X)
ALL: DKUa(Y):DKUa(EKRa(X)):X

R HIREE
A2B: Z= Exyp(ExralX))
B: Dyya(Drro(£))=X

RPN

M5 —A

JVE B2

e

{a]— AR AT LA

11
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(3 Wi ed
MEMRG 2 R L

e L
T %4
AL
RS e | BFEEL | FHATH
RSA s & 73
Dieffie-Hellman 5 & 2
DSS A5 = £
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s 40 B KT 2 F A

— 1 PR 1) SRR T

— 5 XAEH BRI T [

(The Integer Factorization
Problem, RSA{A4I)

b B B #6250 1R) @8 (The Discrete
Logarithm Problem, ElGamal{&k#i])

fH 2% = R 3 B3O B R) L (The

Elliptic Curve Discrete Logarithm Problem, ZSEbH]

ElGamalf&#])
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" RSA K. ik

o FH—HIB A I E HH % & Ralph Merkle fl
Martin HellmanFx ) 8HZE. EXEAA,
Ron Rivest, Adi ShamirfiLeonard Adlemanfx
T 1EEENATFEHREE. ENMEZEUX=
A7 7% B 3 B %8 F-m 44 ARSA.

- ERIRHBIAFEHEET, RSARE NTIT,
B REEAZBEBMEIE — N, s
Xj‘ LEAT T Z2FERAREE 8, HRUIREEA

RETAEAREERSARNZEMH . RSAFIERIA]
H’ﬂ“* Hn] W—%5E
- HEEEBELTH, HET20005E9 H 21 H#
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" RSAK ik 4% £

RSANN. f#%H 1
o NN {e,n}, FHH.
nm%"k?%&pﬂlqﬂﬁ/ﬁﬂ P gFK
BENLIEE e, EKeL(p-1)(g-1)H &

- FAAEZEH{ p, g}, FEERPFQEHIRE ] .
TH5d = e mod(p-1)(g-1)
W EN{# 5 ed=1(mod(p-1)(g-1))
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RSA 42 3,

-

] Bp=4
- BilHn=pq,

ERANKREZE P, p=g
FitEo(n)=(p-1)(g-1)

+ BixFbal e, (0<e< ¢(n) ), figed(e, ¢(n))=1

. Bf§

JEuclidean®.yE (BRJLE

_E/_

H d=elmod ¢(n)

A

ey

« A~ Ky={e,n}, A8H: Kg={d,p,q}

RS

I



RSAJ2%
3

o ~8H: KU={e,n}, FAH: KR={d,p,q}

o MIFIXESEE, REHXPRIG IR, AR
B2k < n <21, H ik B CHR B8k HIE A T
No

o NEPH, HHEC=Pe(mod n)

. RECH, THHEP=Cd(mod n).

. %mLﬁMﬁ$v,Tuﬁ% 7ERiSE 138 BB
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RSA%4,
,—

o XTHICPELI, KBRS RS, HiEC=pd

(mod n)

o IUFAEAZ T HHE.Ce (mod n)E REHE-

P, 2

W, NRAHEAS IEM.
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bk 0bhPeF

~N o

RSA Example

WEEH: p=17 & g=11

& n = pg =17X11=187

& a(n)=(p-1)(g-1)=16X10=160

%# e : gcd(e,160)=1; &EF e=7

fiE d: de=1 mod 160 #H d < 160, wn[f5d=23
A& 23X7=161= 1 mod 160

AN KU={7,187}
A4 KR={23,17,11}
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RSA Example
N P

o RSAHIINAEZEN:
« &EHAM = 88 (88<187)

. TN

— A/
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Easy with trapdoor info ( d )
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TR UL, Ik
HEER: SfEn=pg

RSAZA

eI

A Mxe(mod n)sKx:

1), MR

OGRS

E AL,

XAEWHE ERARATH, 5 ARE: B

RSAK) X

=,

’#fnﬁ‘ﬁzﬁn E’]A-

MRBESEH S AERIEN.

, WH$ (n)=(p-1)(a-

/XIE‘:Vé:fﬁ\S,J %ﬁzﬁy iX
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KT fif: RSA-129(1) =5
|

» FPHMNNE —IFIEFEN. BB EX
R MR T, AIEERFEE R AT
2o RERNHANEZRENEZ A
11438 16257 57888 86766 92357 79976 14661 20102
18296 72124 23625 62561 84293 57069 35245 73389
78305 97123 56395 87050 58989 07514 75992 90026
87954 3541 = 34905 29510 84765 09491 47849 61990
38981 33417 76463 84933 87843 99082 0577 * 32769

13299 32667 09549 96198 81908 34461 41317 76429
67992 94253 97982 88533
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1977 ERSA#IR B, M TANERSE I IXIE
HEVHFEML ] A4/ Z N Bl F i — N5047

K%, {HROE—/N100467 BB )L F—/
20, TN200HL ER LI EAL 40105

RSA =] %

KNI —/\129LLE|’J£&N$D—/\4

P eXT—/NE B 1’51%6% £ (BB AY £
TIJ XTI, EINSH TNAle. RSAATE

%1003 7T,

RSAA T B

230004,

KRR NMBIFEXEHERIN
T 1290L K BUK A E T
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o MERSA-1291X— 4Tl XK E T &

K%M, 1H

0Bl R IR . RIS EER 1981ETT
A K% BGarl Pomerancei2 HH .

o« X—ATHIVIRI B4 ERNERIPaul Leyland, &1
I 37 K IMichael Graff A ZRSAA &K
Derek Atkinsig, Al B 5B M & IE 2

B

yioy

, MJE LM _EAEKSE R

s ITEIRER, Z8/\1HARZET, 1

HARSA-1293k 2| T 640 Z 65 2 R E -

?

5

~19944E4
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o EPEE B KA RE T EE

o MATTAEIET R XA 12847 5 F 55 3L

e 96869 61375 46220 61477 14092 22543 55882
90575 99911 24574 31987 46951 20930 81629

82251 45708 35693 14766 22883 98962 80133
91990 55182 99451 57815 154

« BRIFBACE: “The magic words are
squeamish ossifrage” GEREEME S 5T
&)
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. ’EﬁrEE 2, RSA-1294 B EIh

ITHILARSA N ERIFI gwtS, HHUIE
S’Jﬁﬁ “ﬁﬁrﬁﬁuﬁﬁ’]i%ﬁnﬁﬁ%%l
e Rivestfgi: “TATEIN 200&£UBOC1¢H’34&

AR B0 TR A RIS,
I 5] PIATEOR A2 SR o

o FIDESEEXFREMAEEMEL, RSARIEE
=

% . Applied Cryptography—

IR, RSAKZHLDESE1000%%,

LtEDESIE K 271004%

Tk 7

HA e A

TR HE

HE 0 .

2,

1R

hE S

WS

C LI

t—Ak

i

/N

)
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= Diffie-Hellman % €A

Diffie & Hellman in 1976

 BHAXEAR, RERNMHP A LZEHE
. HizMEEBIAWNS 55 501E
- Bzt T
o HEEEREH19974E4 H29H 2i|#H

37— AR
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Diffie-Hellman 5 £HAs #i it F
.

o AMIBIME —/NKEZInFg, gR&EnHIAJRIT,
XN EA] LA T, ANTFERE

o AJEFE—AKBENLELX,
HEX = g*mod n, FHXKIELB

o BEFHE— I KBEVLZLY
HEY =g¥y mod n, BYRIESA

e ATFEY<*modn. B#EXY modn.

e HTY*modn=XYmodn=g* mod n,
AFIB Z B e # L2
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» Diffie-Hellman&yE R 24 4K T 72 A FR i
THEBEBOT R B XENE . B TxFy 7545 AF1 B AR
BERIHE, gGrEREwEIREREN. g X,
Y.

o BIEGIFZREBRIEN. g. X, Y, BT HEER
NECRSRIX. YRME, BN, 0TS 25
B
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F 1 Ak

-

— AtFHEgXemod p, X%

— OBJIRZ ,1EXo0,T] ﬁgxo mod p, E 7eA>B

— Bir&EgXPmod p, KEA

— O#IRZ, BEZB=2>A:0%° mod p

— AtHE: gXXamod p

— BitHE: gXoXb mod p

OVI—E gXaXo mod D, gXon mod D

° Oélé%EEJIETJ, sAlRAE 7B, [MBE A,
o OWJUSERTEIRIT B R K
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Elliptic Curve Cryptography
|

o ZHNHEN (RSA, D-H) HHIERE KRR EZ N, %4
BEAFE BRI AL B T RIB R EH &

. ﬂém ek 2—MME, FTRUHENIRSTB2FERNZE

« 19854F, Neal Koblitzf1Victor Miller 4B #iR T
5] i 2 25 2k

e ANSI. IEEE. ISOMINIST#RE TECChrfEEi %R
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ECC#RSA# £ s

—

ECCHIHAKE RSAZHAKE MIPS-£E
160 1024 1012
320 5120 1036
600 21000 1078
1200 120000 10168
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N A5 EFS

—

o HEZENTFSH X b BTN A A Be B N2
Windows 2000. Windows XP Professional (Af.3%
Homehk) , ®AWindows Server 2003,

o INE—ANER TR E SCHR N B M EE AR E
ThnEBEMERXHERZ . THBEENTIHE B R
NG &%, B A D 2 2 R 58 304 .

« EFSTERT BRIEIEIMEsE (DESX) , 564N HE
. A6 P AR T 3G 5% 1 Cry ptoPAK 1] LL3R
1212847 & H ik,

o« ARG NMHFAREBINE

. ﬁg%%bn%%, HERFH“WNENR”, #FENTFSL
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Jennifer M+H5iEZHEGERIEE. do... [?[X]

]

-
e BEEAT R . N
G {ep R
T T e
FTF A
(7] AT A AR 2 ()
AT (V] T thiges , firscBE sz taEs| @
i R
&5 A== : R A B S R 5
fIlEEETg] [ s AL R EEE ) HFER(EE D)
e RTEE] ) [
o A
R (IRiE @ []FEFE o EEOn

[ m= | [ =@l | e
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gygus!

AE I

EFS{R{r XA
|

o FLTHENIHR A EHBLYE RN FR N 2 B L 1R S H1

il .

o AHAY BT RREIE N2

o XiERIMEEHAMGEHA P IE BRI AHNE, +5

I B A — A4 o

. ZE PIRAEH O] i 2 H SCAE R I3 25 8, SR JE 5%
A
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o IREHE, &R RER AH, B% XHR
iz )5 F AR I AA S . IBATR B RERT A
%Hﬁ:mﬂ\%ﬂ %IKA S e R R . A T PRUEZSL

Wiazdr, BIPRSTENSE SOHE 2 JE L B 1 O o
%H%ﬁ:“ﬁlé

¢ 1Z4T" certmgr msc” FIFE P E RS, £ L
FINANAER 82T, Mix Tl%)u—/\w g:1)

P 2 K 2 FR E}’JwE—% AENT, EEEE

H '5_4 %.*L gﬁ@% '@LJ%A%B @LJE’JﬁE

PR 2] pijjF%aE’JjC#F

_l
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THE BEW ZEW BB
¢ x]jealjie XEE 2

(=13

T - HFEP Eed [ fiE & [ EEREER
T D%"l" i hdmind sdrator Administrater  2106-11-14
iEFS L
v [ BT SR e — |
[ dnlbEE PSS ) IR
- g ffﬁﬁmﬁﬁﬁ R 47 ) BT EEE
o O ERaERE SEC) FABRIEAEEE S,
o (1 RS B ) B EEiT TS,
o [ B HRTRmE R ® RSB IS,
# [ EEEA N
+ (0 _msTR #E () [ g
L7 ! >
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%%EE

L

i E’prXjUtF

PEX", ZJa&

FHIP

\

SELNprE

?m&%ﬁ([

1ER K

AEF I 3t B AT
éﬂ‘) , T Z BN R 2P

/

FE

RN R oo IR

P EAERE, PIMMERTEHIERS, 5
jﬂﬂ'JB?T%/\TI}KF' iﬂd
fkﬁ/\@)\ﬁ@ #Hggr)\m
R, WMRIRZBIE T HAE

E&@JZ H &

78

i Tar]\JX

5, MAEXE

SRR, | KA G

AT
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AT T WRABNZDEL F Bitest3UAF

5’% MBI : cipher/e D:\test. f#Z5HNI%IA :
cipher/d D:\test.

o EFSTEAEANARLHIL T B 5B FIBE A —
Advanced EFS Date Recovery (AEDR) , %
IR - AEDRRHRFERRI 7R 2 -
FH, IFMUANHA, s BN ARk - X
A3 ﬁ%%#?%ﬂf
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—

o NMIEEEXNEFSHIMZZ , —JFH, EFS?J[IJ‘

AAAFEHACIMBE R GRS EE. 7—H
TEFSHIEZEME, R ,FT;M’ETéNMET

e FEHIEER
Tﬂﬁﬁ,— Al 5 2=
OPGPIN%, N4

COWINnRARKE ST Hs 248 ) B ik e B 2 )
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?I‘%’/[’_‘\L‘_’;%J

-

- JHEX5 (Message Authentication):
A= —MIESEW R VH B K B s BIPE A BR
?ﬁﬁﬂ&lﬁﬁk £ o
, WiIEE R RKIEERZEIEN, MAZER
EI’J ﬁtiﬂﬁﬁvmﬂ
B2, BUHERRNTEMNY, EEREAEIET
R EN, BEREIEERSE.
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54 pf $Hash Function

."_

« MANEBEKERHEEM,; WHA—EEKE
E’Jﬁﬁﬁﬂ EH, WFRAHEERHE (Message Digest

. EE%;?E‘ffﬁ—ﬁﬁ‘zgﬁ%ﬁ%%ﬂ%@ﬁﬁﬁ&ﬂ
o NWA: MEHERE. BFIRL (Digital finger
print). [E45 (Compression)&i%. £4E £ 5
IZDAC (Data authentication code) . ZEf
KAEMDC(Manipulation detection code)
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LA BRI e A VS

,

M

Source

(a)

M

K

(b}

44— Destination——w

Ec[ M || HM) |

M

Y

D{;)h

K

¢

/

/

Hi M)

e M

H bé

—
/

/
Ex| H(M) |

(11

K

¢

—— - ompare

Compare

1UO



RSAZE 44 FHA5 1155

—

« EfTAR

EI R I —y T EHX=E, g ()T 1E — B X FEL

THEX (R AT CAEE A %4, B
y=Sigyra(X)-

o WEREBEX XL 502y, My, L'J#I%ﬁxl X5,Y1,Y
HIAEAT N AT DA IEB R T-7H B X, I 44y 1Y, BRI A
Sigyre(X1X2)=SI0ge(X1) Sigxre(X,) mod n

. AR A ogn HAFK IO B, /BRI
4. MRHERBK, TEZBHAESL. RN, XF,
HEE, BLK.
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(27 TIRPA
-

o fRPFIME: BIAR AT K% (Hash

function)s, b/i%ﬁXEEE KERHEBMBERE

, 4

ReEteleKERNHEHEMRE. AEEAHEEMH

o TR RU, BREh XL
iF

H B X FEEK
WHWERE: Z=h(x) 160bits
B4:  y=sig(2) 320 bits
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LA BRI e A VS
-

M :@ w M '® ¢

KR, ra KU, Compare

Ny o
/
(L) Expal HOV) | D

(C)
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LA BRI e A VS

|

M

Source

(d)

[*; R,

K

Vi

44— Destination——

!

Ec M| Egrg HMY T &

./
EKRal HM)

KUy Compare

l
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wAE U —

-

WiEE L — P ERELXY) T, Hiky=sig(h(x)). &
FMITEZ=h(x), FHEEFEB|—MxHLEhX)=h(X). &
i BIX— R, W y)RRAFREL . AP IEX—
L, ER R Eh B ToRE R

SSTCRETE: P REhFRA 2 TS CREIER, I8N E T
Bx € X, 7TEHE EJLFHERAR R EXHIX € X{F
h(x)=h(x").
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AU

-

EETRBIFNEEX2X', WHaAh(X)=h(x"), 2R JEHFHE X
#5Bob HAFMXIX M EN (X)), MmERly, 4K y)
= —PNEBIAIE

SR G : B R Eh R A 2 R o B ), 2 FR e R b
JUEATT BE R BIFEFHIX, X' fFEH/h(X)=h(x").
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£ o177

=
M () b M D) !

“— p (ompare
/
g 20 i s)

MAEAB SA 5 H A KIX, WK TS R EA 2 5 W 1), BT
SRR BIMFIH(MI|S). A JE S RS AR EIR[M||S, FETm
B & Bl el LAfS 21S.

B FREGIREh AR RE, 2isiHEh R Eh17E
THE AT
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HASH pE%0 H = h(M
ms PRI AL (M)

H#: “fingerprint” of messgae

Wi A2 :
« AT DHEAH T —MEEKE IR

v hP=AE—ANE K E R

v FMEEL ERIX h(X) TFEAAN R S, TR IE A SEI

- MMERS EEH, HEGELSh)=HEGTHEATATH; (B
. SHERAERIX, FRENHEhY)=hX) Ky B EG i EARITH.

v REBMEBEIEX(XY), WLEhKX) =hy)2&THEATITH .

CDU'I-hOOI\)H
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MD5 .4
|
. BIN: EEKEREE
o FiH: 128f7 V4 BGE
o GhEE. DASI2MrHI N BIE SN AT

> Merkle 1989442 Hihash functionf 7Y

>Ron Rivest 1990442 HHMD4

>19924F, MD5 (RFC 1321) developed by Ron Rivest at MIT
> 1E BT B4 2 B, MD5 & & £ Z K hash & 7%

> PI4T35 E AR #ESHA-1BAMDS I 5 MD4 A ZE At
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Secure Hash Algorithm: SHA-1
| 9

o HIN: BNKEAN284-1HIHITH R ;
o Hith: 1604H77H BEfE;
o AbFE. Wy ALAS12A7 EdE IR A BT AL,

> 19924ENIST il %€ T SHA(12841)

> 19944E & 24 = 4 SHA-1(16047)

> 19954F SHA- 1R\ A 1 I #E, /E A SHA-1(FIPS PUB 180-1)
> £ [EDSAZK L 7 R A BIAESEYE Internet RFC3174

> F:Ait 2 MD4

3=
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A H I

—

o fEEMEHGAM I RFIG, 2 B &

o GURK AR RINEE B USRS ANAN I B3R SCM, %
F i BEHLEIM ' fE1FH(M")=H (M), LAME 7 FH 24
MORER B 2 WU

o« —FPEETAE BB RIBGE AT e R 1X — A
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—

« AHFRRIR, WR—HIAE
CHIN, AR DHERAARL
KT50%. XfFE0EREEZSHAN, XF

F99%.
s XM HEFEFES—HE

)
W,

fi6

FHIR A o

= H g [H]

1492318234

ML ZE

1]

L EZPN
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BAAEZE H 1718

I HISRBEAE T AH A A2 H B AT L2 22 1. 23

H

AA‘IUFEB X 22[2 = 253 FANE FIHE AL, THiX

B—MHEECEE BRI AT B

-ﬁ—A%E,m%%ﬁAT—Aﬁ%ﬂAAM%E,
X I R BErs A2 22F0 A [B] I 4E AL -
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AT AH O Y [r) et
-

o« HE—NEIIREH, MR EmA B RWE, F27 1N AE
%
o XTKANFEHLIIA ﬁﬁﬂi/\ﬁfxﬂﬁﬁm{ﬁ*ﬁﬂﬂﬁmz Z3ul

W&EE, EPETKR2, BEMEKRT05 REE
k>2m/2

o XTKEEAMALHIEANG, HLEHE2MNA]EERIESIME, & Ef
FEEEIX,Y, h(X)= h(y)ﬂ'ﬂ%zjmts [ 22K =pm-1

o WRILHEZFENEANESXMBEIEANY, BAAE 4§
RN ES R 2/DF —ANILECR#E2>0.5?
k = 2m/2
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Birthday Attacks: example

—

. A/’E%W%}AHMﬂJM' , B&FAEM, BEAZFREM,
K M2 BUE A B I 72

o AXFTMAIM' ZA 324018/ N 240 (PR FF & B R R), 7 Al =4
232/~64fhash/gE

o MR A S5 18, BIL 0.5 M MERBETR B — P MAT— M, B
i1 hash{E4H A

. AE M. ZBH 7 G PR 6440 hash fE HbHZE2E 4 IR [P
95 A

A%I\/I HHM
> X iR
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71—l
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e Alice 1] BobEZ .

« AliceBob#efit T — 1 CAFEIE R BRIESIAS, X
WA Alice RENEFA/MEMAT4 Bob 5 3%&Jt. Bob
IWAERIARER T30, BrblMb R 6s 78 8Es) A
ey =D

o Alice ¥ JAEA/MEMAT 1 3278, FrCAhEls s — 4
XA, BrrEAERIEEIMER 5 R AR, AREE bk
B, #EiF Bob ZIW T hRER. HibH ER, Bob ¥
%WHE X iBob#H{E Alice BT A BERS H ARME,

R A IX AN A2 b B 7S 25 ) JER 46 ST
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Alice ti{r] ik

."_

e Alice A HYE. el THe X, —4
EEE /l\/\/fﬂinn 5370, H—hUEHEEA /M

m 1 3%J0. Wa, EREIXET,
A AR TSR I B sty (i, A

RAFBURTRBIH T )
o TR n{HEF R 2T G

1 CBrPAan R BA 135 =2 /i d ) 4

Ml n=m/2+1) .

#IE*TI/\LJ nAb
AR L] DL A il

A BE I —
IR,

o m,
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AMIESTNNLE
| a—

o XWT 64 fLEFEVE, MR EERD R IERE 33 ML
7. N RE ZRAREN CEARKEHES], AN EE
FIME. —BR¥, TR ERT T Rey 2 M24HBRZ
J& & B EF H AR R 3 P 4 3

o« XHWBRNBGHERNEZ, MEMHR B, vk
IRELFHIVE BBk 2 ™1, i Alice 4T — R I HIER
B HFE—HAE, ﬁﬁ/éxﬁfﬂiﬁﬁ J& PA A AT PASE Rl —
RS A H Bt

« Bob WizE:K Alice il —M&EE, =AM BERD
115 ath A BB 7E AT {0] A 28 B B 8] 22 PN 58 Bl AR H B

123



me Keyed Hash Functions as MACs

 fiiHhash function A2 7 A FEEIEIEMAC
hash functions —& & B
O%A B PRl
e original proposal:
KeyedHash = Hash(Key|Message)
[some weaknesses were found with this

« eventually led to development of HMAC
. HMACYEJRFC2104FF4ESSL H i i
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HMAC /R &

R

bH bits

Yo

¢ - bH bits _
Si

IV

1t bits

-
Y e -
p1 Hash

rt bits

| [H(S; || M)

pad to b bits

| bH bits
] v
So
v rz bits »| HIash

rt bits
HMAC (VD)

-}

b bits

Lt

Yo
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V92430 . |

(HR

."_

H = iRAEZIEH (MD5,SHA-1,RIPEMD-160)

M = HE (BFEBIIRBFTFERLL

Y, = MBS M EEESR, 0<i<L-1

L = MEIEIES

b = FIEIEIALEL

n = BRARS R E= A RIS AL3

K =fREHH. WREBEHKEKXTb,U2EHENBF R
B — A28, HEERRTETn

K* = K¥EZE B IO 5 K B A b Ar

« jpad =00110110E%E b/8IK

« opad =01011010EEb/8IX
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HMACTHH & 1 %

-

O H HAKZ A AMOLL = — I hash F{ K+
G35 Hipad(00110110)/EXOR A= 4S.

95(1‘(3 |||v|)1z 4Thash

OK*E

OK* %

B

Z¥ 5opad(01011010)/EXOR L= 4

e HI\/IACK H[K*®opad) || H(K* ®ipad)|| M]]
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PGP

« PGP - Pretty Good Privacy

S AR 55 o

%%, ATHTZS

Unix. Macmtos

ER SRR A D ZEE S AN

JBF ZHm]

K iés

I4YE3#: Phil Zimmermann

OS2t ] T B 7 BRPERDCAE A N H R S

Tpgp Eﬂ)ﬂwblnternet PRYESCRY (RFC 3156)

L& 0 DOS/Windows.
1

La
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o RAEMINIE: RE

o [RAEZ BIAHERNZE 4
T (1) BAFE T LY

3 (2) F
o TEINZEER,

ARSI S I

i

R )

B W

i AR IO

AT

> Xj‘ﬂillﬁ%%jﬁ%%‘ﬁ’ﬁﬁ B 2 (A KA AL
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E-mail3fE 25
c MERRALERSMNFT, FTEZLHB|IASCIE
2o
e Radix6453F Wi N #HBANASCIFERF, F
HCRCR K o

« KEH K33%
« 5E%%5ERE, KEA:
[11.33x0.5xM = 0.665xM

|91
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X file convert from radix 64
X Re41X]

generate signature ———
r L - (1 SR oy |- )
X signature | X Cerypl Key

K Dgpolksl: X DgslX]

Confidentiality
required?

No

Compress
X Z(X) Decompress
X 77

encrypt key, X

X EgunlKs] || Exs

Confidentiality . ] )
required? strip signature from X

verify signature

X

convert to radix 64
X Re4[X]

{a) Generic Transmission Diagram {from A) (b} Generic Reception Diagram (to B)

PGPH B HIfEE 5 #IX =



JINGES S PR A
-

« PGPEANFMRERFEH: —IRESTEENREH, A
W, B, ETHOSEERNENEH.

. ﬁﬁg% BRI IR BRI EH. BoAA— AR PHEZ
NAPHRAAXS o B WA FIE R IEE R T A2~ 1

5l€iJn SR
K AHASHE B —REIE.
AB— MR RFS —NAHKE . — NP SRR E]
—— XN
o BNPGPSEAEFELET — N X RFEAHREAXT, M
— AR A

AN
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A U B
o UserlD: #EEHP RS GHE, B PLE—P4EF, BX
BH— MR FZIRo
e Private Key: {#FHCAST-128(8kIDEAEL3DES)IN% . &
WF
OARFEHRSAER— NN FT I AHIFVARN B, ZSRAH
ANOS5EE, MiZEEMHSHA-14A K — 116047 B RL
PG, HEBZREE.
ARG HHEF 1280 /E A EHHCAST-128In% 5044, R
BB ANEEIRD, RIS IS AL,
OY4HPERIAHAN, DMREOSEE. PGPERE
N FAEH, HEREGINE, BT

Irnll
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PGP — % £ 5 4L 32 (4 A. 65 2 42

—

« KA.
ONFAHRF B RFAEH, FHuserid/EART
OPGPiRTEIA OS2 5E, REFREH
OMER 25

o fNZEE.
AOPGPF=A— NG, HMEHE
OPGPAHZ W userid N\ AEHIF FHFREUH A 4H
& H B S TE % HAIKey IDER 77
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passphrase

Private kev ring

select nervpled

1D, enc Y pLed

A » ] private key

Key 1D
private key
KR,
message
digest

Message

M

message

Public key ring

select

Key 1D

public key
KRy,

session kev

K

Chatput

signature
F message

encryptec
signature
Fmessage
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PGP —# uk 5 4L 32 i £. ¢ it 48

.

o« FEETHE

OPGPHH B EEHER T+ KIKey IDIEARS], M

FALH A FRIREURAEH

OPGPIREREAN OAMIE, AR

OPGPkBE =1E%4EH, F

A T B

« KUFHE

OPGPHE B A M T HIKeyIDIEART], M\AH
IR IRBUKIEE WA

OPGPk R A& 5 R I 7H B 1 %

OPGPX T#IEIHIEBEME, H5 LD R4 RIE
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passphrase

I Private key ring

select

encrypted
private key

receiver's
Key 1D

Encrypted

private key
KRy,

session key

encrypted

select

Public key ring

public key
KRy,

session key

sender's

Key 1D

Encrypted
digest

DP

message
signature

PGP 3L I8 UK

Ky

message

Compare

—0)
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ONEH R T ) B

-

« HTPGPEA] ZHAELEARBRIFEASRETNAH, BEE
SRS A B B

o MRAKIANHAR EFH —NMNBBS EIREBERMAHIAN, H
EHCEBMCHI A, XERMAEMNLKEIE. CA]AHA
KEHFHERBIEL, AUARZKREB; ASBREINE
VH B.CHB AT PLEHL

« NTHIEARIAAR LB EERBIAH, AETM LT
F T FRAR X T KU o

i
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1. Y ERBRBHIAH,

2. 1EITHEIERUEA
OB H A4Hemails5A, ARJLL PGPX]L
A KA 1604 KISHA- 1, 3D
16 HHI . X—HRFRRIEEHR “45
ar” . INEATTHIESB, iEBFEHRIEH
YHE “F880” o MR —2, Wiz AH
BIATA]
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bb

AP

-

3. BFUEH

O #REAERIAE DAL IR B HI 2 8H

DEMBN, EH—NEZBIUET
5, AT ] .

DX iZiEBAEM—1SHA-1HHE, H

M, FHRHMINEIERS.

HAEEBHA

CFAEH D28 XA

XNELHUEB R LHBEDEZE K SEA, tHA] DAL F]

ANEH L.
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o AAREHE—ICARIEHIAERIES, i FEE=TEE
ERie|
(IDirect Trust AP R HEERIE%H
7 Hierarchical Trust EX{E4E

A Web of Trust PIREAE
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Hierarchical Trust
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