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o WK BT R EARENEZRAR DS, RAeFIERS
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SAM (Security Accounts Manager)
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o TEFUSLEIWindows 20003HHEML L, 24Nk B 7SR P Ik
F2MO4KER.
438 B N2, A MHEARAERITE O SR E(RE W
bk, B 042 AT LA R I AEAR)

s SAMA B THEMERERHNSAEE R T —, BEXH

B SETR
« fEWindows 20003 Hl#s £, FH PP A REERFEES) H
XPEAA )o HUH A& LAAH [F] i AR

R, B ZEDS [F EA A SUE AN F B 5%
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o BIINFEANUN IXs &%, % H 2 Ik =5“PUBL IC”,
14 2“PUBL IC”, iZA

o ILFEERTULARGEE E‘rﬁﬁa@ . “PUBL IC”
HATE G A HSU 2 Ul 2 lJF\’OOT

o DIAIH B —E Hkil
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e 1. IAFPUBL ICIK 5 FIPATHIA 5 AR 514

e 2. {fL/HOME /PUBL ICH A —AN/NEF, 4 A5t YSU.
e AR L R SURR 2840, HEAE BE B 2 - i)
2

o 3. KIEBEHH P REE RN N NG5

e 4. E/R“SU: INCORRECT PASSWORD?”,

o 5. MMERAFEF, IEKEPUBL ICIK 5 HIPATHI AR & .
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o <tr> <td width="63">

4

o PRI T I T

TP 2 -

M, HJR SO AT RESR AL

] 4 < [td><td

width="231"> <input type="text"
name="name"></td></tr>

e <tr> <td width="63">%%f:</td><td width="231">
<input type="password" name="pass"></td></tr>
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o WUEH, HPAKRZEIname g, HiLfEFpass Y .
ASPREFF TS Y, & 50 UE AR -
dim rs,sq|l
set rs=server.createobject("adodb.recordset")

sgl="select * from USERS where name =' "&name&" ' and pass='
"&pass&” "

name=request("name")
pass=request("pass")
rs.open sql,conn,1,3

if rs.eof then

18



-

o WIHH P4 EABC, % 1EE123, AIXLSQLIER) A HL:
name='ABC' and pass='123'
IR T A4 A 123" or '1'="1
B2, SQLAR A A $k :
name='ABC' and pass='123'or '1'="1"
o WU HEE, RIS ARSI !
o Bia: AR S

19



LSE SRR S
-
T4 B/ T XUER] 25 1 5 4 28 ) AL

« APEXRHLENEZL, O —KHEMH,
RT, BT CAA R A B3 BUR B AL e AT

i

* RSAFZFXLZERNT

20



g B RS SR

WAL FREAST

gy

MHPRFESAS K -
WIEHE L, CABSTEA T i o
i o0 Bigrrevry
B AR _# o
FA 1" 3h 75 114 [ [ [ m -
o !
%4A || eb4r || ID B [
;EA% £ TAHERR 55 3%




) ] — P 2L

-

o W —NERE A PLYIRET OLSKIT R,
ROTE BB IRE T, BEFEEERE.

R ). —
/l\x%ﬁTﬂ’/ilﬂﬁ%B’ﬁnl_nrv{EﬁﬁEéﬁﬁﬂbF H— ik

o BT BT 78 KX S B3O8 T

ZEENVE R E

L BT R

o WH—NEHEIR T IXLE R,

i I P A7 FE P

78| X

X

BE RN RHIR S

EHY .

22



34 Y

o PN EEILFEFMAREI A B —F
B, BITEVENEGE NSRS AR ET, N
ZEFERNEHTRE—RIPE, ﬂ%*ﬁﬂ
HIERIE 2 d X DA
P = H W
1. BHAZHIHIL
2. AR
3. BTREMHN

23



B 1 e
.

1) BERER

2) HEIRVH R

3) BEUGHE (BFHhiE)

4) BEJHHE

5) FHHE

A FAE 2 — BRI M 23R 5
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Msgl A 22S: A, B, Na

Msg 2 S 2 A :{Na, B, Kab, {Kab, A} Kbs } Kas
Msg 3 A 2B :{ Kab, A} Kbs

Msg4 B 2A:{Nb}Kab S

Msg5 A =B : {Nb-1} Kab /

A

e

® Needham Schroeder Protocol 1978
@ Denning and Sacco 1981 &I — Xt

!
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A A FEMEYLZNa?
. N AEIEBIRAEK as InZ i34y ?

e |n i@j\.l:

N —
* |HER

N —f
° |HER

my

. N ABAETE B 28

{Kab A}Kbs”

o [A@4: N AAEIHE2E {Na,B,Kab}Kas,
{Kab,A}KbsHIFET?

o |n]A5:;
o |0]A6:

X P25 TH B = AT A
A AAEH RS HE

{Nb}Kabak&{Nb-2}Kab ?

PLATCIEMBE

E’]‘?

J{Nb-1}Kab A&
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Needham Schroeder UT/E &3t 1987
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Msgl A-2>B:A

Msg2 B 2A:{A,Nb}Kbs
Msg3 A=>S:.:A,B,Na,{A,Nb}Kbs

Msg4 S=2>2A:{Na,B,Kab,{Kab,Nb, A} Kbs} Kas
Msg5 A =2B:{Kab,Nb,A} Kbs
Msg6 B 2A:{Nb}Kab

Msg 7 A 2B : { Nb-1} Kab
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Denning and Sacco

'II_____ S

e Msgl A =>S: AB /

« Msg2 S 2A: CACB A . B
« Msg3 A 22B: CA,CB,{ {Kab,Ta}Ka!}Kb

at time Ta, A says that Kab is a good key
for session between A and B

®Msg3 B (A)=> C: CACC,{ {Kab, Ta}Ka?! }Kc
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1) FREURH;
2) FEEiRml;
3) FHEiRA;
4) YW R HE;
5 FE.

ROLINE
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e S DN
B

REEMNHY: EIRESHEF, BEHIHITHRE TR
O HIEAHPRARBESMMNEY R RS2 (NAS) 2
B HPPPERBSUER], XL R EIEPAP.
CHAPZ%:,
@ SRIGNAS FIERIRS 2 (AS) HATE R, XA
FERADIUS . TACACS+4:,

RADIUS/TACACS+ 4

PPP

PAP/CHAP



CHAP
-

o SR P LR (Challenge Handshake
Authentication Protocol), &—FrifidPPP#EIE(LE
BE, TR PPP%?%E’J%%‘é%' 17138

« CHAPEZEFEF TNAS(network access Server)X}f
H T PSTNELISDNH] BB AT #iER . IRNEZETH
R B A B

« RFC1994
ORA#R R/ NVETT AT ER], EEAEPPPEEREHIX

J7 AT — IR =IRETF, 58 B X 75 5 4 B 2250
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CHAP# &
B —

Server Client
7 Challenge
>
- Respond
<
Succeed/failed £ )

Challenge = SessionID, Challenge String

Respond = MD5 Hash(SessionID,Challenge String,User
Password),User Name
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CHAP L s &

|

« LR

L
VAR

df
gl

O By B &3 B, (B r] A AE 7 — 7 R BC BiR
XK, SEBLXT A SEAA B XN 8] 55

O SE A A W L A 2 8 Sl s R AT

|ml|

i (playback) B

ORI A BATE RO 3R 18] By IETB S XU fE KIS TE R

?ﬁ]&LJO
« A

e 17] YH B {E kR 1k

OCHAPERIRE TILZERE, HHEHETREKRA

8, AEET R L5

OCHAPE KRB I HHIE 2.
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Kerberos/z £

o 80£5fﬁt3§ﬁ
. EMITHAthena LK =Y

N

ORI =ANRAAH T A 58

—

AZED

FRIGEI T Z RN

58 TR T

_‘19895—‘) ZZA&T/ B

ORFC 1510, 19934E#4E
OFntEKerberos
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KerberosZ:i# 1R i) [n] @it
B —

B 1L AEFRAUA F BEM IRAG ELToA 5 1a) A AR 55 BR B3R
7f AT —NMREBE DS LRI, Kerberos

feft— DRIk S A, FROH T BIRSS 3A fk 5545 2
ﬁH JRINE 37l S

Kerberos K H&E SN Hi% .
Kerberos Version4f1Version5 (RFC1510).
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« KerberosfISEIHZE P (C). MkF4(V). AIEAR
25 (AS)UA K 2R IR R F4% (TGS) ARk

o B HEZMNRFAIRGITERIRS, ASHITGSZ
KerberosfiRG 2 EEZEAR, ASTEMLEXTE
WIE, TGSﬁﬁﬁg)ﬂFﬁﬁﬁﬂﬁ%m—/\ﬂﬁ%ﬂ:T
ik, WEIEYE, BARSESE, idfETicketV,

. ’ET{FEEE’JE, ASHM R ZE, B ANTGSEHE,
iZETickettgs, %F‘TU\%ZQ JX/\Tlckettgs ]
TGSZH TicketV,
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o BPCEXIAEMPTALTRIER (realm, &AM

FRifl A N 253

) J5, HERASINIEHCD, ASEiR[F

—ATickettgs & 4, mjﬁ;‘&)}{AS%ﬂTGS#?E’JJ‘ B
BRI (WNEAZEL) AKX

#, XAMAEE AR

A—1K.

e NG, BPEERSESH, HMTGCSKIEXINMITGCSEE, LIM
TGSIKE—IMIREFE JETICketV, XA FEAE B ok HA ],

M3 BT e i 557

%Eﬁﬁﬁgy

(ST

RG-S RE—IR, WK

MRS, =MTGSE KBRS ZHE, FEFTP
R, &MTGSE—IKFTPARSZHE
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BJ5, BPRRSHBVEKIEERETIcketV, RE%
é% BE, WAL RE, REPRERS, X
M %ﬂf SxNE, SREZIR, TIXRRFFRM
R ERKE—IR, WEF—KH, %ﬁd“*ﬁl&ﬂﬂ
HRARR, AR pt—IRES T|c<etV Nt
F, BRTEXRNTFERPEA ’T'JTEI’J»ALIE
TEHATRERF THRNZ5,

o
‘_
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o RWEREFTERT —PEZENAZR, BIAIER

0 Sy

UEAT

- 'BEHIEH

1 3

R NEESPTRIERA PRS0, 2P AMUELREYE,
B HERIEMINE BRIEH B e LR 2l A EHE
. XMz B £ IANIER  (authenticator), EfFFHSIEER
P, FEETHP LM EE.

o ASKRGCERMFEIR, KX CHITGSY [B] )& 1E %
K s zz/u\é\ﬁ%{ﬁ ARG R OSMTAEmAERN A
% CRETCSHINIERT HK, (( JNFEH], TCGSK%4CE

BERIFEIR, BRIECHVZ

B] E’JA\xﬁﬁ K oy IX_/I\%IE{‘L.

HWHK, (JNE, CREVHRINERHK I .
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« Kerberostpsla vt A vl LA SRS 20 i S AT #4E
—MNHAPR (W—PFIIER—NMBIE) W% A] Dz
wfgn—NHAPRFZBZRIRS . NNEAEH, §—1
izfTKerberos iR 5525 )+ M &R & — N

o MHTEN“IEEEH", — A P AT BL A AS Hh 35 1
TGSk TicketV, AFRF[— TR Ticket, g om-o
RGP T B I AR A S5 Y, B Ticket g o XIE
BRI TGS, AR BTG S 15k 5] 25 5 e il 2%
Ticketyygem» WIEERE R B FIEESRTCSHMK K.
MR UEEIE, TWETCSMATIERSTZHTickety,omo
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kerberos#k

B—

Msgl
Msg?
Msgs
Msg4
Msgs
Msgo

C A4S
AS =2
C 2 TGS:
IGS = C:

Options. C. Realmq, TGS. Times, Nownce,

Realmeg, C, Tickety:, {Kci:» Times. Noncej, Realmg, TGS}Kc
Options. V., Times. Nonce;, Ticket,.. Authenticatorcg;

Realmc. C. Tickety, {Kcy. Times. Nonce;» Realmy. V }Kc e

C V. Options. Tickety. Authenticator.
vV =2C: {T5,, Subkey., Seq#]K.. y

Ticket,.. = {Flags, K¢ 1., Realme, C, AD¢, Times K,; 1
Ticket,.. = {Flags, K¢, Realimg, C, AD¢, Times}K.
Authenticatorc .= { C, Realmg, TS; }Ke 4,
Authenticatorq y={ C,Realmy, TS2,Subkey, Seg# K¢y
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2. AS venfies user's access right n
database, creates ticket-granting ticket
and zcssion key. Results are encrypted
using key denved from user's passwornd.

rd
once per .
user logon Kerberos

SeERS100N

Authentication -
Server (AS)

1. User logs on to
workstation and
requests service on host,

Ticket-
granting
Server (TGS)

reques
an Ak

Ly \y

-l
\\H\—DHL‘# =T

type of service 4. TGS decrypts ticket and
authenticator, verifies request,
then creates ticket for requested

3. Workstation prompts
user for password and
uses password to decrypt

Incoming message, then '*ta;.dt sefvel.
sends ticket and Wy "
authenticator that 1
contains user's name,
network address, and P
time to TGA. O
f‘-_'l:_.l{lr-:-l.l'cllll:-l.ll =
once per “ ar 6. Server verifies that
o = i — r 10 a
. Worksuion s S S50 ekt aubentcatr
ticket and authenticator m‘w e H-.E'”‘“m'”]" ==
Ver e e
bo server. authentication is
required, server returns
/ an authenticator,
R




Kerberos %] 4L J- &

-
R

— ) R R R 2 -
— Al 1

- FF ORI X

iﬂti

SR 0 B

1T oA AR 28 3R 855

- ifﬁ'ffltdtl:“)\':f'\.User-to-server authentication
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Needham-Schroeder Public Key Protocol (1978)
Msgl A->S:A,B

Msg2 S 2A:{Kb, B} Ks'!

Msg3 A->B:{Na,A}Kb

Msg4 B 2S:B,A

Msg5 S 2B :{Ka, A} Kst

S
Msg 6 B > A:{Na,Nb}Ka / X
Msg7 A 3B :{Nb}Kb i . :
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LowefE95 A FHCSPAL U MFDR T A K I — I+
Msg3 A-2>Z:{Na, A} Kz

Msg 3" Z(A) 2B :{Na, A} Kb

Msg6 B =>Z(A):{Na, Nb} Ka

Msg6 Z ->A:{Na, Nb}Ka

Msg7 A =2Z:{Nb} Kz

Msg 77 Z(A) = B : { Nb} Kb

=l
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LoweXtNS 2491 st 1y st
—

Msgl A=>S:A,B

Msg2 S 2A:{Kb, B} Ks'
Msg3 A 2B :{Na, A} Kb
Msg4 B2>S:B,A

Msg5 S 2B :{Ka, A} Ks
Msg6 B 2A:{Na,Nb, }Ka
Msg 7 A 2B :{Nb}Kb

47



b

(ISR B --type flawXis
-
Msg 3 Z(A) 2B :{Na, A}Kb
Msg6 B =22Z(A):{Na,Nb,B}Ka

Msg3 Z->A:{Na,Nb,B}Ka
Msgd A 2>S:A,Nb,B

Msg 7 Z(A) 2B : {Nb} Kb
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