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@ (Untitled) — Ethereal

File Edit “iew Go Capture Anahze Statistics Help h
= =]
& & e EFEx®E Qe»0F L BE QQ
Eilter: * Expression.. Clear Apply
Mo, . Time Source Destination rotocol | Info -
1 RN G2 .06 ICMP Echo fping)
2 0.001727 192.168.56.136 192,168, 56.111 ICMP Echo {ping) reply
3 0.998885 192.168.56.111 192,168, 56,136 ICMP Echo {ping) reguest =
4 1.000643 192.168.556.136 152,168, 56.111 ICMP Echo {ping) reply
L 2.001171  192.168.56.111 192.168. 56,136 ICMP Echo (pingl) reguest Z
¢ | >
#H Frame 1 (74 bytes on wire, 74 bytes captured) ~
= Ethernet II, src: VWmware_c0:00:00 (00:50:56:c0:00:010, Dst: vmware_c2:8d:88 (00:0c:29:cC

Cestination: vmware_c2:8d:88 (00:0c:29:c2:8d:88)

Source: wimware_cO:00:01 (00:50:56:c0:00:010

Type: IP (Ox0800)

B Internet Protocol, src: 152.168.56.111 ¢192.168.56.1110, Cst: 192.168.56.136 (192.168.5

version: 4

Header Tength: 20 bytes

#H Differentiated services Field: 0x00 (DsCP 0x00: Default; ECM: OxO0)
Total Length: &0
Identification: Ox8e2l (36385
H Flags: 0x00 W

Fragment offset: ©

Time to Tiwve: 128

Protocol: TCMP (0x01)

Header checksum: Oxbad? [correct]

Source: 192.168.56.111 (192.168.56.111) -
< >
ooo0 Q0 gcd 83 00 50 56 cO OO0 01 08 00 I
0010 (W] 21 00 00 80 01 ba 57 cCO as 38 at <0 as
0020 03 00 09 00 6l 62 63 64 a5 aa
o030 6d e &f 70 7L 72 73 F4 TL Th
o040 77 el 62 63 &4 A5 88 67 &5 69
mmmumMWHmLm|P£ExEMDDmpED




XTFPing

o PingEZw1TZ2%, 1] AR E AT A
o TUHREIN—E ENZFactive
o N AABEPINgT]?
- BHEH, MXRE?
- MREABECEIER
— H-Ktimeout{d
— Pi KEEBHIERE T

ﬁ L] L3R ping B4 U AL i —
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ICMPZ £ o] f&

- I—-

o ICMPERA B HIHF RRRE T EARE B 245 T By
0 2% | ) B F A8 A0 =L, e At A8 FH - B my B33 4

THERI RS IR SR T
IR
-1TUﬂ%ﬁ¢%%M%meﬁ%@mkRﬁT
%B£i64KBﬁ£ ME, MEVKE Ping of Death” I

-2ﬁHﬁiMkﬁ®\@ﬁ\i§ﬂE%mwﬁ%
A, WESRZERGERERR.

59



- ICMP MY & & R R %

o 7EH% 2% _EXTICMPEIE AT 55 FR I,
¥ ICMP &y F B e 12 il 2E — e e Bl
e EEXEH EREICMPEIE RSN, W]

DL BT [ ICMPEIE G -4 55 S8 /B
&

3%

60



n ] 4% B 1 28

IM—CH:_ ﬁ 3 _%ﬂtiﬂ]ﬁ& o Ku Z—EI:KEI/\
AR IEADRERIEYDE. NBEE
AR SMBIR SRR X EIBIR




| Ptk
-

IPHbHE: 32bit, 4575
;10000000 00001011 00000011 00011111

I HR A Rt e A
Hi: 128.11.3.31

Dotted decimal string representation
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" | Pt 1iF 43 28

T 2445
A¥ |o| W % 9 * Hl 9 0.0.0.0 ~127.255.255.255
141 16fir
B¥ |1]0 M &5 5 EfLS 128.0.0.0 ~ 191.255.255.255
21 8fi

cx [1]1]o IEE F #H 5 192.0.0.0 ~ 223.255.255.255
28

D¥ [1]1]1]0 EWm4 S 224.0.0.0 ~ 239.255.255.255
274w

g [1]1[1]2]o %R T 240.0.0.0 ~ 247.255.255.255
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BT IP e i
-

FH TG AEL o IR AMNE LW ErE AL
192.168.10.255 | $#%%192.168.10.1~192.168.10.254

FHSEN0 . AREERMZ L, 41192.168.10.0

0.0.0.0 o AL, A SRR H L

255.255.255.255:  MZENT #E, BEHASANE K

127 .X.X.X . AREANLIAE](loop back)Ilik H
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PR BT
-

\PH T MR H] T i%IP T L

11 Y 2%

1. IP#ehEA: 140.252.20.68 0x8C FC 14 44
FMHRG. 255.255.255.0 OxFF FF FF 00
1 H k- 140.252.20.0 ~ 140.252.20.255

2. IPHiHE K. ©.140.252.20.68 O0Ox8C FC 14 44
FMHAG. 255.255.255.224 OxFF FF FF EO

10001100 11111100 000101
11111112 1111171 Ime 111

00 01000100
11 11100000

X Hi - 140.252.20.64 ~ 140.252.20.95
H—FhR vk 140.252.20.68/24 140.252.20.68/27
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T

RS RMEH

o 5 —NIPHUHERI— NN, ] LAS AN

?IP‘_JEI'JIP@

o Z5EWMANIPHIFERD,
Ef—A?WW

a] LA BT AN P2
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T} FA% IPHb

Ranges for private IPv4 addresses.

Number of addresses Prefix Range

16,777,216 10/8 | 10.0.0.0 to 10.255.255.255
1,048,576 172.16/12 | 172.16.0.0t0 172.51.255.255
62,036 | 192.168/16 | 192.168.0.0 to 192.168.255.255

HT ARG ML, ALEinternet EH I, W.RFC1918
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i
" i 8. 0

g (i) o AR AL R H bk pr e el e g, B
A A i s A R AL o

%%&@ﬁ):%4%%%%%%%&%&&@%@%@%&
£ o

He T R SR e IO SRR Ay, LN GEDT - okER
B, ZRBPH T RERAMS, Mz D,

ZH: BHT REERA MR — 5 H

AR R HEHAM. HPRE S g g

FH: BERTR—AT, B0%HEZBA0 R Mol
s, T Bk, .

eE s A H . BRI IEE AT, 1% H R 28 4K

B AL B
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ke 2 A
n E%EE‘I‘ET%E‘JH:
MR AR
1.8 9 e PR ECHE ok i H ik
2. MR T —1%H, KHEHIHNE S H
2 H e S5 mer &, R ETZEH T
P e stl, SR Iz R %A% H Brbr BH 1) 42
OREHA T Bk E A GF N80 2 A
O, 2B H bl S B8 el s B AH & 1) Y 2%
., BERAAHPaERT AT
BN AR, e A B h 4k H P da s/ 7 R #%
1#
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S

72 T ) 448 2%

Traceroute FH >R & BN SEFr % BB 12

ORHE: 4B —D B30 KiE—RF|UDP, H

TTLRRERE, a2 2318 Bl —NMNCMP Time

Exceeded B
JUDPAL K D&Eﬁ—/\TtT e FH 2| FME(BRE A

33434), [k

A, B

H—NICMP Destination

Unreachablel§ &, i*aTlﬂﬁlZlT_IJi

o AP kB THEPE: Wrotoroutor, EHR] PLid kb
K fitracerouteidk, FEAERREINE .
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example

[

C:\>tracert www.bupt.edu.cn

Tracing route to www.bupt.edu.cn [202.112.96.163]
over a maximum of 30 hops:

1

©O O ~NO Ol WDN

10 <10ms <10ms <10 ms www.bupt.edu.cn [202.112.96.163]

<10 ms
<10 ms
<10 ms
<10 ms
<10 ms
<10 ms
<10 ms
10 ms
<10 ms

<l0ms <10 ms 162.105.X.X
<10 ms <10 ms 162.105.254.250
<10 ms <10 ms 162.105.253.250
10 ms <10 ms pkuO.cernet.net [202.112.38.73]
<l0ms <10 ms 202.112.53.13
<10 ms <10 ms 202.112.62.246
<10 ms <10 ms bptl.cernet.net [202.112.38.78]
<10 ms <10ms 202.112.42.2
10ms <10 ms 202.112.42.34

Trace complete.
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u P11 %2 & o] @t
o IPIMAFZER EE S PR FHIPEE AT TS
i IAIE, IP#{' FERTBEA N IPEI’Jﬁj\?H?FD B
VLEIATESE, IPHHERRRAA T EZELHFHAE
[

¢ IPEZF‘HKLJ} JEE% ]&L-I’ IP Agﬁ’ I:)%ﬁ,
Ping Flooding#Ping of Death&: k& [ B,
#R P B SR B 3T IP R SGH AT B 1 . 4n
IP k0, HIEZ LERZEEEIET IP K, an
DNS ks %%
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iw%%%ﬂm

| PEX 3

Ot H SR IPHbE, Bh1EgkiER:
TR EFREZAL, A CLIPHHAER RS

mE e pLe

« IPERIRATHAIRER: R4 B prsthhbiE4T B

© LIFB

OxIZEIPH, ELIES EEEIIIRIPHLAL
OFUnix gk, B#EHsocket ] LA
O T Eroot R

OZEWindowsS

& b, AP HwinpcapFE T H
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SACE B>Aaﬁm%s

¢ XBAR — L AT Aﬁi&ﬁj
OHAAZE [F]—A>5 b 4 &8
5 FH V5 2 F 228 TR




S

m}s

I I

% | PER I

25 Lk E I yEss

OANH: 4 3kax

Ol

A N ERIPHhE

: WHERET

m)

7 A AR IPHhE

2R 1 EJR B XA AL
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u PN & £ R E
o M 2841 E
« VLAN
o Bk
e |PSec
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ExEuAfaEIPEY ?

A

o FJHproxy, FERZhttp proxyflsocks proxy.
o —UERIVESNATproxy, Ul

e http://www.multiproxy.org/cgi-bin/search-proxy.pl

e http://www.openproxies.com

o http://www.proxycn.com

e http:/lwww.spousecare.com/anonproxy/chineseproxy.htm

e . 219.232.9.181:80

I



EERWARmEIPHY?

II AR

o ] B R T
http://ipid.shat.net/
o« Ifaf & kproxyserver:
T.A: proxyhunter

o UMAl{5
IEiXE, r“ P RE

« MwE—IK, BIASNT
T A: multiproxy (127.0.0.1:8088)




ExEuAfaEIPEY ?

A ik — AN S RFAAREL T BE IR SCRFsocks AR
;i

.
T H: sockscap32

soft->sockscap->socks proxy->target

R RN EHhttp/RH, E#HHG A Fsocks{LH,

B AT
T H.: socks2http

AN

sockZhttp->http proxy->gateway->target
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= (B

FRHIBEN L

=il ENLIEE I

¥, .

e

HEm. RRIRFEM T

/

P RIBIR Y (UDP) £D

& Fa# il )X (TCP)

=
%é}"*



it

" FRRIRDWN, NTHHIABYEE

7 \E"ﬁ =2 Bﬂ?&”ﬂ*ﬂ%?ﬂéﬂ%
= UDPLY TCPfEFaI&l%

IR

m P #3E $R 1703 (UDP)

SRR S,

UDP kg

UDP## |

IPAx

IPA X
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n UDPZ{iR TR

0 15 16

164 o 1 &= 16{i H A 0 5

16{i UDP: I 16 UDP % F




" UDP1#Y % £ 5] 71
o XUDPRY KB, FEF|FHUDPHMAS
B, T EI, B'EPGUDP@J—EI'J
ATTEEME, DLURRIFEZ4E AR S H 1Y,
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X,

3
L

- ":5%11231-2]‘])4
FREEC

M=l 73 (TCP)

" TCPJ%HQ%‘S{]%Z‘F

251P,

ERIRHE

/\

I

IPRTCE
AL

ZSTB‘-LX}%UQ _:‘%'&A

EHIR

ERZBVERIARSS

st

HORER, RBERNXEEIX
1, FTRATCPIMVIUN ST
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TCPal k454
e

0 5 16 31
L6457 Y5t g 15 16457 H )3 115
324 75
32 A AT ASER
AN B Aw R UIAIPIRIS|F .
. RlC|S|s|Y|I I DAGERNGN
'f}ﬁﬂﬂﬁz (647) alkIHTINN fr N
1647 A 56 A1 1647 % 2954t
: 6 13 :

. B '




nr TCP#i 3 Ex

o JF¥m S ERYRE-S: YR B FEHEIPHUAE N _E i O
SR —NTCPER
e FESMIINS: 5 HNZTCPEIERKIE —NEIEFLLEN
RIEREERP RIRE E; NS AEEZERR T —14
A R
« BEKE, UANFTAEA, BHEMNS
o 6 MR
JURG: WRFH T E&i4, URGEL, 'Eaf4 b 4R FS5 3
RSBEMERIREE
m %‘CK: HIRTHFINSER, HORSEZTCPHEBEBEANBEHING
[ PSH: R APUSHIRGNIEHE, BIKBIEIEE A LSS
X 3% FF R i%
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TCP#i 3 Ex

ORST: HT&EEE, W HTHEAIEERBIEEIE
Z0 I HE K
OSYN: HTENER, ERERNSYN=1,
ACK=0; MM iZE#EiEKRFSYN=1, ACK=1
D%Nz HATREBUEE:, BrRKET LB RERE
3
» B HOK/D: RARFEMINT 15180 PURIE KT
%, FTHhEEs
%ﬁg i ] BN EEN, SENEEEEN Y
T
Jilﬁ) L& IR RMSS(Maximum Segment
Size
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TCPHR

'§§-LL$D CP¥TTCPIERE

"BH="Mrt R X N

* SYN: @IS

« FIN: RIXImiX
« ACK: 1RBIHIBE

3 PEIRAGR

3B SHVHIER

LRINGES
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SYN#»&, ISNMH OS5

D SYN#r&, ISNAHGIAE S (ACK)
- .
#iAEE (ACK)

ISN:AJZE 751
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u TCPEMY TAEH#I

EHLA EHB

KIESYN{E B
(7515 =x)

KIESYN. ACKER
A=y, Tk =x+1)

KIZEACK 15 B
(BN S=y+1)
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|

[

o]

%R

ER—INTCPIEIE

FINFRIN, 455 18 AR 554 b 21 25 7 i
) B A
G B (ACK)
FINFRIR, 455 1525 7 i 20 R 55 4 i
P AL

NG B (ACK)

>

-
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client

client

client

server




chent SCTVET
application application
T host
with with
TCP/IP TCP/IP
'
rouler router
WAN ¢

rosLileT rogiaer rodiler
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TCPihiY By & £ (o] &

E

o TCPIMBE BT, FERFIHATCPHI=X
E=FHLH, WA

SYN Flooding&

OJTep BT
LGB

EEFESYN scan. FIN scan
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SYN-flood¥ 5

B

XTI BRFINEHIA 5 TCPEITERZN=
IRFNEE M

'IQL_:% O UZIEZ ¥ ER. X TUE
HIRFBERIRN T EZIEZN, WE
%‘ﬁﬂ%ﬂ:?k . NGB8 IHE 8%
ReBX|E, BRBmRSFssIHNE LT
B TiERS
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TCP£ g Fh3F
"{E- PLSEAEMEY, FlInEITHR—2R S

OwRE N R E T BE R S4iERK - R,

O3ERAR, RIAHEZRIZA KB
O A& IEERAT 245 S H H Bl 2 7

X 4% FH H ] e

OEMZ L, A AFERE %1
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TCPEIEEN T

98



T
—

e Juggernaut

TRIEHNFRITER

AT LT TCPE 1 Bk
e Hunt

R 2 snifferfs)

Othit 5JuggernautZRipl

e TTY Watcher

CHL R

e |P Watcher
O ARI<iERFF LA

99



gn{AIBp Lt =1k
m yi] T

o MEILEA ML, HRXHIUCEEZLSS
O ToEEREAT WA 0T
« TCP&IEINEE
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[

o fREEA LR FHEH,

27 RS

0 S SEAAA TR ik 55
5 1) $ H AR &5
VR R % k55

O 5E# M AR 55
E IR ROAIERR S

R i

n] LAged

L2
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n R i

o ‘RPN SSL

o N AL 2 22 A B AR B S S TH AT Y,

VTS P B AT 14

o JLT-UDPIIEAG IR MEAEAL Ty = i Sl 22 4
ML
o LA FRALELT-HEREXTHERE I (A 2 B AL
Xf EALI) 22 R 55
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_"7 FAm PR

o FETTCP/IPIHMY, XEFMLEARS, it ENEE
b7 k. B2 ERE R

o 7S EE
— RUIRGHIEIEMN.
— XuE O, RIEREIR S TEIEAT
—2%%%%§§M%iﬁﬁm%%ﬁ,ﬁ%@%ﬁﬁ%mm
- HH— BRI, GFERERSIAR. NERSIRE

o Hig, XT]|
— ZAEE AT ARG E CREN AN
— BERARRERZEHNG A

o MHHEBRIBARCLIETE KR, Hilg A=k,
E [N R RS
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uE AR

 ENLIT%: %%ﬁﬁﬁﬂ%tmﬁmEET
&, [FI AT e BRES H ARS8 HIFR 1M 4514
FEERR ICI\/IP%( 4,

o i 3T RIVZRE ENLIT ) i B P Ak S5

« BAERGIRAEAT: WFEPBAEHADBRIE RS
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» EHLAH

E M4

H’st%%?i P 2% L ) 3

b,
.
)

PG AE, [AIE R AT HE S BRAT H bn R 2%

HEZEEAE Y
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[

Wping
UNIX FH —I3 T T H , hENRRE

fping(http

Ex EN PN

/lftp.tamu.edu/pub/Unix/src/)

Nmap( http://www.insecure.org),
Windows T.R.:pinger

NONE-ECHO ICMP

A

LB ICMPRS- 258! (13F114. 15F116. 17F118) W]

AP 32

= HLER P 2% g 2% G0 B ER A S R
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S

o F) BRI ENL= A ICMPEE R SR

=R ENFATEFA

AT 5 ZR B NN
« R ERIPA:L

Dﬁﬁﬁfﬂﬁ%@%ﬁm%P@,Eh—

Error{—

YE RGN X B IR AR BT A, R

= HLER

TR 5L R IRICMP Parameter Problem

. &K G RSB AHeader
Length#1IP Options. TH}—%E‘JE% A

A ) &5

R
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=R ENFATEFA

S

o HARIEIRS F
O3 B ENRBEW RS RIETE 7 7 (nEEny FE

52) , I HAER E BB E] 8] B NS B R, B

ZHRXBEEREIER, H R KIEFEIRBICMP
Fragment Reassembly Time Exceeded %=}

o

» FHUDP#I#
O 1) H b5 EVUF E 3 0 A& — P 0F W EIERIUDP
A, X042 REICMP Port Unreachable 45i%
RIC, T i WA AR S 5t 38T 21
O F3A%E, &0 IR H A5 R 48

nd |
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[

o ETHEK

mby b ke
FIPMTU R &% &2

LR P

M=

HENS

g

FEE
1b7 A br s, %54 H A8 & R A
~ragmentation Needed and Don’t
“ragment Bit was SetZE4ER L.

SR EMNAEEA

S
H ¥ 2 St FTAE B A%
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Ja] DA 3
I NREI R 58

. fif
. fif
« 1E

E Al 3348 R AT R

S K 43 B

B ICMPHERER

=

W E ST

HIICMP43-2H 28 7Y

H k2%

110



YfF
L

o WEEET:

= LIS 5% B B i

o ¥ H33 56 K H K275 2] H AR

o« T DA S — R ARSTHXS Y. , B XL

TR, AR T

J& 5 AT LAk — 2P BE U 73 M IX B2 iRk 55 W] BEAF L

= HLIEAT AR S5 »

R
=)

i, FE S SR 1 A B

o AR H RIS -
O3 (Open Scanning)
O3 FH-HH(Half-Open Scannin
O Fa#d3HH(Stealth Scanning)

] o

g)
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{5]—+F: Superscan

= SuperScan 3. 00

T

Hostname Lookup

1192.168.10.135

Lookup

- BIX]

Configuration

Resolved |DELL-8100

P
Stat[192168101 <
Stop[192168.10.254 =

PrevC | MewC| 1..254]

Iv lgrome IP zero
Iv Ignare IP 255
[ Extract fram file J

Speed
b am

in

Timeout
Fing
|4I:IEI

Connect

|2EIEIEI

Read

|4EIEIEI

DI T I A

b

e | Interfaces|

Puort list setup

Scan type
Resolve hosthames
Only szan responzive pings
Show hozt responzes
Firng anly
Every port in list
All zelected parts in list

All'list portz from
All ports from

Scan
192.168.10.254 1]
S zanhing
192 168.10.234 1]
Rezolving

1]
\% Start ‘
Active hosts

Open ports
26
Save
Collapze all

Expand all

Prune

i
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Superscan

= SuperScan 3. 00

el

Hoztname Lookup

8=

Configuration

Resalved |

Timeout

Start ILEI Pirng
Stop l—il I_

| | | Connect
I—
v
[ Read

I_ ] || J#000_]

IR I A T T Y

Scan type Scan
19216810254 1]
Soamning |
1921681018 32
Rezolving
1]
— o

Speed- EENRENNNRNNENNRNRNNNNRRNNARNNNANNNNRNNNER NN NN NN NN NN AN NRRRENnn

b an

‘f 192 168,102
T

kin

Active hosts
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= SuperScan 3. 00

Superscan

Hoztname Lookup

119216810135

Lookup

Configuration

Resolved |DELL-8100

P
Stat[192.16810.0
Stop[192.166.10.264 =]

PrevC | Mewt | 1.254

v [gnore IP zero
v [gnore |P 255
[ Extract from file J

Speed
L

kit

Timeout
Fing
400

Connect

2000

Fead

4000

DI T B Y i

¥ Y

e | Interfaces|

Scan type
Rezolve hosthames
Only scan rezponzsive pings
Show host rezponzes
Fing only
Evem part in list
Al zelected ports in list

All izt ports fram
All portz fram

Part ligt setup
Scan
192 168.10.254 ]
Scanning
192 168.10.234 ]
Rezalving
]

Start

| Active hosts

Open ports

Save
Collapze all

Expand all

FlEEE

" Frune
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Superscan

Edit Port List @

Port list file

Change/add/delete port info

Part |-|7 il Celected |

Dezcription |

Pragram | ﬂ

Farams |

Frobe text |

bdd | |

Helper appz in night-click menu
FTP  IC:\Program Files\GlobalS CAPE ﬂ
Farams |fpy /25ap/

Telnet |te|net.e:-:e ﬂ

Params |jga %p

web |E:"~F'r|:|gram Fileg\Intermet Explc ﬂ
Pararns Ipip: /%2 5p/

FParameters: %a = IF address, %p = port

Load | b erge | Sawve | k.

Select ports

Double-chick st tem to zelect/de-zelect

[Contra

ratocol

SARASASNANSNSNAN

Select Al | Clear &I |

115



Superscan

Edit Port List @

Change/add/delete port info Port list file

P [T ] Sekerd T || [

Description | Laad | herge | Save | 0k,
Fragram | ﬂ
Select ports
Params | o
oo | Diouble-click lizt item to select/de-zelect 5'3|'3'3'5-":"-"| Clear Al
robe test
bd azter Paradize
Add | BO jarnmerkillakt

Helper apps in right-click menu
FTP  |C:\Program Files\GlobalSCAPE -

Params |fp: ) /%2 %p/
AebE x

Draly Trajan 1.30 [Submm. Cronca)
Dioly Trojan 1.7+1.2

Daly Trojan 1.5 [Subm.Cronico)
Metzpy

Bla1.1

Streaming Audio Trojan

Telnet |telnet.e:-:e -

Farams |?:;a %p

web |E:"aF'r|:|gram FilezhInternet Explc -»

Params |htt|:u:.-’.-"?£a:i'-£|:n.-’

v
v’
v’
v’
v’
v’
v’
v’
v
v’
v’
v
v’
v

FParameters: %a = IP address, &p = port
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TCPEZETER

!CP/IPH’J—JLWLI)UJE)E“J

1. 3—/SYN|ACK B FINEHE A B8 — AN A A im
g 0 R IE—NRSTHIE R

2. B—ASYN|ACKELE FINE#E 8 B8 — AN AW o
BEABEF

3. I—PMEEACKHEE AR E— N RGO, HiEf
WEFH, FANRE—PRSTHIER

4. Z— N AEE SYNDSLHEHE & 2E — Wi H B, 28
EEgER

5. 3—ASYNFIEERE - DR, EERN=FE

BEFaEE, FZ—PSYN|ACKEHE®
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m A ek

s FEAWMGEIL=IRIES
I TCPIERE

o HIEEME, FAEKESEUEIE, B EI

T

i
<r

clt

TS B ELE
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_‘EtEpE-EHﬂHEm:IHS‘I'H I ACK to Chent

step 1 - Client sends S YN to Server

step 3 - Client sands ACK to Server

Cliert Conputer

I TCP&E 3 5 B

=tep 1 - Client sends5YH {0 Server

-~

o e

rA.
Step 2 - Server sends BEST/ACK (o Chient %

step 3 - Client sends RSTto Server

Clend Computer

RN TCPER S B

o
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TCP Connect () F3%H

S

« 1 Socket )& Ziconnect () RERM ¥} 5 w25 2V
. WRconnect()iR Bl g Ty, N ¥ BH 1% v E 22 FF K

7, B % F =2 o< A Y .

« MR ZEMAENNAETIRE 2 T2, RFEAR
GeiR B AT 5E /i, T AN 2 P AR R IR . A 5h—

A R 1T g 45 SRR o
o B

s =PI FEER

1) FTorRSE IR bR G, Rl 4 TR 5

7 iRk 55 2% BOE K7 81 5 R AR A CK AR s R R .

2) RB ST J7 B N R Tl 28 e By K 5

R/ EIR
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S

« S5IFamH R, FIF

HANE

52K TCP=1K:

F 139

(Half-open) H#F

73

=R

TR

o RIFEBRIEMAIIETCPEHITFSALKIAR, 7L

2T

AT T2
OTCP SYNH#

TJIP ID 3k43#4 (IP ID header Scanning)

2
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Step 1-Client Sends SYN to Server F*" 1
Step 2-Server Sends SYNJACK to Client |[=

Step 3-Client Sends RST to Server
Chert Computer Cerer

H brig O FF R TCP SYNF T+ ) 35 B

I Step 1-Client Sends SYN to Server

= I | «¢_Step 2-Server Sends RST|ACK to Client

iZlierd Computer

H tris S AR TCP SYNFHE 5 1B
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S

TCP SYNFA#E

s BERH=BF in KIERSTH B4 kG4

KUK REHRITAH (MAKRST
WA BRI KD » T3 /M E B I3 45 R0 2 A0 S 14

« LRIRDE RE
Haf, BeilRIIR A E .

+ BRAL

1)SYNFRACE —FiH Wi 38 28 ik 55 B B 7 vk, 1F
2 B KSR AR Gons SYN AR R L T 4
AL UENL . RIEESY NI $ A K It 2 3 T %

2)

1 P R SYNE R

AFEEEH

! Rroot AL FR
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S

o FAREIHE

b 378
S8 — LR B N R AT R SR B AR R

SRR TR . XETTERRFIL R -

ORETCPLF R EN MK LEFFES (ACK,FIN,RST)
OANRETCPLFHEMIrSA (NULL 355
ORETCPLF WA PR fiL

O BeZFZERT K5

mLyEIsa

- BRI
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S

A A H 5 i
WA B 3

DR

o ZREFHWI A — TR RBLE — B2 X [F i E 45 R
f¥] (False p03|t|ves) , B 2456 e AT I N

7~E/

y i3

711) SYN|ACKFIH

TI12)FINIT %

A3)ACKH

T4)NULLZ 4
5) XMASHHi
[6) UDP ICMP3i A RERIE 4

TR, T RIR[E
] o

B4 )
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m SYN|ACK¥T##

B RIEHSYN|ACKIR SR EHEL, —I3

i 0 <R [BIRSTAR R, 11— ST v 1 )
S AZE, AREUEMAER.

Stepi1-Client Sends SYN|ACK to Server -
- _..Ef.lp 2-aerver Sends RST to Client

i_liert Computer Slewler

H bR 1 3¢ S YN|ACK I H ) 25 B
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SYN | ACKFI 45 5

S

. azﬂ:)im%%ﬁﬁﬁzim;_gﬂﬂ%ﬁﬁ-}nmﬁﬁz%%m
EE . RAFEEXE—MRIENE: Hirim
XK, {HServerPliEHIRS @JBZBJU(WT
BT, REBRAMEREEFMEEFRERT,
XA RIRSTHIE R, M\ BHirim KR
FE . XHhiERk T SR AiRA
-%H%%%ﬁ%ﬁ%ﬁﬁm,%%ﬁ%MWﬁ
[
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FINfA g

m

Step 2-Server Sends RST to Client
= | =P

Step1-Client Sends FIN to Server

—
h-

Clend Computer SEF‘.I.'.EF

H #rdm 5% 1 B FINFT 46 5 20 3R

5 FINFHE R STUNIX/ILINUXBI RSB 3.

PE A FINFEHRE L R R EELTCP SYNFIH 5 4 ki,
HE Sk IBE K 22 B AR LU R 4t 1) A

St AR RARBAE, mEXNTWindows %R
FEAVERFZE LR
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T

o N FRINUEHHH

TCP /s [a) R 334

, R ERERET EHR X

(ldentification Protocol) ,WRFC1413. %}

PR T —MARIETCPZEZERNE. Hug O kE
T EEEHR . ZNHETTCPIH, Ak

2% 2R 7E 11 3%

I EEE B

o I PERENE, RS AFMNIRIERKME RT3

—1T, ZIATIEH T &P i B X B TCPIERL

R AZIEEES
#HIEHR (user-i

R, BREBSSITEZERVTE
id) RIEGE P imiles o
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TCP /s [a) R 334

|

1_

ﬁ%JJEI’JRFCi—LXT — P35 Bh Y IR SS 28 AR P

g PRI, SRMIAESE P Y SEEL P .25 8 T I Jm) B

(BN& lfmhiEF‘ JIRSS2%) o
_I DL 5%

B280uw 0, AR5 Tide

%2 BB LEroot Fig4T

« H

NIV

JIRS- 2k Hidentd, BiE 7

ntd & & Ak

ERf ok B |2k

1k, BRARE N T B H

130



ACK F3F&

|

o ACKA#EERNHA T REEERFERIPIHIEEIKBuUg,
XEEEAE RS FEIEBSD AR . A AN VER] PUE 7 b
FIIRZAS
ﬁ%ACK@, KB REFIRSTEMIPLMITTLIE, FFHm
O RIEFRSTEBIIPKF R TTLE— E&Hﬁ%lﬂﬁ’]mmd\
m H/NTF5ET64.

o FH—NMHERBEETCPELFHIWINDOWE . FFitsm AR
EFIRSTRBITCPLKWINDOW/E — & ZIE0NT, 1< H]
v 3R [B] 348 T WINDOWAE A 0,

131



XMASF 5 FANULL 338

m

o XMASH RN Hir KIE— T A fr AL aBix
BHNEMNHTCPE, XEIrEMNETE:
ACK,FIN,RST,SYN,URG,PSH., &%}/ i 12

FFRR), N&S5E4 AKX, 1A B4

Jatl; g EO2KXER, N&FEHRE—IRSTE

A,

 NULLHEFHESXMASH#EREL, R TCPEYH
FrCAbR S AL ER B O

o ARIKERIERGSH AR RIIMN T 2
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UDP | CMPim A~ gEZEE 3T ¥E

|

. R

O B3R SEBL R IR, X F5<H KT UDPR

’K%

* R

B —/ NCMP Port Unreach&iz.

O EE, WHUDPEMICMPEERA £ A

i

FErootN R, A BEEZEXICMP Port
Unreachidg & .
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m UDP |CMPim O A~geE &
o JErootHH P ABEEEEIZHUICMP Port Unreachyd
B, {ER2&Linux$34L T —P 575 0] BLE] B 50

2,
o vk
O3 =R — = I UDPS 1 FHwrite() 8 245k
W
OFEICMP4E R BIAZ BT, ZEUDPG O i Frecvirom()

£IRFIEAGAIN(ER), BNSIRE
ECONNREFUSED(GE#IE ).
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— cht i+, ﬁ P
TI_.IEI’J*R%%J: i
#E#, MEB#HE

— T B i Hf

Complete."

— Ftpisc /Mt Wi A LU FR 3K ] L (RS, 357 0)

TCP ftp proxyfAiH
i N 4 FTP bounce attack, R

ERA] LS E R T

-ftp server5 H s EHLEE

HLE ¥ AT BLFE €

-, 3R [E]"'226: Transfer

o &N, #X[E["425: Can't build
data connectlon Connection refused."

fRIXEAE R .

BT DL
o BLE: 12, HLftp serverZZ X FERE

REFENT K
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TCP ftp proxyf3#H

kA IFTP EofioR 01 (TCP
21) B R R ] |

PORT &<

FIP S fn) Hrh 5522
IR IES) O ke, it
LN E S o R
A A — P E R A 2
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n AR e b SR S N
o S BRI AR
RFFAE R RE LI FE

miCBUEEE:

TVYE Hh bk R O

AR (B1E) A
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m BI4FIERIFEAN 1L

o AFFIEBFEIPLHEKTTL (Timeto Live) &
B, TCPkAH RV H . HBu HSEFE. 1
wHIE A, %E‘Eﬂlﬁéﬂlﬁﬁ#{ﬁ@ R A2 Z4L
=R, FrPAA T RHEEIT AR IEEE W, £
B K IX S EARFEFENLAL .

Wl

éHFl
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n 2R F3@

s FZ NRBRNARRESFE T FENIPHLHEAE—
BT [B] N BIIE R IR . H{ERE & e
ISR, NIDSEtSHRZE,

o T HREXRIIMN, EEREZTHIR
18 FA) 33 S SR 33 3 % 7 E AL o
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n 7 | PEX U

o BEENTHEECHMNPIESEZIPAE A, FEHIT
R, hiERXESH EEURIPHLHE 2R
Al I KR Hin. B H s EVLTEENIX A
PHuhE A AR B SER KR .

%@&E
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n AR AN =k

o AT, WREIEAF. Bl —HEBEZILFXT
— & HirENLETEAN W37, A2 85t
B D THEME S L. Bl ANB#E L i
FEJLE M. IFEENBER AR
N, HEDIHE R .
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nE IRIER G HN
o BIERZHHRRIBIHL
~- WZIRARRGA <K, T EAEE SN
- NEAER G B N R4 B ARSZIL H & 48 H Sk F B
L] %E%ﬂ%g%iﬂx \gﬁ
o UWMAHHR—IERIERS
- —Hum O RS HIFRAER, B, telnet. http. ftp
FIRE RS E R
— TCP/IPtRIE 4L
— DNSitt¥{s HHOS R S:

— #& T & (social engineering)
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) WINNT System32',cmd.exe - el -0l x|
e Telnet ' 2
ed Hat Linux release 6.2 {(Zoot)
ernel 2_.2_14-5 _Bzmp on an i686
o Httpks% '

=E
oI
qd
4R
Fil
\A
,

ITH
R
-A
Tl

CIIF

=101 x|

TTP~1 BT -
efver: Microsoft-IIS~/5.H@
ate = r 2002 A3:=39:

Content—-Type: text-html
Content—Length:- 8%

Chtml>*Chead><{title >*Error{/title>{ head*<{hody>*The parameter is incorrect. < body’
< html>

m KA EER.

RN
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% 5 E,J ] y
KNERYftpFtyh I [E
’l J ~
= O WINNT Y System3 2 cmd.exe - ftp ftps  Ledu.cn -0l x|
Eiili Anonymous login ok, zend your complete email address aszs vour password. ;I
azsword:

238

velcone to fep [il}-edu-cn — home FTP site for [

There are currently 77 users out of 388 possihle.
Local time of server is Mon Apr 29 22:19:4%9 20602.

This site has been constructed and administered by S Metwork & Information
Center (S _NIC>, visit http:/s/nic.fllll-edu.cn/ for more information about
B _NIC. and visit http:/suvww. il -edu.cn/ for more information about -

Mozt of the filez is freeware and sharewvare, include some platforms <Linuwx.
FreeBiSD, Windows, Solaris,. OpenBSD, Mac 05, etc.>

This server iz a Heon- 788 with 2GB of memory & 448GB of Ultra 168 S5C5] storage.

i

The operating system is Linux.

Pleaze zend mail to ruutEftp.-.edu.cn if you experience any problems. FPlease

also let ws know if there is something we don't have that you think we zhould?

238 Anonymous access granted,. restrictions apply.
Ftp>

=
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1 PRIEBFL AN

o ENX: FIHTCP/IPHIERSEIN L FI%F RRFHR
— P ERIERS
— A[FHRARIOSHIMZE, BFHFERIERS
— SWHIRTIE, HAMBIRAERZE IR

»
— Checkos, by Shok
— Queso, by Savage
— Nmap, by Fyodor
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n + ZNH%Fa SUR A H K

o JRE: FHRAFRIERG L AI7EALEE P 4%
FHWER, FHEERZHERHAEGER, PUE
R R — DN RFEROSh A

o RN AR HKBIPTHIERSEI L BIFEESR TS

éﬂiﬁiﬁ’%ﬁl &L FKEREHBERR, X4 E )
RFCjC*é%JL%%ﬂE: AN [E] B RERE o
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nE R AOR A E AR FEL
TCPHSUSETR,
— S— B O K IEFING, FYE#ERFE R
N, B REAE RN
— X TIEIE R B IR AR &k N
vt RIE—NMEEFREXTCPIRENEER
— RIETCPEZENTF 5 X
v IG5 22 6] R EE R
— TCPY¥IEALE O
vV HEBERE SR —EE e E 0K
PR SCSEIR,
— DF{iZ(Don't Fragment bit )
v FEEE R G oV B IP L i DA S Bl 1 Rt
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nE F %I A1

o 43 HAbER TR
- TRESHEL N, LCESAF: HEERSEEE
EAER W IHERECE kR Z

o ICMP1pX

— ICMP%& 178 B 1 PR il

v KIE—#tUDPRS Fim o< A w1, MR )5 v &R R A AT
BRERER, ERBAEEEBEERFZSEIHERFC1812, X

ICMP % B3R PRl .

— ICMP3%i A ARTIEE B B
fgﬁﬁmrﬁﬂw%wéiﬁ,@%4%%%%@%&%%

— ICMP[m

P IH B F

A7l'E Y F E

1, IP3LF

Z A0, WAy HE B,

HTOSIHE, KZLEOSHE
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L

= = HiRIESURAE

JBYFER

« TCPIEDI(RFC793fN i%érrﬂ@RFCles)

— XEIR T AL E R R

- WEZEM %ﬁﬁ:ﬂ%‘c{:f‘? R B AT L

" Bf [ BR” SFE I FFRIE, o
— 1S AR TS B PR SEBL

PR [

« SYN flooding Jllisk

- MRKERZH hIESYNE, —ERERGESIFILE

MFTHIER . T2 BRIER SR RE

2HIIPN

GiRko

I\ﬁ8 /I\@bo
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) Nmap iR 7!l 351 Z 4e B9 1515
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-

. nmap —V target.example.com
XA A Xftarget.example.com _EFrE K4 B TCP
i T —kFH, -vRAHTFEARER

* nmap -sS -0 target.example.com/24
XA AR T e —IRSYNRI -4, X EiR2
target.example.comfrZEERICEFM, B E#E7EH
W EBITHI R A8ERSE. RN S REEH RN,
A2 T I R R G
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[

iR IE SR A 0k

o B EBNERFRSOR A JTIERU

o Ni&A]

MRS IE T, TS

P%iEfE, CAHRE BTH HIERAIE R S

— WHRIETCP/IPAiEHF S’JIL/\E;V

vTTL

v & 1R/

v DF
vTOS

— Siphon

TH,

http://siphon.datanerds.net/, osprints.conf
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=

nE B #ENtxTES0R A TR

telnet 192.168.102.245 (2 5 4192.168.102.155 )
F FH snort I8 B 21 B 2 A .

192.168.102.245:23-> 192.168.102.155:2300

TCP TTL:255 TOS:0x0 ID:58955 DF

*S***A* Seq:0xD3B709A4 Ack:0xBEO9B2B7
Win:0x2798

TCP Options => NOP NOP TS:9688775 9682347 NOP
WS:0 MSS:1460

Fsiphon 38 SUE BECrosprints.confEbEg, A %5 Ml
192.168.102. 245K 1#1ER G N

Solaris 2.6-2.7
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s by

ANk

—

A T B

LR INER S

—

» iEBRIERGS
—EEOSHIR RIS BB 21N OS S H LUk

2 AR E

PEEREEBRE

- JECH,

B2

B K, A

g,

]LE*TH/])

j—er—I)}’ﬁ

TR

‘I

i*ﬁ(ﬂJ

=

Dl B9 3T 5R

LB R G UV BT
SABHIAN T

AR O AE 9 I 1
R ERASHRI , KA L

R, ED@

FIHR1E R4
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1 nmap: Network Mapper

By Fyodor

—W%ﬁnT%?E%ﬁ,“ FHEMBAREE B SR
0, IR AEXEEARERMIER, ST nmap

° ﬁﬂ} i@ C-[’IZIIZI

o PRI
— The Art of Port Scanning

— Remote OS detection via TCP/IP Stack FingerPrinting
o BRTEMIIEE, ATELRRBIERSR, EERAZKIRA
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1A% 25

oISS (ZK)
*Pinger
ePortscan
eSuperscan
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T\I)_fn |y 1|:|,L,\:_I:E|-TI-HE|

S

- BIFEHFHAHE P A#ESRE TG B RERBE N ERE
B, TiWindows&%4, FrplE&Windows NT/20004FiX L7

HAAEETERNRE, BESIIEENRE IR B RT

ZERRANIBZEHER, WHEERIE. NetbiosZF

A%,

OFFEAF: AP AEMESREALERE, WERN
I ENAL . WA EE A HFE,

OFFHEM: APFAFHBERRE LEEH PR 2R
442

*NetBIOSTHiX
*CIFS/SMBHpX

P v



& 5 (enumeration)

L S

¢W H A R K S BRI A S RT3

IR, XFi2E R (enumeration),

¢*ﬁ%f MAGRRITEZENEN, BR
HENA Al RS B I R A iE X

B RIEE 2 R ERIERFHT
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13 Windows NT/2000BY%& &

$>Windows NTH] P48 AR 454K i

.
l—a

CIFS/SMB(Common Internet File
System/Server Message Block)fINetBIOS%

< SEH]

@I STBVE;

BRI, 1R 5t
2oooﬂzm¥ﬁﬁ NTHIA 25

i

IR ENTCP
* net use \\192.168.102.230\IPC$ ""

v IEB T2 A B R AL R) AL
<Windows 2000i8F 55—~ SMB ¥

L8

L==ZH . Windows

1392 23T IF
JUSER: ""

445
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NetB|0S &35 B & &

<-NT/2000%F 1B 22 T H 7] FH T34 X P 2% B U5 i)
il

Ny

v'nbtstat, B AFEBINetBIOSTIEFE LML FF

o S ETE =10 x|
B

D:~Tools“Metwork securitysnbtscanl_ S5 nbtscan_1_S>nbtstat —-A 192.168.182.177 .

UNIGUE Registered
UNIGUE Registered
WORKGROUP GROUP Registered
WORKGROUP GROUP Registered
HERO UNIGQUE Registered

MAC Address = BB-68-28-EF-7C-36

D:~JTools“Metwork security-nbtscanl_S*nbtscan_1_ 52
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NetB 0S¥ 2%

v'nbtscan, —KA] %23
T nbtstat—&X REeXt—& L3

RBEES
1 8ei

D:-“Toolz“Metwork security~nbtscanl_ S>nbhtzcan_1_ 5»nbtscan 172_168_.182 _1-255
Doing MBT name scan for addresses from 122_168_1682_1-255

IF address

192.168.182 .53

192.168.1682 .77

122.168.182.111
192.168.1682.128
192.168.1682.121
192.168.182.122
192.168.182.123
192.168.182.135
192.168.182 155
192.168.182.169
192.168.182.176
192.168.1682.178
192.168.182_.188
192.168.1682.2688
192.168.1682_.212
192.168.182_.213
192.168.182.217
192.168.182.219
192.168.182 222
122.168.182.225
192.168.1682.238
192.168.1682 245

MetBIOE HName

UIGORHEC

IFP

CAROL
Recvfrom failed:
Recvfrom failed:
BLACKHAWK
CRUSADER

UIGOR

LIUMARK
BLACKHAT

GHAB1L

MERO
Recvufrom failed:
Recvufrom failed:
BSERUER
IDECONS0OLE
SENSOR

¥ IMNGL

[ S™UNKNOWMN
Recvfrom failed:
DRAGON

SOLARIE

Server

{zervepr’
{servepr’>
{servepr’>
Connection
Connection
{servepr’>
{servepr’
{servepr’>
{servepr’>
{seprvenr>
{zervepr’
{servepr’>
Connection
Connection
{servepr’>
{zseprvepr’>
{seprvenr>
{servepr’>
{servepr’>
Connection
{zservepr’
{servepr’>

UIGORHEC

IFP

CAROL

reset by peer
reset by peer
ADMINISTRATOR
CRUSADER
UIGOR

LIUMARK

__ _UMWARE_USER___
TEST

HERO

reset by peer
reset by peer
BSERUER
IDECONSO0LE
SENSOR

¥ INGL

UMEHOWMN

reset by peer
ZHAMGHMI NG
S0OLARIES

D:~Tools“~Hetwork security nbtscanl_S>nhtzscan_1_5>

MAC address

Bi-18-a4-15—e?—al
80—-860-b4—44—"e—ht
B0-84-76—6e—d2—-8hb

Bi—-al-BAc—14-H1—eb
B0-58-ba—bc—h3-—7c
Al—A0-A8—-AB-08-08
80-84-5a—4d-53-7hb
B0-81-82—-?8—d6—hd
B8-568-bf -A1-A5-hbhb
80-80-b4—c2-87-——ce

580-80-bd-B4-6a—78
50-78-4c—63—ch-64
-8 -A8—08-Bd—-uA
A0-50-84—-bd-A7-57
B0—-68-?28—ef—Ya—3e

BA-58-ba—f2-He—71
80—-80-A8-B8-08-08

ATEW, FRAD
AT B ) ) SR FE

_|Of x|
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uE NetB10S M4&=RiEE =

v net viewEBFE. TFEVBIENEXZRIEFERIFE

VITREN T ERUWERE, W fnet viewEF Hir3EZFE

D:~Tools“Hetwork seql.u':i.t_:_._l_,r}nll:rtscani_ﬁ‘m]:rtsca.n_i_ﬁ)net view 192.168.1682 111
F 192.168.182.111 FIHETE

it

D:~JTools“Metwork security-nbtscanl_S*nbtscan_1_ 52
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NetB I OS Hé%/ﬂl)— _ln\——/\
TP 8 B TR A

> PANE

.
—A;\.

i3 Legion - I Dlﬂ
Help
Scan Tvpe e
Srat i »
{* Scan Hange W - L}‘EGI ON %2-.«1"
art Sear s -
£ Sicary st —_—
Clear = Sean Hange
= Enter Start 1P Iﬁlﬁ Iﬁl'l_
Enter End IP 192 168 |102 |255
I = 8 zhares found on 4 remote hosts. I_ I_ I_ I_
eg I O n g LEngn %4192.168.102.11155 haredD ocs ;I
..... 192162102111 W1592 1681021 350public
....... Charedl oos %4192 1658102 155
- WW192.168.102.2345D
E‘ """ 132168.102135 Y192 168102 2344CA0
"""" =3 public W92 168102 234 5\LISUKE
E| ..... 192.163.102.155 w192 168102 23455HARE
....... e Y192 168102 234\ HPW

Show BF Tool |

Map Drive |

[

Save Text |

legion FINAT
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NetBIOS MZ X FEES T H

Server=[_1 User=[nobody] Yorkgroup=[WORKGROUF]1 Domain=[WORKGROUF1]
[#1-—— Ohtained listing of shares:

Sharename Type Comment

ADMI MG Disk: IPC Service (Samba Serverd
IPCS IPC: IPC Service (Sambha Serverd
public Disk: Public Stuff

Thiszs machine has a browse list:
Server Comment

RATINBOW
UIGOR Samba Server

Attempting to access share: MW
Unable to access

Attempting to access share: ““=~ADMIN%
Unable to access

Attempting to access share: e public
WARNING: Able to access share: “espuhlic
Checking write access in: ““w*spublic
Attempting to exercise .. bug on: ““public

Attempting to access share: ““=*=C3%
Unable to access

Attempting to access share: “s=\D%
Unable to access
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nE NetBIOS MKZRIFEERTH
SNTRKHF % EE S T A

v'nltest. rmtshare. srvcheck. srvinfo.
netdom%f

< HA M 2% YA A T E
vepdump. getmac. netviewx. enum.,
dumpsec
<1 : NTRKZEWindowsHAE i) B 45 & 3 T H.
NT Resource Kit, 7£2000 ServerzZi4t 1]
Support\Tools H=x
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P ENLII R 28 F0 %5 5 58 Ja%
F 4%, 50%M% 116 5T X

SBHEE X E

)_\é
<>—H IR
sk
<P B EAE
B H R YR

VEIHHE—E T A

w)

EER L

7] [F] B A] A 1)
CH, IINAT. enum.,

dumpsecé‘jp

=

\)
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-

II Hﬁjj AA *Er‘_&*—\l

PR ENLAT N A i
Wﬁﬂ

- %
vtelnetfincEL£ZE 7))
e c:\telnet 192.168.102.155 80

HTTP-1.1 480 Bad Reguest
Server: Microsoft-IIS-5.1
Date: Thu, 27 Har 2003 B87:88:39 GHMT

Content— Tupe: texts html
Content— Length: 8%

AR
< 1] LA A IR S5 a% _Laa 4T B AR 2

a—- TARNY
AL

J

i

“html>*<head><title>Error< title><head>*<body>The parameter iz incorrect #ho

< s/html>

L
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||Nwmmw%%ﬁﬁﬁﬁﬂ§§

Onc —v 192.168.102.233 80

D:~Tools*Metwork security~ncwncinc —v 192_.168.182.233 8@
GHAB—BJA3Y4J4RN [192_.168.1682_2331 8@ (http> open

HTTP-1.1 48 Bad Reguest

Server: Microsoft-IIS-/5.8

Date: Thu,. 27 Har 2083 B6:54:82 GHMT
Content—-Type: text- html
Content—Length: 8%

Chtml>Chead»<title*Error{ title><{ head>*<{bhody>The parameter iz incorrect. < body>
< html>
D:sTools*Metwork securitysncwncr

FERAE T iR 55 A KA i ARAS 2 s Bk
A DS RS 22 & SRR VR T B
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" B SRR

STEE AR BT KSR AN R OWwE, ARirF
Xt TCPAIUDPK135~ 1393 I i35 [

<-2000fIxpH, EEZE [445% .,

B el b4
IEECRTHE |12t frIRR |

ST Pl AR 5 Ch RO HER .

EEFE T

== TR 1t
‘j,,, [IEFETh[ElESRE] _l
3
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< Hkey Local Machine\SYSTEM\CurrentControlSet\Co
ntro\LSA, #ii— A NEFETRestrictAnonymous, ##E
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Unix/LinuxBiE S

- Unix/Linux B B AR SEIAK T w5 AE R TCP/IP,
TEE TS FINetBIOSIREUE B

< F FAURiX/Linux B Bti) — L 45 548 7T LISEAT

2 5
< P 4% B IR T

v showmount, HT&ERMZEHERANFSHEIXIFRS

(18 F 3 11 2049)
v M 2%15 B RSFNIS

4 F P25 5

v finger: B3IREUZHE

525

LA 5 BRI R 8 vk,

fingerfksy: (ROS A7) HBITEANZERIBRE
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Unix/LinuxBy&E 5

cr Telnet 192 168102225

[rootPsensor liupengl#t finger -1 EF192.168.182.216

[122.168.1082_.2161

Login:= r»oot Mame: root

Directory: root Shell: ~sbinsbhaszsh

On zince Thu Mar 27 11:36 <EST> on ttyl 15 =zeconds idle
{messages off>

Login: liupeng Mame: <null>
Directory: homesliupeng Shell: ~sbin-sbhash
On since Thu Mar 27 23:28 <EST> on tty2 8 seconds idle
Mo mail.

Mo Plan.

[rootPsensor liuwupenglit
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