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Welcome

Thank you for selecting Odyssey® Client.

With Odyssey Client, you can connect to your network easily and securely. You can
use Odyssey Client to perform the following tasks:

. Configure and control your wireless or wired adapter.
. Connect to access points as well as to peer-to-peer networks.
. Configure authentication profiles to allow you to connect to different networks

with different credentials.
. Use 802.1X to authenticate to the network.

. Use a wide variety of authentication methods, including powerful methods
such as EAP-TTLS, PEAP, and EAP-TLS, to keep your credentials secure.

For more introductory information, see the following topics:
. Requirements
. Documentation

. Technical support

Requirements

Odyssey Client Manager has the following requirements with respect to hardware
and software:

. “Operating systems” on page 6

. “Wireless adapter card and/or wired network card” on page 7
. “Network hardware” on page 7

. “Browsers” on page 7

Operating systems

Odyssey Client Manager runs under the following operating systems:
. Windows 98

. Windows 98 SE

. Windows Me
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. Windows 2000 Professional or Server

. Windows XP Home or Professional

Wireless adapter card and/or wired network card

In order to use wireless capabilities, your computer must be equipped with a wireless
adapter card and a driver that supports the Microsoft-defined 802.11 OIDs, and is
802.1X compliant. In order to authenticate to a network using a wired connection,
you need any network card that is adapted for a wired connection.

The most recently updated list of compatible adapter cards can be found on the
Odyssey User Page on our web site. For a shortcut to this page, select Web >
Odyssey User Page from the menu.

Network hardware

For wireless network authentication, your network must include at least one 802.1X
compliant access point.

For wired network authentication, your network must include at least one 802.1X
compatible switch or hub.

Browsers

Your computer must be running Microsoft Internet Explorer 5.5 or later.

Documentation

Your Odyssey Client Manager software includes a help system that allows you to
access this documentation on your computer. To bring up this help system, select the
Help > HelpTopics menu command from the Odyssey Client Manager. You can
also read the manual in PDF format. The manual is called OdysseyClientAdmin.pdf,
and is located on your product CD under Docs.

You can also get context-sensitive help at any time by clicking F1. The help system
appears opened at the section that best explains your current situation.

The Help > View Readme File menu command located on the Odyssey Client
Manager opens the readme. txt file. This file may have important information about
Odyssey Client that is not included in this manual.
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Technical support

If you have any problems installing or using Odyssey Client, there are various
resources available to help you at no charge:

. This manual and the README.TXT file may contain the information you need
to solve the problem you are having. Please re-read the relevant sections. You
may find a solution you overlooked.

To look at the README.TXT file, select the Help > View Readme File menu
command from the Odyssey Client Manager.

. Check our web site http://www.funk.com for additional information and
technical notes. You can also select Web > Odyssey User Page from the menu
bar to go to a special home page for Odyssey Client users.

. E-mail your questions or issues to support@funk.com.

. We provide 30 days of technical support by phone at no charge, starting from
your first support call. For technical support by phone, you can call (617) 491-
6503, Monday through Friday, 9:00 A.M. to 5:00 P.M., Eastern time.

For support beyond the initial 30-day period, we offer a range of support options
including support and maintenance contracts and pay-per-call. Consult our web site
for the support plan that best meets your needs. Select Web > Funk Software Home
Page from the menu bar, then navigate to the Tech Support > Support Options
section of the web site.

If you are located outside North America, you can receive support either by
contacting the Funk Software partner in your country or by contacting us directly.
You can find the name of the support provider nearest you on our web site. Select
Web > Funk Software Home Page from the menu bar, then navigate to the Contact
Info > International section of the web site.

Please take a moment to register your copy of Odyssey Client with us. Doing so
allows you to receive notifications of product upgrades and special offers and will
expedite your first contact with our Technical Support department. To register
Odyssey, select the Web > Register Odyssey menu command.
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http://www.funk.com

Installation



Installation Process

If you are running Windows 2000 or Windows XP, you can only install Odyssey
Client if you have administrator privileges.

You can find the following basic installation instructions in the following topics:
. Installation requirements

. Installation instructions

Installation requirements

Before you install, please note the following:

. Your wireless (and/or wired) network adapter card and associated driver
software should have already been installed.

. On Windows 2000 and Windows XP, you must have administrative privileges
to install Odyssey Client.

Installation instructions

Installation of Odyssey Client has two phases:
. Install

. Configure

Install

To install Odyssey Client:

1 Insert the installation CD into your CD-ROM drive. The installation process
starts automatically.

2 The installation wizard asks you a series of questions. Your answers determine
how the software is installed and configured. Follow the instructions as they
appear.

3 After you supply all of the necessary information to the installation wizard,

you can click the Install button to begin the installation process.
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Configure

Installation

Once the first phase of the install process is complete, use the Configure and
Enable Odyssey Wizard to configure Odyssey Client for use by you (the current
user who is performing the installation). If this wizard does not open for you
automatically, your installation is already complete.

Read the following topics to learn more about configuring Odyssey Client:
. Configure Odyssey Client for each user on a single PC
. Configuring Odyssey Client for multiple machines

Configure Odyssey Client for each user on a single PC

Your computer may have multiple user accounts. Once installed on a single PC,
Odyssey Client is available to all users. However, the settings that control Odyssey
Client’s operation are separate for each user.

Whenever you use Odyssey for the first time, the Configure and Enable Odyssey
Wizard may appear, so that you configure Odyssey Client for own use. If there are
multiple users of the same client machine, they are each offered the option to
configure Odyssey through this wizard when the configuration is incomplete. If this
wizard does not appear, your initial configuration is complete. In the case that the
wizard does appear, you have the following options with respect to personal
configuration of Odyssey:

. Accept the option for configuration with the wizard

. Decline the option for configuration at the current time, but be asked again
upon subsequent log in

. Decline the option for configuration, and not be asked again

NOTE: Even if you decline to install Odyssey Client for a particular user account,
you can later change your mind and perform the installation. Simply run Odyssey
Client Manager from the Start menu. The Configure and Enable Odyssey Wizard
automatically starts up.

Configuring Odyssey Client for multiple machines

Once you install Odyssey Client on a PC, you can create a custom installer to
customize a default configuration for users of multiple machines. See
“Preconfiguring Odyssey Client for a group of users” on page 99.

11
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Introduction to networking with Odyssey Client

This chapter introduces the basics concepts and terminology behind wireless and
wired networking, particularly as these concepts relate to configuring and using
Odyssey Client.

Read this material if you are configuring Odyssey Client yourself or for a set of
users, or, if you are curious to learn about networking with Odyssey Client. In doing
0, you can learn about how you can use Odyssey Client to best advantage, and, in
particular, how you can maximize the security of your connections over wireless
LANSs.

If you already know all about wireless networking, or if Odyssey has been
configured for you by your network administrator, you can safely skip over this
material.

The network protocols used by Odyssey adhere to the IEEE (Institute of Electrical
and Electronic Engineers) 802.1X standard. The 802.1X standard includes the set of
standards for wireless LANS, known as 802.11.

Some of the basic concepts used by Odyssey for network authentication are
described in the following topics:

. “The 802.11 wireless networking standard” on page 14
. “The 802.1X standard” on page 19

The 802.11 wireless networking standard

14

There are many types of wireless communication. Odyssey is designed to work over
a particular type of wireless network known as §02.171. 802.11 has been standardized
by the IEEE, and is rapidly gaining popularity as a complement, as well as an
alternative to the wired LAN.

In addition to describing modulation and data framing, this standard includes an
authentication and encryption method called Wired Equivalent Privacy (WEP).

Many corporations are deploying wireless 802.11 networks, and 802.11 networks
are beginning to appear in hotels, airports, and other “hotspots” as a means of
internet access.

The following attributes of the 802.11 standard are described here:
. Types of wireless networks

. Wireless network names
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. 802.11 network security
. Wired-Equivalent Privacy (WEP) with preconfigured keys
. Wi-Fi Protected Access (WPA) and TKIP encryption

Types of wireless networks

Your wireless adapter (network interface card) allows you to connect to wireless
networks of two types: access point networks and peer-to-peer networks.

Access point networks

Access point networking is by far the more common, as it can allow you to get onto
your corporate network and, consequently, the internet.

In an access point network, your PC establishes a wireless connection to a device
called an access point. The access point links your wireless PC to the rest of the
network. An access point typically provides general network connectivity for many
PCs.

A single network can make use of many different access points and each access
point typically has a range of several hundred feet. A company that uses wireless
networking can strategically place access points so that wherever you are in the
company, you are always in range of an access point that can link you to the
corporate network.

Normally, you must log in, or authenticate to the network before you are allowed
onto the network. Authentication can be done in various ways described subsequent
sections.

Once you log in to the network, your PC is assigned an IP address on the local
network. This address is provide by a network device called a DHCP server.

You may also find access points at other locations outside of your company building.
For example, you may find access points at hotels, airports, or internet cafes, or, you
may have your own access point on your home network. Some of these locations

require that you log in. Others may provide network access to anyone within range.

When you connect to a network via an access point, you are using the
802.11infrastructure mode.

Peer-to-Peer networks

Even when no access point is available, two or more people can use peer-to-peer
networking to create a private wireless network to connect their PCs together. You
may want to do this in order to share files, run groupware applications, or play

Networking with Odyssey Client 15



Wireless

games. The peer-to-peer network requires no additional equipment beyond a set of
two or more wireless-enabled PCs, located within range of each other. As a result,

this mode of authentication does not involve a RADIUS server, and authentication
that is based on 802.1X is not implemented.

Normally, there is no DHCP server on a peer-to-peer network to assign IP addresses.
Instead, you are connected using an “automatic private IP address” that is assigned
by Windows. These addresses are in the range 169.254.0.0 to 169.254.255.255. Each
PC in the peer-to-peer network is assigned such an address, enabling it to
communicate with the others.

The 802.11 standard refers to this type of network connectivity as ad-hoc mode.

network names

Each wireless network has a name. You can select the wireless network you want to
connect to, by specifying its name.

Network names allow different wireless networks in the same vicinity to coexist
without intruding on each other. For example, the company next door to yours may
also use wireless networking, and you want to make sure that your PC connects to
your company’s network, and not the other’s, even though your PC is within range
of their access points. (How to prevent intruders from connecting to your company’s
network is the subject of the security discussion, below.)

A network name is simply a text sequence up to 32 characters long, such as
Bayonne Office,or Acme-Marketronics, or BE45789, for example. A network
name is case-sensitive, so you have to be careful if you type it in. You always have
the option to scan for available networks. This allows you select the network from a
list, preventing any network naming errors.

The 802.11 standard refers to network names as Service Set Identifier, or SSID for
short.

802.11 network security

16

With the advent of wireless networking, security becomes a critical concern to a far
greater extent than it had been previously, for the simple reason that it is easy for an
attacker to eavesdrop on such connections.

With wired networking, most organizations can rely on physical security to protect
their networks. An attacker would have to get inside a company’s offices to be able
to plug in to the LAN and observe network traffic.
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All it takes to observe wireless network traffic is a PC with a wireless card and a
comfortable spot in the parking lot outside or in the office next door. The following
are some of the things that are required to make a wireless network safe:

. A user must be authenticated by the network before he or she is allowed
access, to make the network safe from intruders.

. The network must be authenticated by the user before the user allows his or
her PC to connect to the network, to prevent a wireless device posing as a
legitimate network from gaining access to the user’s PC.

. The mutual authentication between user and network must be
cryptographically protected. This insures that you are connecting to the
network you want, and not some phony one.

. The wireless connection between a PC and access point must be encrypted, so
eavesdroppers cannot access data that is supposed to be private.

There are two basic mechanisms for providing this type of secure encryption over a
wireless network:

. Preconfigured secrets, called WEP keys. These keep unauthorized users off the
wireless network and encrypt the data of legitimate users.

. Authentication using a protocol called 802.1.X. This uses a variety of
underlying authentication protocols to control network access. The strongest
of these protocols can provide mutual authentication of user and network, and
can dynamically create keys to encrypt wireless data.

Wired-Equivalent Privacy (WEP) with preconfigured keys

With preconfigured WEP (Wired-Equivalent Privacy), both the client PC and access
point are assigned the same secret key. This key is used to encrypt all the data
between the PC and access point.

In addition, the WEP key can be used to authenticate the client PC to the access
point — unless the PC can prove it knows the WEP key, it is not allowed onto the
network.

. When the access point requires that you configure WEP keys for association,
you associate to the access point using shared mode. You can specify to
associate to your access point in shared mode through Network Properties.

. When WEP keys are not required by your access point for the purpose of
association, it is called open mode. You can specify to associate to your access
point in open mode through Network Properties.

. If your access points are configured for WPA association with WEP
encryption, rather than TKIP, you can configure Odyssey Client for this type
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of network as well. In this case, all required WEP keys are generated from an
ASCII passphrase that you configure for your access point, as well as for
Odyssey Client.

See the following topics:

. “Specify the association mode” on page 50, for directions for selecting an
association mode in Odyssey Client

. “Specify an appropriate encryption method for your association mode” on
page 51, for directions for selecting WEP encryption when using shared
association mode

. “Preconfigured keys (WEP)” on page 52, to use static WEP keys with
Odyssey Client

. “Pre-shared keys (WPA)” on page 52, to configure WEP encryption when you
associate in WPA mode

Wi-Fi Protected Access (WPA) and TKIP encryption

18

As an enhancement to the 802.11 wireless standard, Wi-Fi Protected Access (WPA)
encompasses a number of security enhancements over Wired-Equivalent Privacy.
These enhancements include the following:

. Improved data encryption via TKIP (temporal key integrity protocol). TKIP
provides stronger encryption than WEP, by dynamically updating the
encryption keys every 10,000 packets.

. 802.1X authentication with EAP. See “The 802.1X standard” on page 19, and
“Extensible Authentication Protocol (EAP)” on page 19 for more information
on these topics.

When the access point hardware in your network requires that you associate via the
enhanced WPA association mode, you can configure Odyssey Client to associate in
WPA mode. If the hardware is configured for TKIP encryption, you can configure
Odyssey Client for this enhanced data encryption method as well.

In addition to conforming to 802.1X specifications for dynamic key generation
(available with the strongest authentication methods), WPA allows for pre-shared
keys to be generated for TKIP (or WEP) encryption from a passphrase. If you
configure a passphrase for key generation in your access points, you must configure
the same passphrase in Odyssey Client.

See the following topics:

. “Specify the association mode” on page 50, to use WPA association mode
with Odyssey Client
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. “Specify an appropriate encryption method for your association mode” on
page 51, to use TKIP encryption with WPA association

. “Pre-shared keys (WPA)” on page 52 to configure a static passphrase

The 802.1X standard

The IEEE 802.1X protocol provides authenticated access to a LAN. This standard
applies to wireless as well as wired networks. In a wireless network, the 802.1X
authentication occurs after 802.11 associations are implemented. Wired networks
use the 802.1X standard without any 802.11 association.

The WEP protocol using preconfigured keys has various shortcomings, both in
terms of ease of administration, as well as security. To alleviate these problems, the
IEEE introduced another standard, 8§02. 1.X. 802.1X provides better security than
preconfigured WEP keys, and is easier to deploy, particularly on large networks.

Using preconfigured WEP keys, it is the wireless client PC that is authenticated to
the network. With 802.1X, it is the user that is authenticated to the network with the
user credentials, which may be a password, a certificate, or a token card. The
authentication is not performed by the access point, but rather by a central server. If
this server uses the RADIUS protocol, it is called a RADIUS server.

With 802.1X, a user can log in to the network from any PC, and many access points
can share a single RADIUS server to perform the authentication. This makes it much
easier for the network administrator to control access to the network.

See the following topics for details:
. Extensible Authentication Protocol (EAP)
. Session resumption

. Reauthentication

Extensible Authentication Protocol (EAP)

802.1X uses the protocol called EAP (Extensible Authentication Protocol), to
perform authentication. EAP is not an authentication mechanism per se, but is a
common framework for transporting actual authentication protocols. The advantage
of EAP is that the basic EAP mechanism does not have to be altered as new
authentication protocols are developed.

Odyssey provides a number of EAP protocols, allowing a network administrator to
choose the protocols that work best for a particular network.
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The newer EAP protocols have an additional advantage: they can dynamically create
keys that can be transformed into WEP keys to encrypt data between the PC and
access point. Dynamically created keys have an advantage over preconfigured keys
because their lifetimes are much shorter. Known cryptographic attacks against WEP
can be thwarted by reducing the length of time that a WEP key remains in use.

Odyssey offers a number of EAP authentication mechanisms. The following are the
strongest methods:

. EAP-TTLS
. PEAP
. EAP-TLS

Each of these authentication methods provides secure mutual authentication of the
user and the network, and produce dynamic keys that can be used to encrypt
communications between the PC and access point. With mutual authentication, not
only does the network authenticate you, but you also authenticate the network.
Odyssey Client also offers LEAP and EAP-MD5-Challenge, and EAP-Token Card
protocols for authentication.

Mutual authentication is an important security precaution when using wireless
networking. By verifying the identity of the authentication server, mutual
authentication provides assurance that you connect to the your intended network,
and not an access point that attempts to pretend to be your network.

EAP-TTLS, PEAP, and EAP-TLS all let you authenticate the network by validating
the certificate of the authentication server. If the certificate identifies a server that
you trust, and if the authentication server can prove that it is the owner of that
certificate, then you can safely connect to this network. Before understanding some
of the stronger EAP protocols, you must first understand certificates.

Certificates

Certificates are based on public/private key cryptography (or asymmetric
cryptography). Public/private key cryptography is used to secure banking
transactions, online web commerce, email, and many other types of data exchange.

Previously, if two people wanted to communicate securely, they had to share the
same secret key. This one secret key had to be used to both encrypt and decrypt data.
Sharing keys, however, is limiting: the more people you share your key with, the
more likely it becomes that your key can be revealed.

With public/private key cryptography, there are two keys that have different values
but work together — a public key, and a private key. You keep your private key
secret, but reveal your public key to the whole world. Anyone can encrypt data using
your public key with the certain knowledge that only your private key can decrypt it.
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However, only you can “sign” data with your private key. Anyone can use your
public key to determine that the data could come from you and you alone.

A certificate is a piece of cryptographic data that guarantees that a particular public
key is associated with the private key of a particular entity. This entity could be an
individual or a computer. A certificate contains a public key and the name of the
entity that owns it.

Each certificate is signed, or “issued”, by a certificate authority. By issuing a
certificate, the certificate authority guarantees that the name in the certificate
corresponds to the certificate’s owner (much as a notary public guarantees a
signature). The certificate authority also has a certificate, which, in turn, is issued by
a higher certificate authority. At the top of this pyramid of certificates is the root
certificate authority. The root certificate authority is typically a well-known entity
that people trust, whose self-signed certificate is widely known. For example,
Verisign and Certicom are root certificate authorities. Many corporations have set up
their own private root certificate authorities as well.

The sequence of certificates from the end entity through any intermediate certificate
authorities up to the root certificate authority is called a certificate chain. Certificate
chains are typically no more than several certificates in length. In many cases, a
chain consists of two certificates — an end entity certificate and a root certificate.

Certificates are ideally suited for authentication. The disadvantage of certificates is
that, while it is fairly easy to provide certificates to servers, it is much harder to
provide certificates to users. This is because, at any given company, the number of
servers that may require certificates is relatively small, but the number of users can
be enormous. For your company to provide certificates to each of its employees can
be a daunting management task, and may require a level of administration that your
company is not prepared to undertake. However, depending on the position of your
company with respect to end-user certificates, you may be required to use
certificate-based authentication methods.

EAP-TTLS

EAP-TTLS is a protocol devised by Funk Software and Certicom. It is designed to
provide authentication that is every bit as strong as EAP-TLS, but it does not require
that each user be issued a certificate. Instead, only the authentication servers are
issued certificates. User authentication is performed using a password, or other
credentials. The credentials are transported in a securely encrypted “tunnel” that is
established using the server certificates. Within the EAP-TTLS tunnel, you can use a
set of inner authentication protocols. See “Using EAP as an inner authentication
protocol” on page 44 for more information.

With EAP-TTLS, it is not necessary to create a new infrastructure of user
certificates. User authentication is performed against the same security database that

Networking with Odyssey Client 21



is already in use on the corporate LAN. For example, Windows domain controllers
or an SQL or LDAP database can be used.

PEAP

PEAP is comparable to EAP-TTLS, both in its method of operation and its security,
although it is not as flexible, and does not support the range of inside-the-tunnel
authentication methods that EAP-TTLS supports. Commercial implementations of
this protocol that started appearing at the beginning of 2003 were beset with
interoperability problems. Nevertheless, this protocol is supported by Microsoft and
Cisco, and can be expected to find widespread use. PEAP is a suitable protocol for
performing secure authentications against Windows domains and directory services.

EAP-TLS

EAP-TLS is a protocol devised by Microsoft, based on the TLS (Transport Layer
Security) protocol that is widely used to secure web sites. It requires that both user
and authentication server have certificates for mutual authentication.

While EAP-TLS is cryptographically strong, it requires that the corporation that
deploys it maintain a certificate infrastructure for all of its users.

Session resumption

22

For security purposes, it is good practice to periodically reauthenticate to your
network. When you first authenticate using EAP-TTLS, PEAP, or EAP-TLS, a fair
amount of intensive computation is performed both on your client PC and on the
network authentication server. Private keys must be used to encrypt or sign data,
signatures on certificates must be validated, password credentials must be checked,
and so on.

However, once you authenticate to the network, any subsequent authentications to
the same network server can be accelerated, by reusing the secret information that is
developed during the first authentication. This is called session resumption.

It is usually a good idea to enable session resumption. Reauthentication can happen
fairly frequently in wireless networking, particularly when you are moving between
access points. Each time you connect with a new access point, a new authentication
occurs. The less time it takes to perform that authentication, the less likely you are to
experience a momentary stall when transferring data. Plus, using session resumption
puts less load on the authentication server.
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Session resumption results in the distribution of new keys to client and access point,
just as a fresh authentication does. See “Session resumption” on page 67 for more
information on using this feature.

Reauthentication

The ability to reauthenticate to the network is a feature of Odyssey Client.

Periodic reauthentication serves two purposes:

. As a general security measure, it verifies that you are still on a trusted
network.
. It results in distribution of fresh shared keys to your PC and access point. The

access point may use these shared keys to refresh the keys used to encrypt
data. By frequently refreshing keys, you can thwart cryptographic attacks.

. See “Automatic reauthentication” on page 68 for more information on
configuring this feature.
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Odyssey Client Manager Overview

Odyssey Client Manager is the Windows interface that allows you to control and
configure the Odyssey Client product. This interface is consistent for all platforms
on which you can run the product.

Odyssey Client Manager - IEIliI
Settings Commands ‘Web Help

i q Connection
= 8= Connection
: Adapter: | Intel(R] PRO/100 E Network Cornection = |
{ t Profiles Adapter type:  wired 802,13
[ - ¥ Connect using profile: |{: Toronto TTLS =

Sicat ...
1 Auto-Scan Lists —_I

Connection information

s_ Trusted Servers Status: apeh and authenticated
Elapzed time: 00:02:46

.@ Adapters Metwork (55107
Access point: switch
Packats indout: 1066 / 40

Beconnest | Feauthenticate | :E[ﬂ &, ==

If your system administrator has configured Odyssey Client for you in advance,
chances are that you only need to use the main Connection panel of the Odyssey
Client Manager. Depending on your configuration, you can use this panel for the
some or all of the following tasks:

. Connect to a network using a wireless or wired connection
. Reconnect to a network

. Reauthenticate to a network

. View connection information

More advanced tasks that you or your system administrator may want to perform
include the following:

. Adding a wireless or wired adapter

. Creating a user profile and configuring authentication for that profile
. Adding or editing network properties

. Configuring trusted servers

See the following topics to learn about operating all features of Odyssey Client
Manager:

. “Starting Odyssey Client Manager” on page 27
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. “Connection panel” on page 29

. “Profiles panel” on page 36

. “Networks panel” on page 47
. “Auto-Scan Lists panel” on page 53
. “Trusted Servers panel” on page 56

. “Adapters panel” on page 64

. “Settings menu” on page 66

. “Commands Menu” on page 76

. “Web Menu” on page 77

. “Help Menu” on page 78

. “Tray icon menu commands” on page 79

. “Interaction with other adapter software” on page 81

Starting Odyssey Client Manager

You can start Odyssey Client Manager in any of the following ways:

. From the System Tray: Double-click the Odyssey icon, or right-click it and
choose Odyssey Client Manager

. From Control Panel on your PC: Double-click the Odyssey Client Manager
icon

. From the Windows taskbar: Select Start > Programs > Funk Software >
Odyssey Client > Odyssey Client Manager

NOTE: The System Tray is the lower right corner of your monitor, where some

application icons are displayed.

The Odyssey icon looks as like this @, although it may not have the same color.

Odyssey Client Manager display

For most network connections, Odyssey Client Manager consists of a number of
panels that allow you to control different aspects of its operation:

. Use the Connection panel to control your network connection and display
your current connection status.

. Use the Profiles panel to set information that is used when you authenticate, or
log in, to the network, such as your password or certificate.
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. Use the Networks panel to configure different wireless networks and how you
want to connect to them.

. Use the Auto-Scan Lists panel to specify ordered groups of wireless networks
for seamless connection.

. Use the Trusted Servers panel to set certificate and identity information about
the servers that may authenticate you when you connect, to ensure that you are
logging in to the network that you intend.

. Use the Adapters panel to configure one or more network adapters (interface
cards) for wired or wireless networking.

All of the panels are listed at the left of the Odyssey Client Manager display. Click
the name of any panel to view or modify it.

NOTE: If you are connected to the network via the credentials of your client
machine (as opposed to your own user credentials), then Odyssey Client Manager
(pictured below) does not have most of these features, since there is no data to
configure. In this case few of these features are available.

Odyssey Client Manager
Settings Commands web Help

Connection
Ldapter; 3Com CAWEBZ0928, Wireless LAN PC Carj
Adapter type:  wireless

Connection information

Statuz open and authenticated
Elapzed time: 00:00:15

Metwork, [SSI0);

focess point: 00-40-36-55-FE-18
Packets indout: 2/3

Reconnect | Reauthenticate | djj] é, L ]

If you are a system administrator, find more information about configuring
connections with machine credentials in the following topics:

. “Machine Account Settings” on page 87
. “Machine Account” on page 94
. “Test machine connection settings” on page 98

In addition to the panels, a number of less-frequently used commands are available
from the menus:

. Settings menu
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. Commands Menu
. Web Menu
. Help Menu

Finally, some commands are available if you right-click the Odyssey icon in the
System Tray.

Connection panel

The Connection panel lets you select an adapter, establish a connection on it, and
display your current connection status.

Odyssey Client Manager o ] 4
Settings Commands  Web Help

Connection

fidapter: | 3Com 3CRWEE20924 Wireless LAN PC Car x|
{ t Profiles Adapter type:  wireless
""'Netwolks ¥ Conhnect to netwark: If& arl j

Scan ... |
“Auto-Scan Lists

Contection infarmation

g_‘g Trusted Servers Status: open and authenticated
Elapzed tine: 00:00:24

Q Adapters Metwork [SSI0];
Access poink: 00-40-96-55-FE-18
FPackets infout: 3/3

Beconnect | Reauthenticate | d:[ﬂ é, =1

You can perform the following tasks in the Connection panel:

. Select an adapter with which to make your network connection
. Connect to a network (wireless connections only)

. Connect using profile (wired connections only)

. Configure multiple simultaneous network connections

. Scan for wireless networks

. Reconnect to a network

. Reauthenticate to a network

. Disconnect from a network connection

. View connection information
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. View informational graphics and detailed status

NOTE: The Connection panel display and features vary when you connect from a
wired adapter, or if you connect to the network via machine credentials. For
example, the scanning feature is unavailable in these cases.

Select an adapter

If you or your administrator has configured more than one adapter for use with
Odyssey, then you can use the Adapter drop-down list in the Connection panel to
associate any of those adapter cards with a network connection.

Once you select an adapter, the Adapter type field on the Connection panel is
updated to reflect the type (wireless or wired) of adapter you select.

Connect to a network (wireless connections only)

30

When you connect to a network using a wireless adapter, you specify all the
information required for the connection using an Odyssey Client network definition.
When you define a network in Odyssey Client, you also must associate the user
authentication information you specify in an Odyssey Client profile definition.

The Connect to network checkbox on the Connection panel lets you connect and
disconnect from the wireless network. If you want to be connected to a wireless
network, make sure this box is checked.

The drop-down list to the right of Connect to network lets you select a wireless
network or auto-scan list to connect to. The only items that appear on this list are the
individual networks that you have already configured using the Networks panel, and
auto-scan lists that you have specified using the Auto-Scan Lists panel.

Any auto-scan lists that you have already created appear at the top of the list. These
are followed by the names of configured networks. Network names appear in angled
brackets, after any network description text that you have specified.

Both networks and auto-scan lists have icons before the name:

e
. ' for networks

. I for auto-scan lists
To connect to a network that you have already configured:

1 Select the network or the auto-scan list you want to connect to from the drop-
down list to the right of Connect to network.

2 Check Connect to network, if it is not already checked.

Chapter 4



If you have selected an auto-scan list, then the first network in the list that responds
to the authentication request is generally the network to which you connect.

To disconnect from a wired network, uncheck Connect to network.

Connect using profile (wired connections only)

When you make a network connection using a wired connection, you specify all of
the required connection information in a user profile. As a result, when you
configure a wired connection, you connect using an Odyssey profile.

The Connect using profile checkbox lets you connect and disconnect from the
wired 802.1X network switch. If you want to be connected, make sure this box is
checked.

The drop-down list to the right of Connect using profile lets you select the profile
you want to use for the wired connection. All profiles that you have already
specified in Odyssey appear on the list.

To connect using a profile that you have already specified:

1 Select the profile from the drop-down list to the right of Connect using
profile.

2 Check Connect using profile, if it is not already checked.

To disconnect from a wired network, uncheck Connect using profile.

Configure multiple simultaneous network connections

Each adapter on your computer can have its own connection. This means that if you
have two wireless adapters, for example, you can have two simultaneous
connections to wireless networks. Similarly, you can simultaneously run a wired
connection and a wireless one. You can have as many network connections running
simultaneously as you have adapters installed on your machine and configured with
Odyssey Client.

To connect to more than one configured network using multiple adapters:
1 Select an adapter from the Adapter drop-down list on the Connection panel.

2 Assign a network or an auto-scan list to this connection for wireless
connections, or assign a profile for wired connections.

Repeat these steps for each adapter whose network connection you want to establish.

You can use the Adapter drop-down list on the Connection panel to toggle between
the adapters you have configured for multiple network connections, and hence
monitor your multiple network connections.
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Scan for wireless networks

If you travel frequently, you may want to want to authenticate through locally
available wireless networks that you have not already configured.

To connect to a wireless network that is not yet configured, follow these steps:

1 Click Scan on the Connection panel. Odyssey Client surveys the air waves
and displays a list of all wireless networks that are currently reachable.

Connect to Available Network x|

access poink networks | peer-to-peer networks

Select access point network bo connect bo:

zignal | riebwork, |
ooa CALGARY
ooa OTTAWA,

ak. I Caticel |

2 Select the network to which you want to connect, and click OK.

. If you have already configured the settings for this network, Odyssey
Client attempts to connect to it using those settings.

. If you have not yet configured settings for this network, the Network
Properties dialog first appears. Specify settings and click OK. Odyssey
Client attempts to connect to the network.

NOTE: Only those wireless networks that are configured by an administrator to
“send beacons” are visible to you when you scan. If “send beacons” is off, then you
must enter the network from the Networks panel.

Reconnect to a network

When you click Reconnect on the Connection panel, Odyssey Client disconnects
any existing connection for the currently selected adapter and starts a brand new
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connection to the selected wireless network. The new connection may be with a
different access point (on the same network) than your previous connection,
depending on factors such as signal strength. If authentication is in use on this
network, you are reauthenticated when the new connection starts. If dynamic
encryption keys are in use, they are refreshed. Note that you do not have this feature
available if you are connected using a wired adapter.

You probably do not need to use this button often. However, there may be times
when your connection is not performing as well as it should. Clicking Reconnect
can sometimes help, particularly if it results in a connection with an access point that
is able to provide better service.

Reauthenticate to a network

When you click Reauthenticate on the Connection panel, Odyssey Client
reauthenticates you over the existing connection shown in the display, without
starting a new connection. If dynamic encryption keys are in use, they are refreshed.

Disconnect from a network connection
To disconnect a network connection, uncheck Connect to network for wireless
connections, or Connect using profile for wired connections.

View connection information

The Status field on the Connection panel displays the current status of your
connection to the network through this adapter. One of the following messages

appears:

Status message Definition

open and authenticated The connection is authenticated, and you are
connected.

open / authenticating Reauthentication is in progress, and you are con-
nected.

open / requesting authentication You have requested reauthentication, and you
are connected.

open The connection is not authenticated, but you are
connected.

peer-to-peer The network type is peer-to-peer (ad hoc), and
you are connected.

authenticating You are not yet connected, but authentication is in

progress.
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Status message Definition

requesting authentication You are not yet connected, but you have
requested authentication from the access point.

waiting to authenticate You are not yet connected and the last authenti-
cation failed but, you are waiting to retry.

searching for access point You are not connected, and communication with
an access point on the requested network has not
been established. This may occur when your
adapter does not support 802.1X, or if your
access point is not within range.

searching for peer(s) You are not connected, and communication with
other PCs on the peer-to-peer network has not
been established

disconnected You are not connected, and Connect to network
may be unchecked.

See “Connect to a network (wireless connec-
tions only)” on page 30 for how to connect.

Odyssey is disabled You are not connected and Odyssey Client has
been disabled.

adapter not present You are not connected and the configured
adapter is not currently available. This may occur
when your adapter does not support 802.1X.

cable unplugged You are not connected. This can occur if you have
a wired connection, but your cable is unplugged.

The Elapsed time field on the Connection panel displays the time that has elapsed
since the current connection has begun.

The Network (SSID) field displays the name of the wireless network to which you
are connected. See “Wireless network names” on page 16. This field is not displayed
when you view the status of a network connection that uses a wired adapter.

The Access point field displays the MAC address of the wireless access point to
which you are connected. (A MAC address is a unique 48-bit number encoded into a
device by the manufacturer.)

The Packets in/out field displays the total number of network packets received and
transmitted since this connection began.

View informational graphics and detailed status

Three graphical status buttons at the bottom right corner of the Connection panel
give you a visual indication of the status of your connection:

. Signal power status
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. Connection status
. Encryption key information

You can use the mouse or the keyboard to view detailed connection status
information from any of these buttons:

. Using the mouse: Point to a graphical status button with the mouse, and hold
down the left-click button.

. Using the keyboard: Tab over to a graphical status button and hold down the
space bar.

Signal power status

The signal power graphic shows you how strong the signal is between your PC and
the access point. The more bars that are filled in, the stronger the signal.

You can interpret the signal power status graphic as follows:
strong signal power

moderate signal power

weak signal power

faint signal power

B AEEAEBRER

no signal power

Hold down your mouse button while clicking this icon to see the signal power
measured in decibels.

Connection status

The connection status button (with the Odyssey “sailing boat” icon) shows the state
of your connection and whether you are authenticated.

& (outline) not connected
~  (red) not connected, due to failed authentication
€ (red) not ted, due to failed authenticat

L3 (black) connected, but authentication not in use

< (blue) connected and authenticated
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Hold down your mouse button while clicking this icon to see details of the last
authentication that was performed over this connection. The information you see
depends on your authentication method and access point, and may include the

following:

. Result of your last connection attempt

. Type of authentication

. Elapsed time (since last connection)

. Cipher suite used to secure credential exchange
. Access point identification information

Encryption key information
The encryption key information button indicates whether or not encryption keys are
in use over this connection.

=) (outline) data is not encrypted

- (black) data is encrypted using static keys

& (blue) data is encrypted using dynamic keys (802.1X)

Hold down this button to see the types of keys in use and their lengths, measured in
bits.

NOTE: An encryption key has a secret part that is either 40 or 104 bits long, and a
24-bit long non-secret part that changes for each packet. Thus, the total key is either
64 or 128 bits long. Odyssey Client Manager reports the length of the secret part,
which is either 40 or 104 bits.

Profiles panel

An Odyssey Client profile contains all the information necessary to authenticate you
to the network. This includes information such as your login name, your password or
certificate, and the protocols by which you can be authenticated. Your profile is, in
effect, the identity that you present to the network and the means that you use to
prove that identity.

You can have different profiles for different networks. For example, you may have
different login names or passwords on different networks, or you may use a
password on one network, and a certificate on another.
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The Profiles panel lists all the profiles that have been configured. When you first use
Odyssey Client Manager, you may find a profile called Initial Profile, containing
commonly used settings. Alternatively, your network administrator may have
already created one or more profiles for you.

Odyssey Client Manager 101 =l
Settings Commands Web Help

'.- Connection Linifes

The fallowing profiles are configured:
{:f hioflss Initial Profile agd. |
7T Auto-Scan Lists Properties ... |

S_S Trugted Servers
thaplers

Each profile you configure is displayed in the list.

. To add a profile, click Add. The Profile Properties dialog appears. Set the
name for the new profile, configure the settings, and click OK.

. To remove a profile, select the profile and click Remove.

. To modify a profile, select the profile and click Properties, or double-click the
profile. The Profile Properties dialog appears. Modify the settings and click
OK.

Profile Properties dialog

The Profile Properties dialog allows you to configure a profile. It is displayed when
you click Add or Properties from the Profiles panel.

When you add a new profile to Odyssey Client, type a unique name for the profile in
the Profile name field of the Add Profile Properties dialog. For example, you may
want to use Office, for your profile associated with your place of employment, and
Home for your home network.

Once you specify and save a profile, you do not have the ability to edit the profile
name when you edit any of its other profile properties. You can, however, remove
the profile and create a new one with a different name.
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In addition to the profile name, you can configure (and edit) the following
information in a profile:

. Login name
. Password and/or certificate
. A specification of the authentication protocols that can be used to authenticate

you to the network
You can specify these using the four tabs of the Profile Properties dialog:
. User Info
. Authentication
. TTLS Settings
. PEAP Settings

User Info

The User Info tab lets you configure the name you use to log in, as well as your
password and/or certificate information.

Profile name: Ifoice

User Info IAuthenticationI TTLS Settings | PEAP Settings

Login name: IAEME'\george

— Passward
¥ Pemit login using pazsword

* yze Windows password
" prompt for password
" use the following password:

I~ Unmask

— Centificate

[ Pemit login using my certificate:

Yiew .. | Brawse ... |

0] I Cancel |
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Login name

Enter your user name into the Login name field. This is the name that is presented to
the network when you authenticate. If you are authenticating against a Windows
Active Directory, use the form, domain\user name, (for example, Acme\george).
Otherwise, use a login name that matches the form of the user name as it is stored in
the authentication database.

Note the following:

. If you are logged in to your network domain, (as opposed to your machine), by
default, Odyssey Client populates this field with the standard network form,
domain\user name, where user name is your user name.

. If you are logged in to your client machine, (as opposed to any network
domain), Odyssey Client populates this field with your user name only.

. It is possible that you must add some text after your login name for the
purpose of routing your authentication to the proper server. For example,
acme\george@sales.acme.com. Your network administrator can tell you how
to set this field correctly.

Password

Check Permit login using password to enable authentication methods that use your
password for authentication.

When the time comes to authenticate, Odyssey Client can obtain your password in
one of several ways:

. Select use Windows password if you want to authenticate to the network
using the same password you present when you log in to Windows. You cannot
select this option if you are running under Windows 98, 98 SE, or Me.

. Select prompt for password if you want Odyssey Client to prompt you when
it is time to authenticate.

. Select use the following password and enter a password in the box below, if
you want Odyssey Client to save your password and use it each time you
authenticate with this profile.

NOTE: If you are running under Windows 98, 98 SE, or Me, and you have
selected the use the following password option, you must reenter the
password in this field whenever you change your Windows password.

If you select prompt for password, you are generally only prompted the first time
you are authenticated after startup. Odyssey Client remembers this password and
reuses it for the duration of your Windows session. The password you enter applies
only to a single profile. If you are authenticated using a different profile, you are
prompted again.
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You may also be prompted to enter your Windows password when connecting to the
network on some occasions, including the following:

. If you accidentally enter an incorrect password or have any other type of
authentication failure. This feature is in place, in part, so as to prevent
accidental lockout due to the reuse of bad passwords.

. If you are required to change your Windows password periodically, and you
are accessing the network with EAP-TTLS or PEAP authentication before
Windows logon

Certificate

Check Permit login using my certificate to enable authentication methods that use
your certificate for authentication.

To select a personal certificate with which to authenticate, click Browse. A list of
your personal certificates appears. Select a certificate and click OK.

NOTE: This is an advanced feature. See your network administrator for information
on which certificate to select if you require one.
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Authentication

The Authentication tab lets you specify the protocols that authenticate you to the
network.

Prafile name: Ifoice

User Infa  Suthentication | TTLS Settings | PEAP Settings |

Authentication protocols, in order of preference:
E&P /TTLS

Remaowe

e

v ‘alidate server certificate

0] I Cancel

Selecting Authentication Protocols

The Authentication protocols list displays the protocols that you have enabled for
authentication. You may have a single authentication protocol in the list, or you may
have several. If you have more than one, you can order them by preference. The
ordering you choose affects the protocol that the server uses when it has more than
one protocol in common with the ones you select here.

You have several options:

. To add a protocol to the list, click Add. The Add EAP Protocol dialog
appears. Select one or more protocols to add, and click OK. You can select
more than one protocol if you hold down Ctrl on your keyboard as you select
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with your mouse. Note that any protocols you have already selected are not
listed in this dialog.

Add EAP Protocol x|

Select one or more protocols ko add:

EAR/TLS

EAP / PEAP

E&P / Token Card
EAP / MDA-Challenge
EAP / LEAP

{0]:4 | Cancel |

. To remove a protocol, select the protocol, and click Remove.

. To reorder protocols, select a protocol and use the up and down arrow buttons
to reposition it.

Validating the Server Certificate

Certain protocols, such as EAP-TTLS, PEAP, and EAP-TLS, allow you to verify the
identity of the authentication server as the server verifies your identity. This is called
mutual authentication.

Check Validate server certificate to verify the identity of the authentication server
based on its certificate when using EAP-TTLS, PEAP, and EAP-TLS. (This is
checked by default.)

You can select trusted authentication server certificates using the Trusted Servers
panel. See “Trusted Servers panel” on page 56.

You should, as a general rule, check Validate server certificate. You do have the
option of turning off this important security precaution, only because there may be
circumstances that require it. You should only do so when your network
administrator instructs you to.
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TTLS Settings

The TTLS Settings tab lets you configure the use of EAP-TTLS as an
authentication protocol. These settings are only relevant when you select EAP-TTLS
as one of your authentication protocols in the Authentication tab.

Prafile name: Ifoice

Uzer Infol Authentication  TTLS Settings I FEAP Settings |

Inner authentication pratocol: I MS-CHAP-A 2 A I

Inner EAR pratocals, in order of preference:

Add

Remowve

e

— Anonymous name

“When uging EAP-TTLS exclusively, you can keep pour
lagin hame private and reveal only an anohpmaous name
ah the netwoark: for exarmple, “anonymaous" or

" anonymausEmyisp. com'.

AHDI"I_','I'I'IDUS rname: | anonymas

Ok I Cancel |

EAP-TTLS works by creating a secure, encrypted tunnel through which you present
your credentials to the authentication server. Thus, inside EAP-TTLS there is yet
another inner authentication protocol that you must configure. See “EAP-TTLS” on
page 21.

Selecting the Inner Authentication Protocol

Select from the drop-down list at the right, the Inner authentication protocol you
want to use. You can select any of the following:

. PAP

. CHAP

. MS-CHAP

. MS-CHAP-V2
. PAP/Token
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. EAP

The most commonly used protocol is MS-CHAP-V2. It allows you to be
authenticated against a Windows Domain Controller as well as other, non-Windows
user databases.

CHAP is the most common protocol for authenticating against non-Windows user
databases.

NOTE: You cannot use CHAP as your inner authentication method if you are
authenticating against a Windows NT Domain or Active Directory. As a result, do
not choose CHAP when authenticating against the Odyssey server since it can only
authenticate against a Windows Domain or Active Directory.

PAP/Token is the protocol to use with token cards. When you use PAP/Token, the
password value you enter into the Password dialog is never cached, since any
Token-based password is only good for one use.

Check with your network administrator to determine which inner authentication
protocol can be used on your network.

Using EAP as an inner authentication protocol

If you select EAP as your inner authentication protocol, you must configure the list
of Inner EAP protocols with one or more protocols.

. To add a protocol to the list, click Add. The Add EAP Protocol dialog
appears. Select one or more protocols to add and click OK. You can select
more than one protocol if you hold down Ctrl on your keyboard as you select
with your mouse. Note that only the protocols you have not already added are

available.
. To remove a protocol, select the protocol and click Remove.
. To reorder protocols, select a protocol and use the up and down arrow buttons

to reposition it.

Setting an anonymous name

EAP-TTLS has a unique feature that other protocols do not offer. Because it sets up
an encrypted tunnel for your credentials, it is also able to pass your login name
through that tunnel. That means that not only are your credentials secure from
eavesdropping, but your identity is protected as well.

Thus, with EAP-TTLS you have two identities: an inner one, and an outer one. The
inner identity is your actual login name, and is taken from the Login name field in
the User Info tab. Your outer identity can be completely anonymous. Set your outer
identity in the Anonymous name field.
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As a general rule, set Anonymous name to anonymous, that is, its default value. In
some cases you are required to add additional text. For example, if this outer identity
is used to route your authentication to the proper server, and you may be required to
use anonymous@acme . com. Your network administrator can tell you how to
configure this field correctly.

NOTE: Your outer identity can be anonymous only if EAP-TTLS is the only
authentication protocol configured on the Authentication Protocols tab. If other
protocols are also enabled, Odyssey Client cannot keep your identity private, and
the Anonymous name field is disabled. If you would like the anonymity EAP-TTLS
provides, you must configure EAP-TTLS as the sole authentication protocol.

PEAP Settings

If you select EAP/PEAP as an authentication method in the Authentication tab,
then you can use up to three inner EAP authentication methods:

. EAP/MS-CHAP-V2
. EAP/Token Card
. EAP/MDS5-Challenge

To add or remove any inner authentication methods used with PEAP:
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1

2

3
4

Go to the PEAP tab.

Profile name: Ifoice

User Info | Authentication | TTLS Settings  PEAP Settings I

Inner EAP pratocols, in order of preference:

EAP / M5-CHAPAZ il il
Add |
Remawve |

0] | Cancel |

Click Add to add a protocol. The Add EAP Protocol dialog appears. Select
one or more protocols to add and click OK. Note that any protocols you have
already selected are not listed in this dialog.

Add EAP Protocal x|

Select ohe or more protocols bo add:

E&P / Token Card
EAP / MD5-Challenge

()4 | Cancel |

Select any protocols you want to remove and click Remove.

Click OK when you are completely done modifying the profile configuration.
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Networks panel

The Networks panel allows you to configure settings for connecting to any number
of wireless networks.

Odyssey Client Manager 101 =l
Settings Commands Web Help

'.- Connection Hstnis
The fallowing networks are configured:
@ Profiles certificate required < Torantax Add .. |
passward required < Torontox
<[ary]> Remaove |
<Calgary:
7T Auto-Scan Lists Properties ... |

S_ Trugted Servers
thaplers

Each configured network is listed. You can perform the following tasks in the
Networks panel:

. To add a network, click Add. The Network Properties dialog appears.
Configure the settings for the new network and click OK.

. To remove a network, select the network and click Remove.

. To modify the settings for a network, select the network and click Properties,
or double-click the network name. The Network Properties dialog appears.
Modify the settings and click OK.

Network titles

The titles of networks listed in the Networks panel are coded with special
formatting:

. The name of the network appears in angled brackets. If the name [any] is
listed in angled brackets as an entry in the list of networks, then you use this
network configuration to connect to any available wireless network.

. The description of the network precedes the name. This description comes
from the optional Description field in the Network Properties dialog. You
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can add your own description to any network you configure. This helps you to
distinguish networks.

The network description field is useful for situations that advanced users might
encounter. It lets you easily switch among different “personalities” on the same
network. For example, you may want to use different credentials at different times.
The description field also lets you distinguish two different networks that happen to
have the same network name. Network names are arbitrary text chosen by an
administrator, so it is possible for two unrelated networks to have the same name.

In the illustration above, there are two Toronto networks. The configured
descriptions indicate that password credentials are used with one and certificate
credentials with the other.

Network Properties

48

You can configure wireless network settings in Network Properties. Click Add or
Properties from the Networks panel to view it.

Network Properties x|

— Metwork,

Metwiork name [SSID]: IToronto

™ ‘Connect to any available network: Scan ...

F

Dezcription [optional): Iwilh passward

M etiwark bape: I.t’-‘-.ccess point (infragtructure mode) j
Charimel: Idefault channel j
Aszociation mode: Inpen j
Encryption method: Innne j
— Authentication
¥ Autherticate using profile: Ifoice j
v Eevs wil be generated automatically for data privacy
— Pre-configured keps PWEP]
Eormat fion entering keps: IASCII characters j
Keyw 0 I
Kepd: I
Key 2: I
Key 3: I

QK. I Cancel
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You can configure the following network attributes here:
. Network fields

. Authentication fields

. Preconfigured keys (WEP or WPA)

Network fields

You can perform the following tasks in this section of the Network Properties

dialog:

. Specify the network name

. Scan for a network

. Configure Odyssey to connect to any available network
. Specify a description of the network

. Specity the network type
. Specify the association mode

. Specify an appropriate encryption method for your association mode

Specify the network name

Set Network name (SSID) to the name of the wireless network. The network name
may be up to 32 characters long and is case-sensitive. This name must be entered
correctly in order to successfully connect.

Scan for a network

You can type in the name of the network directly, or you can click Sean to select
from a list of all currently visible networks. When you are in the vicinity of the
network you are configuring, using the Scan button is not only easier than typing,
but also guarantees that the network name is set correctly.

Note that only access points that transmit beacons are visible to you when you use
the Scan button.

Configure Odyssey to connect to any available network

Odyssey Client Manager provides a special network configuration called [any].
The [any] network connects to any available network, regardless of its name. The
[any] network is useful when you are wandering through conferences, hotels or
other locations that provide network access. When you select the [any] network,
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from the Connection panel, you can connect to such networks without having to
configure them individually.

To configure an [any] network, check Connect to any available network.

Although you can use WEP keys and profiles with [any], the more common practice
is to use [any] without 802.11 or 802.1X authentication.

Specify a description of the network

Network descriptions are useful for distinguishing similar network names. You have
the option to enter a description of this network in the Description field. The text
you enter into this field allows two networks with the same name to remain distinct
on the Odyssey Client Manager display.

Specify the network type

If you did not use the Scan button to select your network, you must specify the type
of network by choosing one of the options from the Network type drop-down list.

. Select Access point (infrastructure mode) if this network uses access points
to provide connectivity to the corporate network or the internet. This is the
most common setting.

. Select Peer-to-peer (ad-hoc mode) to set up a private network with one or
more other PCs.

Specify the association mode

Before authentication can take place, you must associate your client to an access
point. The association mode that is required of you depends on your access point
hardware, and how it is configured. Your network administrator can help you
configure the association mode that is required for your network.

See “Wired-Equivalent Privacy (WEP) with preconfigured keys” on page 17 and
“Wi-Fi Protected Access (WPA) and TKIP encryption” on page 18 for more
information on these encryption and association mode choices.

You can chose one of three association modes:

. Open, for connecting to a network through an access point or switch that
implements 802.1X authentication. Choose this mode if you are not required
to select shared mode or WPA.

. Shared, for connecting to a network through an access point that requires
WEP keys for association and data encryption.

. WPA, for connecting to a network through an access point that implements
WPA (Wi-Fi Protected Access).
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Specify an appropriate encryption method for your association mode

Your choice of encryption method also depends on the access point requirements.
Your choices vary according to the association mode you choose. See “Wired-
Equivalent Privacy (WEP) with preconfigured keys” on page 17 and “Wi-Fi
Protected Access (WPA) and TKIP encryption” on page 18 for more information.

You have the following options:

. none, for using 802.1X authentication without WEP keys. This option is only
available to you when you configure access point association in open mode.

. WEP, for using WEP keys for data encryption. This option is available for all
association modes, and is required when you associate in shared mode. When
you select this option, you must fill in WEP keys in the lower portion of
Network Properties. You must choose this option when the access points in
your network require shared mode association with WEP keys.

. TKIP, for using the temporal key integrity protocol. Choose this option when
the access points in your network require WPA association, and are configured
for TKIP data encryption.

. AES, for using the advanced encryption standard protocol. Choose this option
when the access points in your network require WPA association, and are
configured for AES data encryption.

Authentication fields

You can configure network authentication with the following characteristics:
. Authenticate using profile

. Automatic key generation

Authenticate using profile

If the wireless network you are configuring requires that you authenticate using your
personal credentials, check Authenticate using profile, and select the profile to use
for authentication from the drop-down list at the right. You must have already
configured a profile appropriate for authenticating onto this network.

When you check Authenticate using profile, Odyssey Client performs an 802.1X
authentication using your password, certificate, or by other means, as is configured
in the selected profile.

Automatic key generation

Check Keys will be generated automatically for data privacy if the authentication
method specified in the profile results in the creation of dynamic WEP keys for use
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between your PC and the access point. Certain authentication methods, such as EAP-
TTLS, PEAP, and EAP-TLS, generate keys. Others do not. If you use EAP-TTLS,
PEAP, or EAP-TLS to authenticate, check this box. You can use any of these
authentication methods if your access point implements 802.1x authentication. This
option is more secure than using static (preconfigured) keys. Leave this option
unchecked if you are required to use preconfigured WEP keys, or, in the case of
WPA association, a pre-shared key.

Preconfigured keys (WEP or WPA)

The wireless network may require that you preconfigure WEP keys, or that you pre-
share a passphrase, in the case of WPA association. You can enter keys in the lower
portion of Network Properties.

Pre-shared keys (WPA)

If you associate in WPA mode, and you do not generate keys automatically when
you associate an authentication profile to the network connection, then you must
supply a pre-shared ASCII passphrase in Passphrase field. This passphrase is used
as a seed to generate the required keys.

Preconfigured keys (WEP)

If you associate in shared mode, you must configure at least one WEP key. You must
also configure at least one WEP key when you select WEP encryption for the open
association mode, and you do not generate keys automatically when you associate an
authentication profile to the network connection. WEP keys serve the following
purposes:

. Associate with an access point before a connection can be established (shared
mode).

. Encrypt data between your PC and the access point (or other PCs in a peer-to-
peer network)

See “Wired-Equivalent Privacy (WEP) with preconfigured keys” on page 17.

If the wireless network uses 802.1X authentication and dynamic WEP keys are
generated (i.e., you check Authenticate using profile and Keys will be generated
automatically for data privacy), then you do not need to enter preconfigured WEP
keys for data privacy. However, it is possible, though not typical, to use
preconfigured WEP keys for authentication in addition to 802.1X. For example,
EAP-MDS5 does not generate WEP keys for data encryption, so you must supply one
when your profile is set to authenticate with this method.

If you implement either of these uses of preconfigured WEP keys, you must check
the appropriate boxes and set one or more WEP keys appropriately:
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. Check to authenticate to access points (shared mode) if preconfigured WEP
keys are required to authenticate to an access point prior to connection to the
wireless network.

. Check for data privacy to use preconfigured WEP keys for encryption of data
over the wireless network.

Enter the WEP keys in fields Key 0 through Key 3. The values entered here must
match those of the access points or peer computer to which you connect. It is most
common for Key 0 to be used, although your network may require other keys as
well. You can enter keys either as ordinary text characters (ASCII) or hexadecimal
characters.

WEP keys are either 40 or 104 bits long. This corresponds to either 5 or 13
characters when you enter them as ASCII characters, or 10 or 26 characters when
you enter them as hexadecimal digits.

# of bits in key # of ASCII chars # of hex digits
40 5 10
104 13 26

To enter any preconfigured WEP keys:

1 In Format for entering keys, select either ASCII characters or hexadecimal
digits, depending on how you want to enter the keys.

2 Type in the text fields Key 0 through Key 3, each key that you want to
preconfigure.

Auto-Scan Lists panel

You can associate an ordered group of wireless networks with an auto-scan list, so
that you can be connected to any of the networks available in the list. For example,
you may want to associate your home network and your office network with the
same auto-scan list, so that you do not have to change your network connection
specification each time you change location.

When you specify a connection on the connections panel to an auto-scan list, rather
than a single network, Odyssey scans sequentially through the listed networks for an
available network. You may want to use this feature of you are moving your client
machine between locations that access different networks.
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You can specify auto-scan lists from the Auto-Scan Lists panel:

Odyssey Client Manager - |D|ﬂ
gettings  Commands Web Help

'G- Connection Auto-Scan Lists

The following auto-zcan liste are configured:
Q Frofiles Toronto Metworks

'?-" Mebwarks Bemove

“Auto-ﬁcan Lists Eroperties ...

S_ Truzted Servers
Q.ﬂ\dapters

it

Although you can create new lists of networks at any time, each of the individual
networks in a list must have been previously configured with the Networks panel.

The Auto-Scan Lists panel displays the lists that you have created so far.
You can perform the following tasks in the Auto-Scan Lists panel:

. To add an auto-scan list, click Add. The Auto-Scan List Properties dialog

appears.

. To remove an auto-scan list, select it from the list and click Remove.

. To modify the settings for a network, select it from the list and click Edit, or
double-click the auto-scan list name. The Auto-Scan List Properties dialog
appears.

NOTE: Make sure to separately test each network connection for each network in
your auto-scan list. If you misconfigure a network connection on the auto-scan list,
so that authentication fails at every connection attempt, Odyssey does not skip that
network to try other networks on the list. To test a single selected network
connection, go to the Connection panel and check Connect to network and select
the network you want to test.
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Auto-Scan List properties

You can add or edit auto-scan list properties when you click Add or Properties from
the Auto-Scan Lists panel. The resulting dialog allows you to manage lists of the
wireless networks that you have configured with the Networks panel.

Add Auto-Scan List ' x|
Auto-zcan list name:; Toronta Metwark s
Available network s Metwarks in list, in prionity order:
<[anp]> b5 | certificate required < Toronbos
<Calgan

A
x
pazzword required < T orontox

L0 | ¥ |

ak I Cancel |

To specify a new auto-scan list:

1 Provide the List name. You must fill this field in before you click OK. You
cannot choose a list name you have already used, and you cannot edit this
name later when you click Properties for a selected list in the Auto-Scan
Lists panel.

2 Sequentially select networks for your auto-scan list from the list of configured
networks listed under Available Networks on the left. Use the right arrows to
move networks from the left to the Selected Networks on the right. This is
your set of auto-scan networks.

3 Order your selected networks according to the frequency with which you
expect to connect to them. Place your most frequently used networks at the top
of the list. You can use the up and down arrows to reorder the list. You can
modify this list order or contents at any time when you click Properties of the
list by this name from the Auto-Scan Lists panel.

In general, you increase likelihood of connection to a given network (in comparison
with other available networks in the same auto-scan list) by moving it up towards the
top of the list.
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Trusted Servers panel

The Trusted Servers panel allows you to configure which authentication servers
you trust for the purpose of logging you in to the network.

Odyssey Client Manager 10 =l
Settings Commands Web Help

*

uf e Correction Trusted Servers
The following zervers are trugted:
Q Frofiles *.acme. com Add ...
'Q-" Metworks Femove |
Ly Auto-Scan Lists Edi.. |
Advanced . |

Q Adapters

When you configure trust in a server, you must not only specify the name of the
server, but also the certificate chain to which it belongs. Odyssey Client is very
flexible in how trust can be configured, and provides both a simple and an advanced
method for specifying trusted servers.

See the following topics for information on certificates and the protocols that use
them:

. “Extensible Authentication Protocol (EAP)” on page 19
. “Certificates” on page 20

Using the simple method to configure trust

In the large majority of cases, you can use the simple method of configuring trust.
With this method, you must specify two items:

. The server domain name, or the ending of the domain name (for example,
acme.com)

. The certificate of any certificate authority in the chain. This could be the
certificate of a root or an intermediate certificate authority

56 Chapter 4



Domain Names

Each server has a domain name that uniquely identifies it and that domain name is
normally contained in the Subject CN field of the server certificate.

A server domain name ends with the name of a larger administrative domain, to
which the server belongs. For example, the Acme company might have the a domain
name, such as acme.com. The company might also have several authentication
servers, with the names auth1.acme.com, auth2.acme.com, and auth3.acme.com,
for example.

As is apparent from this example, by specifying what the server domain name must
end with, you can configure trust for all the servers in an organization with a single
entry.

Adding a trusted server entry

To add an entry to the trusted servers list, follow these steps:

1 Click Add. The Add Server dialog appears.

Add Trusted Servers Entry x|

Server domain name must end with:

Iacme.cnm

Server certificate must be izsued by:
I\feriSign Truzt Metwork,

Wiew .. | Browse ... I

ak. | Cancel |

2 In the Server domain name must end with field, enter the name (or final
elements of the name) of the domain to which the trusted server must belong.
You are not allowed to leave this entry blank.

3 Set the Server certificate must be issued by field to the certificate of the
certificate authority that must have directly or indirectly issued the server
certificate. To assign a certificate, follow these steps:

a Click Browse to get a list of certificates.
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b Select one from the list, and click OK.

Select Certificate

Intermediate Certification Authorties  Trusted Reot Certffication Authorities |

2 x|

Issued To

| |zzued By

4]

WerniSign Trust Metwork
YWenSign Trugt Metwork
WerniSign Trust Metwork
WeriSign Trust Metwork
WenSign Trugt Metwork
WenSign Trust Metwork
WeriSign Trust Metwork
WenSign Trugt Metwork

WenSign Commercial Software Publishe...
YenSign Individual Software Publishers. ..
VerniSign Individual Software Publishers..

WeriSign Commercial Software Publizh...
YeriSign Individual Software Publisher...
VeriSighn Individual Software Publisher. .

YeriSign Trust Nebwork
WeriSign Trust Mebwork
VeriSign Trust Metwork
WeriSigh Trust Metwark
WeriSign Trust Nebwork
VeriSign Trust Network
YeriSign Trust Metwork
WeriSign Trust Nebwork

Hoet BEZ by DST

1 |

Hoet EZ by DST

Wiew

o
e |

ok | Cancel |

The certificate you select may be that of a root or intermediate certificate authority.
It need not be the certificate that directly issued the server certificate. It may be any
certificate in the chain.

Removing a trusted server entry

To remove an entry from the trusted servers list, select the entry and click Remove.

Editing a trusted server entry

To edit an entry in the trusted servers list, select the entry and click Edit. The Edit
Trusted Servers Entry dialog appears, allowing you to modify the server domain
and the certificate of the issuer.

Using the advanced method to configure trust
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If you need more control over trust, you can use the advanced method.

NOTE: If you do not have a working knowledge of certificates and certificate
chains, you should not attempt to configure trust using the advanced method.
Consult your network administrator as to how to configure trusted servers.

With this method, the entire tree of trust is displayed. The trust tree shows trusted
servers added using the simple method as well as the advanced.
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Each path through the trust tree defines a set of rules for matching a certificate chain.
Odyssey Client trusts an authentication server only if its certificate chain matches at
least one path through the trust tree.

A path through the trust tree is composed of two or more nodes:

. Each top-level node is the certificate of a root or intermediate certificate
authority.

. Each intermediate node (if present) is the name of an intermediate certificate
authority in the chain.

. Each final, or leaf, node is the name of a server that you trust to authenticate
you.

The names of certificate authorities and servers may be specified as subject names or
as domain names. In addition, you may specify that the name in a certificate must
match the configured name exactly or that it must end in the configured name.

Displaying the trust tree

To display the trust tree, click Advanced. The Trusted Servers dialog appears,
allowing you to view and modify trust rules.

Al trusted servers are showh in this tree, starting fram trusted root cerificates,
through the identities of intermediate Caz, ta the identities of servers:

Trust tree:

Certificates Add certificate ... |
= WeriSign Trust Metwark
© Ll acme.com Add identity . |
- AcmeR ootC,
t Remove |
----- jupiter. acme. com
Edit |dentity. .

Wiew Certificate |

Entity:

jupiter. acrme.com

L I

0K, | Cancel

Adding certificate nodes

To add a new certificate to the top level of the trust tree:
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1 Click Add certificate. The Select Certificate dialog appears.

2 Select a certificate and click OK. You may select either from the list of
intermediate or trusted root certificates.

For detailed information about any certificate before you add it, select the certificate
and click View.

Select Certificate 2 x|

Intermediate Certification Authorties  Trusted Reot Certffication Authorities |

lzzued To | |zzued By -
ABAECOM Root CA ABAECOM Root CA

Autoridad Certificadora de la Asociacio...  Autoridad Certificadora de la Asociaci...
Autondad Certificadora del Colegio Mac...  Autoridad Certificadora del Colegio Ma...
Baltimore EZ by DST Baltimore EZ by DST

Belgacom E-Trust Primary Ca Belgacom E-Trust Primary Ca

CEW HET SecureMet CA Class & CERwW HET SecureMet CA Class &

Ci#w HET Securehet C& Class B CiWw HET SecureMet C4 Class B

Ctawf HET Securehlet Ca Root Cidw' HET SecureMet C& Root

Ctwd HET Securehlet Ca SGC Roat Ciw' HET SecureMet Ca SGC Roat

Ca Ca

Certiposte Clazze & Personne Certiposte Clazze & Personne e
:.I.l:_..l. | I [ e S R - _’I—I

Wiew |
ok | Cancel |

Adding authentication servers or intermediate CA nodes

All nodes below the top level identify either authentication servers or intermediate
certificate authorities. If the node is a leaf node, it is assumed to identify an
authentication server. Otherwise, it is assumed to identify an intermediate certificate
authority.

To add an authentication server or intermediate certificate authority to the tree:
1 Select the node in the tree, beneath which you want to add the new item.
2 Click Add Identity. The Add Identity dialog appears.

3 Enter the information that defines the rules that Odyssey Client uses to match
a certificate in the server certificate chain to this node.
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4 Click OK.

Trust & zerver or intermediate Ca with a valid certificate:
€ regardiess of its name

* i its name matches the following name exactly

€ if its name ends with the following name

Server or intermediate CA name:

jupiter. acme. com

Server or intermadiate T name type:

& Domain Mame in Subject &ltemative Mame or Comman Name
" Domain Mame in Subject Alternative Name

" Subject Mame

b axirmurn number of intermediate certificates: IUnIimited vI
ak. I Cahicel |

The Add Identity dialog lets you set the matching rules for a single node in the trust
tree.

For Trust a server or intermediate CA with a valid certificate, select:

. regardless of its name to match any certificate, provided it is signed by the
certificate authority in the node above

. if its name matches the following name exactly to require that the name in
the certificate exactly match the name you specify

. if its name ends with the following name to require that the name in the
certificate is subordinate to the name you specify. For example, a certificate
with name sales.acme.com would match an entry of acme.com

For Name of server or intermediate CA, enter the name (or final elements of a
name) you want to match. (This field is not required if you select regardless of its
name). The form of the name depends on your choice of Name type.

For the certificate authority Name type, you must indicate how the name is
interpreted and where in the certificate the name is found. Select one of the
following:

. Domain name in Subject Alternative Name or Common Name if the
domain name (e.g., acme.com) is found in the Subject Alternative
Name field in the certificate or, if that is not present, the Common Name within
the Subject field of the certificate (this is the most typical choice).

. Domain name in Subject Alternative Name if the domain name is found in
the Subject Alternative Name field in the certificate. This is similar to,
but more restrictive than, the previous choice.
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. Subject Name if the name is an X.500 name and is found in the Subject
field in the certificate. If you enter a full or partial Subject name, it must be
in X.500 form. It matches any certificate Subject name that is equal or
subordinate to it.

For example, if you enter OU=acme.com, C=US it matches any of the
following subject names:

O=sales, OU=acme.com, C=US

CN=george, O=sales, OU=acme.com, C=US

NOTE: If you enter text that includes commas, each comma must be enclosed
by single quotation marks.

For Maximum number of intermediate certificates, set the maximum number of
certificates that may appear in the chain between this node and the node directly
above this node. You many select a number between 0 and 5, or unlimited:

. If you choose 0, the certificate that matches this node must have been signed
using the certificate that matches the node above this node.

. If you choose 1, the certificate that matches this node may have been signed
by the certificate that matches the node above, or by a certificate that in turn
has been signed by the certificate that matches the node above.

. If you choose unlimited, any number of certificates may appear in the chain
between the certificate that matches this node and the one that matches the
node above.

Removing nodes

To remove a node, select the node in the tree you want to remove, and click
Remove. The selected node, and any node beneath it is removed from the tree.

The node you remove may be of any of the following:

. Top level certificate node
. Intermediate CA node
. Server node

Viewing certificate information

For detailed information about any certificate at the top level of the trust tree, select
the certificate and click View Certificate.
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Untrusted servers

Under the following conditions, you are given the option to trust a previously
untrusted server during network authentication:

. You have enabled temporary trust.
. The authenticating profile mandates server validation.
. The trusted root certificate authority of the server certificate (in the example

shown below, the certificate ACMERootCA) is installed on your client machine.

If this is the case, the following dialog appears while you are authenticating to the
network.

Ddyssey Client |

You are about to authenticate to an untrusted server!
To terminate communication, press [Mo]
To temporarily trust this server, press [Yes]

To permanently trust this server, check “add this trusted server to
the databagze" and press [T'es]

Lertificate chain:
AcmeR ootCA
‘- MEPTUNE ACME.COM

Wiew .. |

r Permanent trust

Iv i this trusted server to He database;

Server name must end with;
INEPTUNE.ACME.CDM

Proceed to authenticate with this server?

Yes | Ho |

The dialog shows the entire certificate chain between the authentication server and a
trusted root certificate authority. To see detailed information about any certificate in
the chain, select the certificate and click View.

If you want to temporarily trust this server (i.e., until Odyssey is restarted) in order
to authenticate and connect to the network, click Yes. Otherwise, click No. You may
be asked to type in your password, depending on the profile you set up for this
connection.
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If you want to permanently trust this server by adding to the Trusted Servers list,
check Add this trusted server to the database and click Yes. The server is added to
the Trusted Servers list, using the name shown in the Server name must end with
field. You may edit the server name. For example, if the server name is
auth2.acme.com, you can change it to acme.com, if you want to trust all
authentication servers belonging to the acme.com domain.

Adapters panel

The Adapters panel lets you select one or more network adapters (interface cards)
for wired or wireless networking. You can select more than one adapter if you hold
down Ctrl on your keyboard as you select with your mouse.

The Adapters panel lists all the wireless and wired adapters that are configured in
Odyssey Client. Most likely you have configured single adapter. However, you may
configure more than one adapter.

You can use the Adapters panel for the following tasks:
. Adding a wireless or wired adapter
. Removing an adapter from the list of adapters

NOTE: Your adapter must already have been installed on your system before you
can configure Odyssey Client to use it.

Odyssey Client Manager ' o ] oA |
Settings Commands Web Help
'.- Connection Adapters
Odyzzey iz configured for these adapters:
Q Frofiles 3Com 3CRWEG20924 Wireless LAN PC Car Add .
-O-.- Metworks
Ly Auto-Scan Lists
S_S Truzted Servers
Q Adapters
<] | 2]
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Adding a wireless or wired adapter
To add a wireless or wired adapter that Odyssey Client has not yet recognized,
follow these steps from the Adapters panel of Odyssey Client Manager:

1 Click Add. The Add Adapter dialog appears, displaying a list of all network
adapters that are installed on your PC (except for the ones Odyssey Client is
already configured to use).

2 Select either the Wireless or Wired 802.1X tab.
x

Select an adapter for uze with Odyzzeyw

wireless | wired 802 14|

Adapter bppe | Adapter I

% Wireless adapters only Al Adapters

)4 | Cahicel |

3 Select your desired adapter from the list of adapters displayed, and click OK.
Note that you only adapters that you have not yet added to the Adapters panel
are displayed.

While in most cases, Odyssey Client Manager can distinguish between wireless
and non-wireless network adapters, in certain cases it cannot. If you do not see your
wireless adapter in the list, select All Adapters.

WARNING: Make sure that all adapters you select on the Wireless tab are indeed
wireless. A wired adapter does not behave correctly if you configure Odyssey Client

to install it as a wireless adapter. You must configure wired adapters from the Wired
802.1X tab.

Removing an adapter from the list of adapters

To remove an adapter from the list of adapters in the Adapters panel, select the
adapter you want to remove and click Remove.

Odyssey Client stops using the adapter. The adapter is still installed on your system,
but operates as if Odyssey Client is not present.
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Settings menu

The following menu items are available from the Settings menu:

L]

L]

L]

Preferences

Preferences

Security settings
Windows Logon Settings
Enable/Disable Odyssey
Close

You can change the way that Odyssey Client operates by selecting the Preferences
command. The Odyssey Preferences dialog appears.

Ddyssey Preferences x|

™ Hide tra icon

™ Hide control panel icon

[changing thiz zetting may require a reboot of
your system faor it ta take effect]

ak. I Cancel | Setdefaultsl

Set your preferences, and click OK to make them effective:
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If you select Hide tray icon, then the Odyssey icon is not displayed on the
System Tray (at the bottom right of your screen).

If you select Hide control panel icon, then the Odyssey icon is not displayed
on the Windows Control Panel.

NOTE: If you have the Windows Control Panel open when you select Hide
control panel icon and click OK, then refresh your control panel (press F3) to
see the effects. In some cases, you may only see the effect after rebooting.
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Security settings

To configure advanced security options related to authentication, select Security
Settings. The Security Settings dialog appears.

Security Settings il

¥ Enable TLS/TTLS session resumption

Do not regume sessions older than: 12 hours

" Enable automatic reauthentication

I—
Reauthenticate everny: I'I haurs
|1—

¥ Enable server temporary trust

b amirmurm time for temporary st 2 hours

ak. I Cahicel | Set defaults |

The security options are initially set to default values that should suit most purposes.
You can restore the defaults at any time by clicking Set defaults.

Time fields are expressed in hours, with up to two decimal places. For example, to
specify one hour and fifteen minutes, enter 1.25.

Session resumption

You can enable the use of session resumption from the Security Settings dialog. See
“Session resumption” on page 22 for more information on session resumption.

To use enable session resumption:
. Check Enable session resumption.

. Set Do not resume sessions older than to the maximum number of hours that
an initial authentication can be used to accelerate reauthentication. Once the
time limit has elapsed, a completely fresh authentication is performed on your
next reauthentication. The number of hours can have up to two decimal places.
For example, enter 1.25 to indicate one hour and fifteen minutes.

By default, session resumption is enabled, and an initial authentication is resumed
for up to 12 hours.

To disable this feature, uncheck Enable session resumption.
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Automatic reauthentication

You can enable or disable the automatic reauthentication feature of Odyssey Client
as well. For information about why you might want to reauthenticate, see
“Reauthentication” on page 23.

Check Enable automatic reauthentication in the Security Settings dialog, in order
to cause Odyssey Client to periodically initiate reauthentication with the server.

Set in Reauthenticate every, the time period, in hours, for reauthentication to take
place automatically.

Uncheck Enable automatic reauthentication in the Security Settings dialog, in
order to disable this feature.

By default, automatic reauthentication is not enabled. This is because your network
administrator may have already configured your access points or authentication
server to perform periodic reauthentication. Check with your network administrator
for the proper settings for this option.

Server temporary trust

Normally, you can use the Trusted Servers panel to configure the servers you trust
for authentication. However, there may be times when you are visiting a network
whose authentication server is not yet configured as trusted in the Trusted Servers
panel. In this case, you may want the ability to enable temporary trust for that
untrusted server.

Check Enable server temporary trust from the Security Settings dialog, in order
to enable temporary trust. Uncheck this field to disable this feature. Notice the
following about this feature:

. If temporary trust is enabled, you are given the option of whether or not to
trust an untrusted server temporarily when you attempt to authenticate to an
untrusted server. See “Untrusted servers” on page 63.

. The Untrusted Server dialog that opens when you attempt to authenticate to a
server for which you have not configured trust, permits you to permanently
add the server to your trust tree. Thus, you can use temporary trust as an
alternative to the Trusted Servers panel, and configure trusted servers as they
are encountered.

. If temporary trust is not enabled, then any authentication attempt that requires
the validation of a server certificate fails when the server is not explicitly
trusted.

Set Maximum time for temporary trust to the maximum number of hours you
want Odyssey Client to continue to trust a server once you accept it.
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The default behavior is that temporary trust is enabled, and that 12 hours is the
maximum time that a particular server is trusted once you accept.

NOTE: These settings are not relevant if you decide to permanently trust the server
by checking Add this trusted server to the database in the Untrusted Server
dialog.

Windows Logon Settings

Your default network connection settings are either of the following:

. Factory-default network connection settings, which result in establishing a
network connection after your desktop appears

. Default network connection settings that have been set by your system
administrator

There may be some circumstances for which you want to override the default
network connection settings. For example, if you can logon to your domain using
cached credentials, and your administrator has configured your network connection
to occur prior to Windows logon time, you can change your connection timing so
that you connect to the network before your desktop appears.

You can modify your network connection timing by selecting the Windows Logon
Settings item from the Settings menu.

The following dialog opens when you select Windows Logon Settings.

Windows Logon Settings x|

V¥ ‘Overide default settings for Windows logoré

— Settings
Uze Odyzzey to connect ta the netwiork:

& after my deskiop appears

 after Windows logon, before the desktop appears
€ prior to Windows lagon, using the follawing settings:

fdapter: |3Cnm ACRWEB20924 YWireless LAN PC Card ﬂ
Hetwork: |<[any]> ﬂ

™| Erompt before connecting bo the network

ak. I Cahicel |

Some of the Windows logon features may not be available to you, depending your
how your administrator has set up your installation.
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To override the default network connection settings for your client machine, check
Override default settings for Windows logon. To modify the default timing for
network connections through Odyssey, select one of the following Windows logon
timing options:

after my desktop appears, for establishing your network connection after
your Windows startup, Windows logon, and desktop processes are completed.
This is the latest possible time you can make a network connection.

after Windows logon, before my desktop appears, for establishing your
network connection after your Windows startup, and Windows logon,
processes are completed, but before your desktop processes take place.

prior to Windows logon, for establishing your network connection prior to
Windows logon. This is the earliest time you can make a network connection.

Select one of the timing options that is available to you.

If you select prior to Windows logon:

Select the adapter and network (or profile, in the case of a wired connection)
from the lists provided. Note that for any profiles associated with the network
connection you select here, you must check Validate server certificate on the
Authentication tab of the Profile Properties. You also cannot assign to the
network connection a profile that uses a stored password. See “Restrictions on
early network connections” on page 91 for more information.

You can optionally request that a pre-connection prompt dialog appear prior to
making the network connection at logon time every time you logon to
Windows, by checking Prompt before connecting to the network. This can
be useful if you experience network authentication problems, as it gives you
the option to opt out of connecting to the network at logon time.

. If you or your administrator have omitted any required configuration
elements, you are prompted at logon via the pre-connection prompt
dialog configure part or all of the network connection through a wizard.
See “Windows logon pre-connection wizard” on page 73 for more
information on the pre-connection prompt dialog and the wizard.

. See “Avoiding the pre-connection prompt dialog” on page 72 for
information on how to suppress the appearance of the pre-connection
prompt dialog.
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Odyssey Client pre-connection prompt dialog

Odyssey Client may give you some options for settings to use at Windows logon
through the main pre-connection prompt dialog.

Odyssey Client x|

Before you lagon to Windows, you may need to connect to the netwark.

» Toconnect to the netwark, check "Use Odyssey ", zelect the settings
far the network. connection, then press [Continue].

» Togo right to Wwindowes logon without connecting to the networl,
uncheck "Use Odyzzey ", then press [Continug].

» Tore-enter your Windows logon credentials, prezs [Cancel logon].

v Use Odyssey to connect to the netwaork, using:
' my personal settings

| the default settings For this machine

% ‘new settings that Il specify using the ‘Wizard

Continue I Cancel logon

This dialog appears under the following circumstances:

. You or your administrator have configured this dialog to appear each time you
attempt a network connection when you logon to Windows. See “Windows
Logon Settings” on page 69.

. Your default Windows logon network configuration is not complete.

If your network connection configuration is complete, you have three options for
connection settings:

. Use the settings (your personal settings) you have previously specified in the
Odyssey Client Manager.

. Use the default prior to Windows logon connection settings configured for
your machine by your network administrator.

. Use new settings that you can specify using the Windows logon pre-
connection wizard.

Specify your preferences, and click Continue. You can also opt to cancel the
network connection at this time, by clicking Cancel logon.

Note the following:

. In the event that your network connection is incomplete, the first two settings
are disabled.
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. If you want to connect to the network after logon, or if you are having any
problems connecting to the network, uncheck Use Odyssey to connect to the
network.

. Odyssey Client does not remember the network choices you enter in the pre-
connection prompt dialog. Should you have an incomplete network
configuration, you are presented with the pre-connection prompt dialog each
time you logon, until you correct any problems. In order to correct any
problems and/or not see this screen every time you logon, follow the
instructions in “Avoiding the pre-connection prompt dialog” on page 72.

Avoiding the pre-connection prompt dialog
The Odyssey Client pre-connection prompt dialog occurs for one of two reasons:

. You or your administrator have set Odyssey Client to prompt you with this
dialog each time you attempt a network connection when you logon to
Windows. See “Windows Logon Settings” on page 69.

. Your prior to Windows logon network configuration is not complete.

In either case, you are prompted to interact with Odyssey Client each time you logon
to Windows.

To avoid future prompts at pre-connection time:
1 Correct network connection problems, as necessary.

2 Suppress the appearance of the pre-connection prompt.

Correct network connection problems

Once you are logged on and connected, you can correct any network connection
problems that have occurred. To do so, follow these steps in the Odyssey Client
Manager:

1 Specify a profile, network (required for wireless adapters), and adapter, as
well a network (if necessary) for your network connection at Windows logon
time.

2 Test the connection by connecting through the Connection panel.

Suppress the appearance of the pre-connection prompt

To keep the pre-connection prompt dialog from appearing every time you logon,
follow these steps in the Odyssey Client Manager:

1 In Settings > Windows Logon Settings, check Override default settings for
Windows logon, select the network (or profile) and adapter you want for this
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connection, and uncheck Prompt before connecting to the network. Note
that any network configuration you assign using the Windows logon pre-
connection wizard may include network and profile records stored in the
Odyssey Client Manager with the name Windows logon attached to their
labels. If so, you can use these to configure your network connection in
Windows Logon Settings.

2 Click OK.

Windows logon pre-connection wizard

It is possible that your configuration is incomplete for Odyssey Client to log you into
the network before Windows logon takes place. In this case, once you select to
configure your network connection through the Windows logon pre-connection
wizard (via the pre-connection dialog), you are prompted with a series of dialogs
that request you to specify the following information:

. Adapter for Windows logon

. Network for Windows logon
. Authentication protocols for Windows logon
. User name and password options for Windows logon

Adapter for Windows logon

If you have to configure an adapter for Windows logon, the following dialog

appears.
Odyssey Client
Adapter: ACom ACAWEE20924 Wirsless LAM PC Card
Type: {* wireless
 wired 802,13
< Back I et = I Cancel |
1 Select an adapter type. Select wireless for a wireless adapter, and wired

802.1X for a wired adapter connection.
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2 Select an adapter from the list, and click Next.

Network for Windows logon

If you have to configure a network for Windows logon, the following dialog appears.

Ddyssey Client |
Metwork [S5100; Calgary
< Back | Mewt » | Cancel |

Type in the network name, or click Scan to scan for an available configured
network. Note that you cannot use any auto-scan lists for this selection.

Authentication protocols for Windows logon

If you have to configure authentication protocols for Windows logon, the following

dialog appears.

Ddyssey Client

Authentication protocol: IEAF' S TTLS

EAP-TTLS Settings

Inher authentication pratocal: I M S-CHAP-W2

Anonymous identiby: Ianonymous

< Back I Mewt » I

Cancel |

Select the authentication protocol from the list. If you specify EAP/TTLS as the
authentication protocol, specify the required EAP/TTLS settings as well. Note that

EAP/TLS is not available to you.
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User name and password options for Windows logon

If you have to configure your user name and password settings for Windows logon,
the following dialog appears.

Odyssey Client x|

User name far netvark lagan: ACME\George

— Pazsvord for network logon
{* Lze Windows password
" prompt for password

™ Lize the following password:

™ Unmask

< Back I Finish I Cancel |

Type your user name (in the correct format, usually domain\user name) in the text
box, and select your password setting:

. Select use Windows password to use your regular Windows logon password
for logging into the network.

. Select prompt for password if you want to be prompted to type in your
required password at login time.

. Select use the following password: to type in a password that is not your
Windows password. Note that this password is not stored for future use.

Odyssey Client Administrator

You can launch the Odyssey Client Administrator from the Settings menu. This
allows you to configure settings for new users of this machine, as well as created a
custom installer for a set of users. See “Odyssey Client Administration” on page 83
for more information.

Enable/Disable Odyssey

Select Enable Odyssey or Disable Odyssey to turn Odyssey Client on or off.

Odyssey Client is initially enabled, and normally you should not need to disable it. If
you choose to disable Odyssey Client, it disconnects all adapters without changing
any Connection panel settings. The Odyssey Client program still runs, but it is
totally isolated from wireless network connections.
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You would only want to disable Odyssey Client if you had concerns about your
current Odyssey configuration. You might disable Odyssey Client, for example, if
you are worried that Odyssey Client is in an insecure state and you just want to make
sure you are off the network until you get a chance to inspect your settings.

Odyssey Client can also be enabled and disabled from the pop-up menu that appears
when you right-click the Odyssey icon in the System Tray.

NOTE: To stop Odyssey Client from running entirely, select the Exit command when
you right-click the Odyssey icon in the System Tray.

Select Close to close the Odyssey Client Manager window. Although the user
interface is no longer visible, Odyssey Client continues to perform its networking
operations normally.

You can restart Odyssey Client Manager at any time, in any of the following ways:

. from the System Tray: Double-click the Odyssey icon, or right-click it and
choose Odyssey Client Manager.

. from Control Panel: Double-click the Odyssey Client Manager icon.

. from the Windows taskbar: Select Start > Programs > Funk Software >
Odyssey Client > Odyssey Client Manager.

NOTE: To stop Odyssey Client from running entirely, you should select the Exit
command when you right-click the Odyssey icon in the System Tray.

Commands Menu

The following commands are available from the Commands menu:
. Forget Password

. Forget Temporary Trust

Forget Password
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When you first authenticate using a profile set to prompt for password, you are
asked to type in your password. Odyssey Client remembers the password you enter,
and uses it for all subsequent authentications using that profile without prompting
you again. Normally, Odyssey Client does not forget the password you type in until
you reboot your PC, or restart Odyssey Client.
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If you want Odyssey Client to immediately discard any passwords you type in, select
Forget Password. When your password is needed again, you are prompted to enter
it.

You might need to use this command if you enter your password incorrectly or if
your password has been changed on the authentication server.

Forget Temporary Trust

If you enable temporary trust from Settings > Security Settings, then whenever you
encounter an untrusted authentication server, a dialog pops up, allowing you to trust
that server temporarily. Odyssey Client remembers to trust that server for as long a
period of time as is configured in Security Settings.

If you want Odyssey Client to immediately discard its list of temporarily trusted
servers, select Forget Temporary Trust.

You might need to use this command if you accept a server as temporarily trusted
and then decide to break your connection with it. If you want to be sure the
connection is broken immediately, you should disable session resumption and then
click Reconnect on the Connection panel.

Web Menu

The Web menu provides several web links. These include the following:
. Odyssey User Page
. Funk Software Home Page

. Register Odyssey

Odyssey User Page

Select Odyssey User Page to open your browser to a page devoted to Odyssey users.
You can find technical notes that can help you get the most out of Odyssey, as well
as product news and information about new versions at this web site.

Funk Software Home Page

Select Funk Software Home Page to open our home page in your browser. Here you
can find more information about Funk Software, Inc. and our products.
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Register Odyssey

Select Register Odyssey to register your Odyssey Client online.

Once you register your software, you are automatically notified about product
upgrades and special offers. Additionally, should you need to call our technical
support hotline, we can expedite your call if we have your registration on file.

Help Menu

The Help menu has the following items:

. Help topics

. License keys
. View Readme File
. About

Help topics

Select Help Topics to bring up the Odyssey Client help system.

You can also get context-sensitive help at any time by pressing F1. The help system
appears opened at the section that best explains your current situation.
License keys

Select License Keys from the Help menu, to manage your Odyssey Client license
keys.

A license key is a text sequence that represents your license to use Odyssey Client.
Under most circumstances, you set a license key when you first install Odyssey
Client. However, you may need to install additional license keys in the future. For
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example, you must use an additional license key when you upgrade to a new version,
or when you want to enable special features.

In this example, no license key is visible. Click Add, to add a new license key.
To remove a license, select it, and click Remove.

NOTE: On Windows 2000 or XP you must have administrative rights in order to add
or remove licenses. If you do not have such rights, you are able to view the license
keys, but not to add or delete them, and you must contact your system administrator
to do so.

View Readme File

Select View Readme File to open the file readme.txt. This file has important
information about Odyssey Client that could not be included in this manual.

About

Select About to view version and copyright information.

Tray icon menu commands

If you right-click on the Odyssey icon in the System Tray, the following menu items
appear:

. Odyssey Client Manager
. Enable Odyssey or Disable Odyssey
. Help commands

. Exit

Odyssey Client Manager

If you select the Odyssey Client Manager menu command, Odyssey Client
Manager (the user interface for Odyssey Client) appears.

Enable Odyssey or Disable Odyssey

Select Enable Odyssey or Disable Odyssey to turn Odyssey Client on or off.
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Odyssey Client is initially enabled, and normally you should not need to disable it. If
you choose to disable Odyssey Client, it disconnects all adapters without changing
any Connection panel settings. The Odyssey Client program still runs, but it is
totally isolated from wireless network connections.

You would only want to disable Odyssey Client if you had concerns about your
current Odyssey configuration. You might disable Odyssey Client, for example, if
you are worried that Odyssey Client is in an insecure state and you just want to make
sure you are off the network until you get a chance to inspect your settings.

Odyssey Client can also be enabled and disabled from the Odyssey Client Manager
menu.

Help commands

Exit

One of the options on the menu that appears when you right-click on the Odyssey
icon in the System Tray is Help. There are two further options: Help Topics and
About.

If you select Help Topics, the Help system appears in a window opened to the table
of contents.

If you select About, product version and copyright information are displayed.

If you select the Exit command, Odyssey Client immediately stops running in the
background. You may want to use this option when you are not using wireless
networking for an extended period.

You can restart Odyssey Client by running Odyssey Client Manager from the Start
menu.

Shortcut keys
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In addition to using your mouse to access buttons, tabs, and panels on Odyssey
Client Manager. You can also use your keyboard to access all of the Odyssey Client
features.

Most keyboard shortcuts are indicated by letters that are underlined in the Odyssey
Client Manager. To use the keyboard shortcuts for these features, press Alt and then
the letter. For example, to scan for a network from the connection panel, you can
press Alt-n.
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To move between the panels of the Odyssey Client Manager, use the up and down
arrows on your keyboard.

You can use the following keyboard shortcuts in order to select the graphical
information buttons on the connection panel:

. Alt-1, to display the signal power information
. Alt-2, to display the connection status information
. Alt-3, to display the encryption key information

You can also press Alt in conjunction with the appropriate arrow key on your keyboard, in
order to implement the corresponding arrow button features, such as those in the Auto-scan
Lists dialog.

Interaction with other adapter software

Your wireless adapter may provide its own user interface software to help you
control its operation. This software may allow you to operate non-standard features
of your wireless adapter, to which Odyssey Client Manager has no access.

In most cases, Odyssey Client Manager and the user interface that comes with your
wireless adapter can coexist without problems, but you should avoid using both
products for similar purposes. If you use Odyssey for network communications, use
the adapter’s user interface only to operate those features that cannot be controlled
by Odyssey Client Manager.
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Odyssey Client Administration

Odyssey Client Administration
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Overview of Odyssey Client Administration

Odyssey Client provides a set of special tools for performing administrative tasks for
managing users of the product. These advanced tools are only available if you have
administrative privileges. The administrative tasks you can perform include the
following:

. Create a custom installer with preconfigured settings for a group of users.
. Configure the timing for user or machine connection.

. Configure the initial settings for all users of a given client machine.

. Configure machine account settings when you require a machine network

connection at Windows startup.

You can perform most administrative tasks using the Odyssey Client
Administrator. See also the following topics for some connection scenarios:

. “Configuring machine only connection” on page 101

. “Configuring machine connection followed by user authentication” on
page 101

. “Configuring user authentication without machine connection” on page 102

NOTE: Before using the administrator tools, you should be completely familiar with
the Odyssey Client Manager features.

Odyssey Client Administrator
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You can operate the following advanced administrative tools from the Odyssey
Client Administrator:

. Connection Settings for configuring one or more of the following types of
network connection timings:

. Connection to the network as a machine (machine connection) at
Windows startup time

. Connection to the network with user credentials prior to Windows logon

. Connection to the network with user credentials after Windows logon,
but before the desktop appears

. Connection to the network with user credentials after the desktop
appears
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Initial Settings, for modifying initial settings for your all users of this
machine, and testing these settings before creating a custom installer.

Machine Account, for configuring a machine network connection

Custom Installer, for creating a preconfigured installer file from the initial
user and/or machine settings you configure with the other Odyssey Client
Administrator tools.

You may have occasion to use all, or some of these tools, depending on what you are
trying to do.

Launching Odyssey Client Administrator

To launch the Odyssey Client Administrator, double-click the
odClientAdministrator.exe application in the directory in which you have installed
the Odyssey Client product.

Odyssey Client Administrator appears on your screen.

“ 0dyssey Client Administrator o ] 4

Cannection Iritial b aching Customn

B8 G6H B4 Gf

Settings Settings Account Iristaller

Connection Settings

You can use the Connection Settings tool to set the following connection options:

L]

Machine Account Settings, for configuring network connection options for
network authentication with machine credentials at Windows startup time. The
settings you choose may or may not require you to set additional default user
account settings.

Default User Account Settings, for configuring the timing of user logon
connections

Odyssey GINA Module, for installing or removing the ability for users to
connect to the network before Windows logon.

Double-click Connection Settings in the Odyssey Client Administrator to open
the Connection Settings tool.
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Connection Settings x|

—Machine Account Settings

[ Enable network connection using machine credentials

Hnce a uzer logs on b Windows:
" |eave the machine connection active; users are
connected wia the machine connection

¥ drop the machine contection; users must contect with
thein o credentials

— Default Uszer Azccount Settings

|Jze Odyzzey to connect o the network:

%' after the user's deskiop appears

" after Windows logon, before the desktop appears
€ prion to WWindows logon, using the following setings:

fdapter. | 3Com 3CAWEE20924 Wieless LAN F |
Hetwark: I <[any]s ﬂ

[™ | Erompt before connecting to the network

— Ddyzzey GINA module

The Odyzzey GINA module allows a network, connection o
be started just prior bo \Windows logon, uzsing the credentials
entered by the uzer in the Windows logon dialog,

Mote that Odyzzey GINA operation and uge of machine
credentials are mutually exclusive.

The Odyzzey GINA module iz currently:  not inztalled
Inztall Odpzzey GINA module |

ak. I Cancel |

See Network configuration scenarios for more information on the possible
connection configurations.

Network configuration scenarios

You can configure one of six different network connection configurations:

. A machine only network connection, during which only machine credentials
are authenticated

. A machine connection to the network at Windows startup time, with
subsequent authentication of user credentials after the user logs on, but before
the user’s desktop appears

. A machine connection to the network at Windows startup time, with
subsequent authentication of user credentials after the user’s desktop appears

. A connection to the network with user credentials when they logon to
Windows
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. A connection to the network with user credentials after they logon to
Windows, but before the user’s desktop appears

. A connection to the network with user credentials after the user’s desktop
appears

Of these choices, only the last one is available for Windows 98 and Me machines.

Note that some of these features are enabled or disabled according to the other
features you select. See “Restrictions on early network connections” on page 91 for
more information.

For more information on configuring the various network connection scenarios, as
well as information about why you might select one scenario over another, see the
following topics:

. “Configuring machine only connection” on page 101

. “Configuring machine connection followed by user authentication” on
page 101

. “Configuring user authentication without machine connection” on page 102

Machine Account Settings

You can connect to the network at Windows startup time using your machine (rather
than user) credentials by checking Enable network connection using machine
credentials under the Machine Account Settings portion of Connection Settings.

— Machine Account Settings
¥ Enahble netwark, connection using machine credentials
[nce a uzer logs on to Windaws:

" leave the machine connection active; users are
connected via the machine connection

% diop the machine connection; users must connect with
their own credentials

Once you do so, you have two mutually exclusive options:

. To sustain your network connection as machine only, select leave the
machine connection active; all users are connected via the machine
account. With this option, users have little control of their network connection
when they open the Odyssey Client Manager. They can view status
information and reconnect or reauthenticate to the network.

. To have users login to the network with their own credentials once they have
logged into Windows, select drop the machine connection; users must
connect with their own credentials. With this option, you can account for
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individual users of the network, and each user can modify his or her user
account connection settings using the Odyssey Client Manager.

NOTE: If you select the second machine connection option, then set the timing
for the user connection in Default User Account Settings. The two timing
options you can select are as follows:

. after the user’s desktop appears
. after Windows logon, before the desktop appears

Once you complete your selections, click OK to close the Connection Settings
dialog.

You can configure your connection settings according to your selections:

. Double-click Machine Account in the Odyssey Client Administrator, and
configure the machine network connection.

. If you opt for users to connect with their own credentials after the machine
connection is established, double-click Initial Settings in the Odyssey Client
Administrator to configure user account settings.

NOTE: You do not have the option to enable a machine account connection if you
have installed the Odyssey GINA Module. Remove this feature before you proceed to
configure a machine account connection.

See “Restrictions on early network connections” on page 91 for a listing of features
unavailable when you configure a machine account connection.

Default User Account Settings

You have several options to configure the timing for network authentication with
user credentials. You can configure such connections to occur prior to or after
Windows logon time, using the Default User Account Settings portion of
Connection Settings.

— Default Uszer fccount Settings
Uze Odyzzey to connect ta the netwiork:
€~ after the user's desktop appears
 after Windows logon, before the desktop appears
& prior to Windawes logon, using the following settings:

Adapter | 3Cam 3CRWEB20924 Wireless LAN F v |
Mebwork: |<[an_|,|]> j

[™ ‘Prampt before connecting to the netwark:

You can have up to three options available for configuring the timing of a user
account connection with respect to the Windows logon time. These options are listed
under Use Odyssey to connect to the network. They are listed in the order of the
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latest time at which a network connection is established, to the earliest time at which
a network connection is established through Windows logon:

. after the user’s desktop appears: Choose this option if you do not require the
user to establish a network connection before the desktop appears.

. after Windows logon, before the desktop appears: Choose this option if you
require the user to establish a network connection before the desktop appears,
but you do not require them to establish the network connection before the
Windows logon process is complete.

. prior to Windows logon, using the following settings: Choose this option if
you require the user to establish a network connection prior to establishing
Windows logon.

Note the following:

. You do not have the prior to Windows logon option available when you set a
machine connection for initial logon.

. You can only have the prior to Windows logon option available when you
click Install Odyssey GINA module, in the Odyssey “GINA” module
section of Connection Settings.

. If you do select the prior to Windows logon option, do not assign a network,
auto-scan list, or profile connection for which you have selected EAP-TLS as
the authentication method.

The success of your connection may depend on the timing you select. It is safest for
you to choose to establish the network connection after the desktop appears.
However, if you require that the user connects to the network before the desktop
appears, select an earlier connection time.

If you select prior to Windows logon:

. Select the adapter and network (or auto-scan list, or profile, in the case of a
wired 802.1X connection) from the lists provided. You must configure these
using Initial Settings. See also “Configure connections that occur prior to
Windows logon” on page 93.

. You can optionally require a prompt screen to appear prior to making the
network connection at logon time every time your users logon to Windows, by
checking Prompt before connecting to the network.

Click OK when you have completed selecting default user account settings.

NOTE: If you want to install Windows logon features when creating a custom installer
template, follow the guidelines in “Configure connections that occur prior to Windows
logon” on page 93.
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For information on compatibility with other applications that initiate at logon time,
See “Compatibility with other applications running at logon” on page 91 for
information on compatibility issues when using the Windows logon features.

Odyssey GINA Module

You can use Odyssey’s GINA module to allow users of Windows XP or 2000 to
connect to the network using their Windows logon credentials prior to Windows
logon. Connecting prior to Windows logon can be helpful when users have startup
processes that require network connections. You cannot use this connection feature
without installing Odyssey’s GINA module.

Installing Odyssey’s GINA module

You can enable Odyssey’s GINA module features through the lower portion of
Connection Settings.

— Odyssey GIMNA module

The Odyzzep GIMA module allows a network, connection o
be started just prior to Windows logon, uzsing the credentialz
entered by the uzer in the Windows logon dialog.

Mote that Odyzzey GINA operation and uze of machine
credentials are mutually exclusive.

The Odyzzep GIMA module iz curmentl: not installed
| Install Ddpszey GIMA module I

To install the GINA module, click Install Odyssey GINA module, which is in the
Odyssey “GINA” module section of Connection Settings. If you want to use this
network connection option and have already checked a machine connection option,
uncheck the machine connection option before clicking this.

Removing Odyssey’s GINA module

To remove Odyssey’s GINA module when it is installed, click Remove Odyssey
GINA module.

— Ddyzzey GINA module

The Odyzzey GINA module allows a network, connection o
be started just prior bo \Windows logon, uzsing the credentials
entered by the uzer in the Windows logon dialog,

Mote that Odyzzey GINA operation and uge of machine
credentials are mutually exclusive.

The Odyzzey GINA module iz currently:  inztalled

¢ Hemove Odpszey GIMA module I
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Compatibility with other applications running at logon

The Odyssey GINA module works by replacing Windows Graphical Identification
and Authentication (GINA) module. This is the module that presents the Windows
Logon dialog. Odyssey is compatible with a number of logon modules, preserving

single sign-on behavior.

It is possible that you have another application running a similar GINA process at
logon that is not compatible with Odyssey’s Windows logon process. In this case,
Odyssey may prompt your users for information at logon, but both programs
function correctly. In some cases, you must install Odyssey Client last, in order for it
to work in conjunction with some applications that run processes at logon time.

Restrictions on early network connections

There are no restrictions for user account network connections that occur after the
desktop appears, but otherwise, there may be restrictions on the features you can use
when you select particular network connection timing options in Connection
Settings. The following table summarizes the restrictions.

Machine
account User
at account at | User account
Windows | Windows after logon, but
Feature startup logon before desktop
Ad-hoc yes no yes
Ad-hoc yes no yes
Preconfigured WEP keys yes no yes
Windows password no yes yes
Prompt for password no yes no
use the following password yes no yes
EAP-TLS yes no yes
EAP-TTLS/PAP/Token Card no yes no
EAP-TTLS/EAP/Token Card no yes no
PEAP/Token Card no yes no
Temporary trust no no no
Uncheck “Validate server certificate” || yes no yes

A yes in a column implies the feature is valid for that connection setting, while no

indicates that it is not.
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You can configure all of the machine account network settings in the Machine
Account tool. The restricted options are disabled for you in the Machine Account
tool.

You can configure all of the user account network settings in the Initial Settings
tool. However, the restricted options are not disabled for you in this tool, so make
sure you configure the network connection properly.

Initial Settings

You can use the Initial Settings tool for the following tasks:

. Configure the initial user network connection settings for all new users of
Odyssey on a given client machine.

. Configure the user network connections for a template for a custom installer.

To access the Initial Settings tool, double-click Initial Settings in the Odyssey
Client Administrator.

Initial Settings (Odyssey Client) ﬂ

Settings  Commands  web  Help

_C Connection

fdapter | 3Com 3CRWEE20924 Wireless LAN PC Car v |
{ t Profiles Adapter type:  wireless
""'Networks ¥ Connect to netwark: I-f-&- <[ary]> j

“.&utn-Scan Listz
S_ Trusted Servers
Q.&dapters

Configure the following initial user network settings:

. Wireless connection(s)
. Wired connection(s)

. Profiles

. Networks

. Auto-Scan lists

. Trusted servers
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. Adapters

See also the following topics:

. Configure connections that occur prior to Windows logon

. Setting default user override behavior

. Test user connection settings

. “Configuring user authentication without machine connection” on page 102

. “Configuring machine connection followed by user authentication” on
page 101

Once you complete configuring your Initial Settings, all users who start up Odyssey
for the first time on your client machine are presented with the default connection
setup you have just configured.

Setting default user override behavior

The Settings > Windows Logon Settings menu in the Odyssey Client Manager
gives users the option to override the default network connection timing. Do not
check Override default settings for Windows logon in Initial Settings, or your
users will, by default, have initial settings that override the settings you configure in
Connection Settings.

If you do install Odyssey’s GINA module from Connection Settings, then your
users have the ability to configure a network connection prior to Windows logon. If
you do not install the GINA module, then your users have only the two post-logon
connection options available to them through this menu on the Odyssey Client
Manager.

Note that even though your users can override the default network connection
settings that you configure, they cannot override configured trusted servers when
they connect prior to logon time. The only way to change the trust you configure for
a Windows logon connection on a given installation is for you (or someone with
administrative privileges) to modify these settings in the Trusted Servers panel of
Initial Settings.

Configure connections that occur prior to Windows logon

When installing Odyssey Client on Windows XP or 2000, you have the option to
enable automatic network connections at the time the user logs on to the machine.
This can be helpful when users have startup processes that require network
connections. You can accomplish this using Odyssey Client’s Windows logon
features.
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There are some restrictions on the features you can use when you configure a
network connection for user accounts prior Windows logon time. See “Restrictions
on early network connections” on page 91 for more information.

Note the following additional instructions for any user account connections you
want to configure to occur prior to Windows logon:

. To install or remove Odyssey’s Windows logon features, follow the
instructions in “Odyssey GINA Module” on page 90.

. Select the third radio button and specify the network (or profile) and adapter in
Default User Account Settings in Connection Settings.

. You must associate a profile and adapter (for wired connections) or a network
(or auto-scan list) and adapter (for wireless connections) with a Windows
logon configuration. The network configuration for Windows logon that you
can select from the drop-down lists in Connection Settings reflects the
adapters, networks, auto-scan lists, and profiles you specify in Initial
Settings.

. When you specify in Initial Settings the profile that you intend to use with a
prior to Windows logon connection, leave the Login name field blank.

. You must configure a trusted server in the Trusted Servers panel of Initial
Settings. The trust you configure must include a certificate authority in the
signing chain of the trusted server. If you have not already installed the
certificate on your machine, you must do so prior to configuring this trust. In
addition, you must check Validate server certificate on the Authentication
tab of the profile you associate with this connection.

. If you are configuring a template for a custom installer, your users do not have
to have exactly the same wireless or wired adapter as you have, so long as a
similar type (wired or wireless) of equipment is installed on their client
machines.

NOTE: There is some potential for interaction of the Windows logon feature with
similar features in other products. See “Compatibility with other applications
running at logon” on page 91. As a result, you should not enable the logon features
unless you plan to use them.

Machine Account

94

If you have configured a machine account network connection in Connection
Settings, you can use Machine Account to configure network connections for a
machine.

Double-click Machine Account in the Odyssey Client Administrator to configure
Machine Account.
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Machine Account (Odyssey Client) ﬂ

gettings  Commands Web Help

C i Connection Connection

fidapter: [InteliR] PRO/100 VE Netwerk Canrection = |
< € Profiles Adapter type:  wired 802,73
'?"'Netwnrks ¥ Connect using profile: I{; b achine j

“Auto-ﬁcan Lists ; ; ; _
The zettings being configured here are currently being uzed ta
control the Odwzzey client. Pleaze uze the Odwszey Client
Truzted Servers

Manager ta view the system status.
Q Adapters

Configure a machine network login account in Machine Account in very much the
same way you would configure a user account. At a minimum, configure at least one
network, adapter, and profile for the machine logon. See the following relevant
topics for more information:

. “Profiles panel” on page 36.

. “Networks panel” on page 47

. “Auto-Scan Lists panel” on page 53
. “Trusted Servers panel” on page 56
. “Adapters panel” on page 64

Note that you can configure multiple networks, profiles, and adapters, and only
those for which you check the Connect to network (for wireless connections), and/
or Connect using profile for (wired connections) are used by the machine
connection.

To test machine connection settings, see “Preconfiguring Odyssey Client for a group
of users” on page 99.

See also the following topics:

. “Configuring machine only connection” on page 101
. “Configuring machine connection followed by user authentication” on
page 101
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Note the following:

. Authentication methods that require user interaction, such as those associated
with tokens, are not available with machine connection. As a result, this
Profiles Panel varies slightly from that of the Odyssey Client Manager. See
“Restrictions on early network connections” on page 91 for all restrictions on
machine account connections.

. If you enter any passwords for machine account profiles or certificates, and
intend to create a custom installer, the credentials you enter here are used by
all copies of Odyssey Client that use this installer. It is better to manually enter
credentials on each client machine, if these are required.

Custom Installer

You can use Odyssey’s custom installer features to create an installer with a
customized user default configuration.

The custom install process is described extensively in the following topics:

. “Preconfiguring Odyssey Client for a group of users” on page 99

. “Installing and configuring Odyssey to create a template” on page 100
. “Custom Installer” on page 96

. “Custom install: Providing printable documentation” on page 101

After configuring and testing your custom installer template, you can use the
Custom Installer in the Odyssey Client Administrator to create a new install file
with user defaults that are configured from your template.

Follow these steps to complete the custom installation process:

1 Double-click Custom Installer in the Odyssey Client Administrator to
configure Custom Installer. The following dialog appears.

Custom Installer

x|
Source file; I Browsze |

Destination file: I Browse

[ Export license key: I

[ Silent install ok | Cancel |

2 Select the source installer file. You can type in the name, or click the first
Browse button. You can use the original Odyssey Client installer file
(OdysseyClient.msi) as the source file. You can find this file in the Client
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directory on the CD. Note, if you are configuring an installer for Windows 98
machines, select the other installer file, OdysseyClient.exe. The Select Source
File window opens. You can use the Files of type drop-down list at the bottom
of the Select Source File window to search for the correct file type. Double-
click your file in the window, or click Open.

Select Source File i 2| x
Look in: Ifj Client j & £ B

@Odysseyclient.msi

Desklop

%

My Diocurments

File name; IDd_l,lsseyCIient.msi j Open I
Files of type: IMicrosoft Inztaller File j Cancel |

4

3 Click Browse, to browse for your desired destination directory (if you are not
already there). Select the name of your new (destination) .MSI file. You can
type in the name of the file, or select an existing file in the current directory,
and click Save. Note that if you are configuring an installation for Windows
98, save the file as .EXE instead of .MSI.

4 Optionally check Export license key, and type in a license key that is valid for
the number of copies you intend to distribute.

5 Optionally check Silent install if you want the installation to run without
displaying any dialogs during the install process. Not that if you choose this
option and you do not export a license key, your users’ licenses expire in 30
days.

6 Click OK to create the custom installer.
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Testing your settings

98

You can test your configuration for user and machine connections before creating a
custom installer. Note that when you do so, you remove any configurations that you
already have set in the Odyssey Client Manager.

You can perform the following tests:
. Test user connection settings

. Test machine connection settings

Test user connection settings

To test your user connection settings:

1 Select Commands > Reload and test user defaults from Initial Settings.

Reload and Test e x|

Press OF. to test your Initial Settings.

Mate: This action will termporarily stop Odyszey,
and will replace your curent user settings,

ak. I Cahicel |

2 Click OK. This permanently deletes your current Odyssey Client Manager
settings, and loads your settings from Initial Settings into the Odyssey Client
Manager. In addition, it starts the Odyssey Client Manager through the
Configure and Enable Odyssey Wizard. Whatever you see in this wizard is
what your users see when they first use the product.

3 Test all the connections through the Connection panel. Note that any
modifications you make in the Odyssey Client Manager are not reflected in
Initial Settings. Modify the configuration in Initial Settings, as necessary.
Retest any modifications you require.

4 Return to Initial Settings to correct for any connection problems and verify
these connections again, if necessary.

Test machine connection settings

To test your machine connection settings:

1 Make sure that the network connection(s) you want to test are configured and
set for connection in the Connection panel of Machine Account.
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2 Open Network configuration scenarios, and select leave the machine
connection active. Click OK.

3 Double-click the Tray icon to open the Odyssey Client Manager, and check
the status of your connection(s). Modify the configuration in Machine
Account, as necessary. Retest any modifications you require.

If, in order to test your machine connection, you had to modify your connection
settings setup, re-open Network configuration scenarios, and restore the previous
settings.

Sample workflows with Odyssey Client Administrator

There are several tasks that require you to use the Odyssey Client Administrator,
including those described in the following:

. “Preconfiguring Odyssey Client for a group of users” on page 99

. “Configuring machine only connection” on page 101

. “Configuring machine connection followed by user authentication” on
page 101

. “Configuring user authentication without machine connection” on page 102

Preconfiguring Odyssey Client for a group of users

You can take advantage of your ability to preconfigure profiles and networks for an
entire group of users by creating a custom installer in Odyssey.

You can create a customized installer that is based on a generic or template
configuration to be used by a group of users. Each copy of the client that you install
with this customized installer has a default network configuration that is assigned by
your template.

If all of your users require the same network configuration, creating a custom
installer reduces or eliminates the need for your end-users to enter configuration
information.

To learn how to provide a custom installer to your users, see the following topics:

. “Installing and configuring Odyssey to create a template” on page 100
. “Machine Account” on page 94
. “Custom Installer” on page 96
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“Custom install: Providing printable documentation” on page 101

Installing and configuring Odyssey to create a template

Follow these steps to configure a template for a custom installer:

1

Put the product CD into the CD ROM drive of the client device. Use any
Windows 2000 or Window XP device. The installation process should begin
automatically. If it does not, browse the CD directory for the setup.exe file
and double-click it. Note that if you have already installed a copy of Odyssey
Client with a license key that is valid for your users, you can start with step 3.
If you have installed the product, but want to change the license key, you can
change it according to the instructions for adding and removing license keys in
“License keys” on page 78.

Follow the installation instructions, using a license key that is valid for the
installation machine. This may or may not be the license key you preconfigure
for your users.

Configure your template according to your desired network configuration and
connection option:

. Configuring machine only connection
. Configuring machine connection followed by user authentication
. Configuring user authentication without machine connection

There are a few exceptions as noted below.

. Client certificates cannot be preconfigured. If you select EAP-TLS
under the Authentication tab in the Add Profile Properties dialog on
the Profiles panel, the user is prompted to select a client certificate the
first time Odyssey Client runs on the client machine. You can, however,
configure certificates for any trusted root server in the Trusted Servers
panel.

. Stored passwords or login names cannot be preconfigured.

When you are done configuring the default configuration for the template, test
each network connection. See “Testing your settings” on page 98.

You have now set up a template configuration, and you are ready to create a
preconfigured Odyssey Client installer.

See “Custom Installer” on page 96.
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Custom install: Providing printable documentation

The custom installer file you create using the methods described in “Custom
Installer” on page 96 includes the online help for the product, but does not include
the manual in .PDF format.

There are two .PDF files in the Docs directory of your product CD:
. OdysseyClientAdmin. pdf
. OdysseyClientMan. pdf

OdysseyClientAdmin.pdf includes this administrative chapter, while
OdysseyClientMan.pdf does not.

In addition to the .MSI (or .EXE, in the case of Window 98) file you create, you can
also provide your users with the file OdysseyClientMan.pdf to give them access to
printable documentation that does not include information on administrative tasks.

Configuring machine only connection

For the purposes of identifying a client machine on the network independent of user
credentials, you have the option to connect all client machines to the network with a
machine (rather than user) authentication. This can be useful if you have any
machine-related startup processes. This feature also allows you to maintain network
connections for the client machine, even when users are logged off.

To configure a machine only connection:
1 Double-click Connection Settings in the Odyssey Client Administrator.

2 Check Enable network connection using machine credentials, and select
leave the machine connection active, and click OK.

3 Double-click Machine Account in the Odyssey Client Administrator.
Machine Account (Odyssey Client) appears.

4 Run through the panels that are required for setting up your machine network
connection, including Networks, Adapters, and Profiles, and close Machine
Account (Odyssey Client).

Configuring machine connection followed by user authentication

You have the option to connect all client machines to the network with a machine
credentials, but subsequently require user authentication. This option allows you to
perform network tasks at Windows startup, but subsequently account for the users on
the network.

To configure a machine connection followed by user authentication:
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Double-click Connection Settings in the Odyssey Client Administrator.

Check Enable network connection using machine credentials, and select
drop the machine connection.

Select one of the two available user authentication timing options under
Default User Account Settings and click OK. You can either have the users
authenticate to the network before or after the desktop appears.

Double-click Machine Account in the Odyssey Client Administrator.
Machine Account (Odyssey Client) appears.

Run through the panels that are required for setting up your machine network
connection, including Networks, Adapters, and Profiles, and close Machine
Account (Odyssey Client).

Double-click Initial Settings in the Odyssey Client Administrator. Initial
Settings (Odyssey Client) appears.

Run through the panels that are required for setting up your user network
connection, including Networks, Adapters, and Profiles, and close Initial
Settings (Odyssey Client).

Configuring user authentication without machine connection

102

You have the option to connect all users to the network using only their user
credentials. You have various options with respect to timing for network
authentication with user credentials. For example, if you require any network-related
startup processes, you can have your users connect to the network prior to Windows
logon time.

To configure a user network connection:

1

Double-click Initial Settings in the Odyssey Client Administrator. Initial
Settings (Odyssey Client) appears.

Run through the panels that are required for setting up your user network
connection, including Networks, Adapters, and Profiles, and close Initial
Settings (Odyssey Client). If you plan to have users connect to the network
before Windows logon time, make sure you create at least one profile that
does not use EAP-TLS authentication. See “Configure connections that occur
prior to Windows logon” on page 93 for more information.

Double-click Connection Settings in the Odyssey Client Administrator.

. If you want users to connect to the network prior to Windows logon
time, click Install Odyssey GINA Module, if it is not already installed.
Select prior to Windows logon and select a wireless adapter and
network (or a wired adapter and profile) that you have already
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configured in step 2, and click OK. Make sure that the profile associated
with this network connection does not use the EAP-TLS authentication
method.

. If you want to require that users connect to the network after Windows
logon time, make sure the Odyssey GINA module is not installed.

. If you want users to connect to the network after Windows logon time,
(independent of whether or not you install the Odyssey GINA module),
select one of the two available user authentication timing options under
Default User Account Settings and click OK. You can either have the
users authenticate to the network before or after the desktop appears.
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